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Introduction

“More robust and flexible than the Cisco PIX Firewall, the Cisco ASA 5500 Series Adaptive Security
Appliances are purpose-built security solutions ... A core component of the Cisco Self-Defending
Network, the Cisco ASA 5500 Series provides proactive threat defense that stops attacks before they
spread through the network, controls network activity and application traffic, and delivers both IPsec
and Secure Socket Layer (SSL) VPN connectivity.” "’ The Cisco ASA 5500 Series device offers advanced
firewall, virtual private networking, content security, and intrusion detection in a single device.

This paper will be focusing on the Cisco ASA 5505 series adaptive security appliance (with base license)
and its incorporation into a small business or Home Network. Specifically, it will look at the initial
configuration of network address translation and access policies, configuring VLANs and ports, and
device administration. It will also look at the configuration of more advanced features such as a basic
AAA server in Windows 2008 and its configuration in the device, TCP options, anti-spoofing, and service
policies to do such things as limiting the transfer speed of an interface. A central focus of this paper will
be on implementing a demilitarized zone. All examples and screenshots were performed using ASDM
version 5.2 and ASA version 7.2.

Overview of Device Features
Differences between Base License and Security Plus License
The 5500 series comes in a variety of models but we are going to be focusing on the 5505 model,

released in 2006. The 5505 model comes in two separate licenses. These licenses are the base and the
security plus. Both offer 150 megabits per second throughput, a maximum of 25 SSL VPN user sessions,
and a maximum encrypted VPN throughput of 100 megabits per second. However, the security plus
license has additional features. For example, it supports up to 25,000 maximum firewall connections
whereas the base license only supports a maximum of 10,000. It also supports a maximum of 25 site-to-
site and remote access VPN sessions and the base license supports a maximum of 10. It should be noted
that both licenses initially only support two VPN connections ?. The security plus license also allows for
a maximum of 20 virtual interfaces, commonly referred to as VLANSs, with trunking enabled, and the
base license supports a maximum of three. Unfortunately, neither of the licenses supports intrusion
prevention, content security (which includes antivirus, anti spyware, and file blocking), or VPN clustering
and load balancing.

A major difference between the two licenses is that the base license does not allow traffic to be
forwarded from one VLAN to another; this restriction is removed in the security plus license. However,
the base license does allow that particular VLAN to respond to requests. Another way of explaining this
restriction is that there are two normal zones and one restricted zone that can only communicate with
one of the other zones?. This can potentially create problems when trying to implement a
demilitarized zone (also known as a DMZ) as will be discussed in a later section.

This device also implements URL Filtering, Secure Desktop, IP Auditing, and can use certificates for
identification.
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Initial configuration

The initial configuration of the device is rather straightforward. An easy method for accessing the
configuration page is by opening a web browser and pointing it to 192.168.1.1. This is the device’s
default internal address. It will initially ask you for a username and password. There is no username or
password. Successful authentication will take you to a web page were you have two options. The first
option is to go on the Cisco ASDM as a local application. This option downloads the ASDM Software and
installs it, allowing you to access it from the desktop and also manage multiple Security Appliances. The
second option is to run the ASDM as a java applet. The startup wizard can be run from this page or by
entering the ASDM itself.

Startup Wizard
The startup wizard consists of thirteen steps:

Step 1
Asks if you would like to modify an existing configuration or if you would like to reset the

configuration to factory defaults.

Step 2
Asks you to enter the ASA host name as well as domain name; it allows you to enable a

privileged mode password which is then required to administer the device using the ASDM or
command line interface. For this example, the host name is ‘ciscoasa’ and the domain name is
‘house.local’.

Step 3
Allows an auto update server to be enabled. This is disabled for the following examples.

Step 4
Configures the Internet, or ‘Outside’, VLAN configuration. It offers the choice of which VLAN will

be used to connect to the Internet, allows you to name the interface, set the security level
(which should be zero), and allows you to specify how to obtain an IP address. These examples
use DHCP to obtain an IP address, but for ease of explanation, the IP will be 71.57.38.231 or
68.60.231.174 (depending on the image).



Step 5

Step 6

Step 7

5 Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard

¥ Startup Wizard Internet (Outside) VLAN Configuration (Step 4 of 17)
Select Internet (Outsice) VLAN

an existing VLAN interface or create a new VLAN interface

vian2 ~

/LAM

Enable interface

Interface Name:  outsids

IP Address

() Use PPPoE

(@) Use DHCP
Obtain default route using DHCP

(7)) Use the following IP address
IP Address:

Subnet Mask:

“fou must specify & VLAM interface which wil be used to connect to Internst. Later you
will be asked to allocate switch ports to this VLAN interface. You can either choose from

1 (Mote: You can not create a
new VLAN interface as the
number of existing WLAN
interfaces exceeds the limit.)

Security Level

1]

[ = Back ” Mext = ][ Finish ] [ Cancel I

Figure 1 — Step 4 of the Startup Wizard
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Allows you to configure the same options as in Step 4, though this time they are for the
business, or ‘Inside’, VLAN. These examples use an internal IP range of 192.168.1.0 and a subnet
mask of 255.255.255.0. The device has an inside IP address of 192.168.1.1. The security level

for this interface is 100.

Allows you to configure same options as steps four and five. However, this time they are for a
home, or ‘DMZ’, VLAN configuration. The DMZ in the following examples will be 192.168.10.0
with a subnet mask of 255.255.255.0 with the device having an IP address of a 192.168.10.1.

The security level for this interface is 50.

Allows you to configure switch port allocation. This lets you choose which ports are allocated to

what VLAN.



Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard

Switch Port Allocation (Step 7 of 14)

Allocate Switch Ports for your Internet (Outside) VLAN <vian2=
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Available Ports Allocated Ports
o EthernetQi0
Ethernet0/2 5 «< Remove
Ethernet0i3
Ethernet0id - '
Allocate Switch Ports for your Business (Inside) VLAN <viani=>
Avsilable Ports Allocated Parts
Ethernet0/2 -
Ethernet0i == Remove EthernetQ/3 |
EthernetQi4
EthernetQis aill
Allocate Switch Ports for your Home (dmz) VLAN <vlan3=
Available Ports Allocated Ports
o EthernetQi
Ethernet0/2 [ == Remaove
Ethernstd/3 TN B
Ethernet0id -

[ <Back || Next> || Finish | [ cancel |

Figure 2 — Step 7 of the Startup Wizard

Step 8
Gives you two options. First option is to enable traffic between two or more interfaces with the

same security level:

By default, interfaces on the same security level cannot communicate with each other.
Allowing communication between same security interfaces provides the following

benefits:
*  You can configure more than 101 communicating interfaces.

If you use different levels for each interface and do not assign any interfaces to
the same security level, you can configure only one interface per level

(0 to 100).
e You want traffic to flow freely between all same security interfaces without

access lists. ®

The second option is to enable traffic between two or more hosts connected to the same
interface. This enables traffic to enter and exit the same interface . As mentioned earlier, the
base license forces traffic to be restricted from one VLAN to another VLAN. For initial
configuration, just make sure that you do not restrict traffic from the inside VLAN to the outside
VLAN. Different configurations of this option will be discussed in the DMZ section.

Step 9
Allows you to edit the static route table.

Step 10
Allows you to enable and configure a DHCP server for the inside network. This device was

configured to be a DHCP server with an address pool starting at 192.168.1.2 and ending at
192.168.1.30.
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[ Cisco ASDM 5.2 for ASA - 192.168.1.1 - Startup Wizard -

- h
Startup Wizard DHCP Server (Step 10 of 14)

The ASA can act as a DHCP server and provide IP addresses to the hosts on your inside
network. To configure a DHCP server on an interface other than the inside interface, go to
Configuration = Properties = DHCP Services in the main ASDM window .

Enable DHCP server on the inside interface
DHCP Address Pool

Starting IP Address: |192.1651.2 Ending IP Address: |192.168.1.30

DHCP Parameters

D Enable auto-configuration

DNS Server 1 208.67 222222 DNS Server 2 |208.67.220.220
WINS Server 1: WINS Server 2
Lease Length: Secs Ping Timeaout: ms

Domain Mame: house local

[ = Back ][ Next > ][ Finish ] [ Cancel ]

Figure 3 — Step 10 of the Startup Wizard

Step 11
Allows you to begin configuration of address translation using network address translation

(NAT) or port address translation (PAT). There is also an option to disable address translation. If
an internal client wishes to access the internet when using network address translation, its
internal address is mapped to an external address owned by the organization. The range of
valid IP addresses is designated at this step. However, if you do not own a range of IP addresses
you will want to use port address translation. This functions similar to as network address
translation. Instead of mapping an internal client’s address to an external address selected from
a pool, the device will map the connection to a specific port using the IP address on the outside
interface.

Step 12
Configures administrative access to the device. It should be noted that if you disable the HTTP

server, you will not be able to access the device using HTTPS or the ASDM.

Step 13
Used for Easy VPN remote configuration.

Once you've finished running the startup wizard, the commands will be sent to the device. If at a later
point you wish to change the device access configuration, you may do so by going to the Configuration
panel, followed by Properties, Device Access, and lastly HTTPS/ASDM.
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Figure 4 - HTTPS/ASDM Device Access

Device Access is also at the point which you are able to limit the access type (SSH, Telnet, ASDM, HTTP,
AAA) and also limit what IP addresses or IP address ranges are allowed to access the device.

Setting up VLANSs and Ports

The initial configuration of the device gives the user two VLANSs, inside and outside. The base license, as
is being used in these examples, allows for a third VLAN to be configured. This VLAN will be labeled as
the ‘DMZ’. To add a VLAN, go to the Configuration panel and then Interfaces and click ‘Add’. The

following display will appear:

B% Add Interface

{General | |m‘

~Switch Port:

Available Switch Ports Selected Switch Ports

.

Ethernet0f LB
Ethernet0i2
Ethernatdi3 b

|:| Dedicate this interface to management only

Enable Interface

P Address

(@ Use Static IP (O Obtain Address via DHCP ) Use PRRGE
Subnet Mask:  |255.0.00 v
I
I oK I [ Cancel ] [ Help ]

Figure 5 — Adding an Interface and selecting Switch ports



Page |10

From here, you can enable/disable the interface, name it, set the security level, set the IP address of the
device on the interface, and also select which physical ports will be implemented on this interface. The
‘Advanced’ tab allows you to set the MTU, MAC address, as well as where to block traffic from. The

base license requires one of the three VLANSs to block traffic from another zone. The example DMZ uses
Ethernet0/1, while the Outside uses Ethernet0/0, and the Inside has Ethernet0/2 through Ethernet 0/7.

Going to the ‘Switch Ports’ tab gives the user a different view of the ports as well as the ability to edit
further settings. These settings include changing the port to Trunk access mode (not allowed with the
base license), changing the duplex, changing the speed, and lastly the isolation mode (restricting traffic
from being forwarded from one isolated port to another on the same VLAN). The icons next to
Ethernet0/6 and Ethernet 0/7 signify that those ports support PoE (Power over Ethernet).

B8 Cisco ASDM 5.2 for ASA - 192.168.1.1
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Figure 7 — Interface Switch Ports Overview

Security levels
Security levels are an important concept of Cisco devices. These levels range from 0-100 (0 being the

lowest, 100 being the highest). An easy way of thinking about security levels of an interface is to think
of it as a percentage of trust. An inside network may be trusted all of the time. It will be given a security
level of 100. A DMZ, on the other hand, should not be trusted all of the time as it can be vulnerable to
the outside network. We can give this interface a security level of 50. The outside network should
never be trusted. It will be given a security level of 0. By default, traffic is allowed to flow from a trusted
source to a less trusted source but the inverse is not true.
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Access Policies

The access control lists define what type of traffic or who can enter or exit through the device. An access
policy serves a similar function to a firewall rule, and each interface has its own lists for incoming and
outgoing traffic.

[ Cisco ASDM 5.2 for ASA - 192.168.1.1 L . e
File Options Tools Wizards Help Search: Find ~ I I
= DU LKL AN
2 o 3 @ ;
@ % @B 10 O e & 2 cisco
Home | Configuration  Monitoring Back Forward Packet Tracer Refresh Save Help
Configuration = Security Policy > Access Rules =
@) Access Rules | AAA Rules | Fiter Rules | Service Policy Rules| Addresses Time Ranges
Interfaces % Add - @ Edit @Dele= | 4 ¢ | § Ba @ - ||Q Find|||E8 Rule Diagram| & = W Packe % Add - B Edit [ Delete Q
;g}% Fiter: |Select- v 3 Rule Query... ||Tyee: (@ au =
Security Policy —_— < " ’ < o
No Enabled Source Destination Service Action Logging Time Description Name
%&; B | dmz (2 incoming rules) E)-Network Object Groups
NAT 1 V] @ any @ any b http « Permit dmz-main:any to dmz-server:h - {8 outside
2] @ any @ any I ip @ Deny Implicit rule [E1-IP Address Objects
Q@ 3} .’ inside (2 incoming rules) @ any
54 )
WPN 5% outside (4 incoming rules) =l 68.60.231.174
1 @ @ any @ any 1 hitps « Permit '_@ inside-network/24
= |m]
@ 2 V] @any @ any 1 hitp  Permit & 19216812
CSD Manager 3 @ any @ any € 800 o« Permit % 192.168.1.32127
-4 P any P any IE/ip @ Deny Implicit rule 192,165.1.48129
“%& ﬂ dmz-network/24
Routing &} 192165102
|
Global Objects
Properties
< I | »
Rule Flow Diagram X
.
Source Address I Service IDestinalion Address
--uuan* W Action == mm ==
Apply I Reset ] I Advanced... ]
l <admin> 15 BERN 1173108 8:14:38 PM CST
=

Figure 8 — Access Rules Overview

Figure 8 shows the ASDM view of the Access Rules. These access rules can be viewed and modified in
the Access Rules tab of Security Policy under the Configuration. Each interface has its own implicit rules
for both incoming and outgoing traffic. The incoming rules deny all traffic of any type to any
destination. The outgoing default rule also denies all traffic. These default rules are only implemented
should an additional rule for that interface be added. For example, if you do not configure a rule for
outgoing connections on the Inside network all traffic is allowed. However, if you add a rule that allows
HTTP traffic to exit the network, only HTTP traffic will be allowed outside unless more rules are
configured. As a result, it should be noted that outgoing connection rules will not be listed unless a rule
in addition to the default rule is added.

How to Add Policies
The addition and modification of access rules is easy via the ASDM. Choose ‘Add’ then ‘Access Rule’.

The following screen will appear:



Add Access Rule A " .

Interface and Action
Interface: outside v Action: | o Pemit

Direction: | 5 incoming  ~

Source- Destination

Type: B P Address A

-I1

255.255.255.0 -

Type
P Address P Address:
Netmask Netmask

Protocol and Service

Protocol| = jp v

Rule Flow Diagram
out

Options.
Logging
Time Range: |any) | [

Defauk  ~ Syslog Level: | Informational

=8 IP Address

255.255.255.0

out

Description

[ oK ] l cancel ] I Heip

Figure 9 — Adding an Access Rule
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From this screen, you choose the interface that you wish the rule to apply. Next, choose the direction of
traffic that the rule applies to (incoming or outgoing) and an action (Permit or Deny). The source and
destination can be “any”, “IP address” (including netmask), an interface IP, or a defined network object.
You can also choose the protocol (IP, TCP, UDP) and specific service. The services can be chosen from a
predefined list or by typing in the ports. Further options include logging, the time range desired for the

rule to be active, and/or a description.

Example Inside Policies

To perform even the most simple of operations on the internet (web page browsing) on the Inside

network, two rules must be configured: the first rule must allow DNS queries. The second must allow

HTTP (a third rule would be required for HTTPS).

[ Edit Access Rule & [3 Edit Access Rule &
Interface and Action Interface and Action
Interface: inside Action: | o Permit v Interface: inside Action: | & Permit v
Direction: 5% incoming Direction: . # incoming
Source Destination Source Destination
Tyve: | @ any - Type: @ any v Type: | @ any - Type: | @ any =
Protocol and Service Protocol and Service
Protocot | wr udp v Protocol: 1 tcp v
Source Port Destination Port Source Port Destination Port
©) service: [= v | Jany - Q) service: =  ||domain ©) service: |= > [any = Q) service: |= x| |nttp -
©) eroup: *) Group: © Group: *) Group:
Rule Flow Diagram Rule Flow Diagram
@ insiae_g: Y @ insiae_g Lo
any | [ any any | Jany
o Pemit s o Permit = u
Options Options
Logging  |Defaut v Sysiog Levet [informational Log intervat: [300 Logging  |Defaut v Sysiog Levet [informationa
Time Range: [(any) v | [.] Time Range: |(any) v | []
I Description ‘ Description:
l oK ‘ I Cancel ] I Help ] l oK ] [ Cancel ‘ l Help ]

Figure 10 — Add Access Rule for DNS to Inside

Figure 11 — Add Access Rule for HTTP to Inside
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Example DMZ Policies
For a home or small business DMZ, not much should need to be permitted. It largely depends on the

running servers. For example, if a web server is running, HTTP/HTTPS should be enabled. The same
should happen for any e-mail related services (i.e. SMTP).

The following is an example of an access rule allowing HTTP access to the web server in the DMZ. It
allows any source to send TCP traffic from any port to port 80 (HTTP) of 192.168.10.2 in the DMZ.

F3 Edit Access Rule &

Interface and Action

terfece: dnz A
Ovecton: ¥ incoming

Source: Destination

Tyoe: | @ any & Type: | @ any

Protocol and Service:
Protocct 0 tcp v
Source Port Destination Port
O service = v [any v Oservce: = v mp

Group: Group:

Rule Fiow Diagram

Options.
Logging | Defaut

Time Range: |(any)  +

Description:

Figure 12 — Add Access Rule for HTTP t; DMz

Example Outside Policies
The Outside interface will require the same access rules as the DMZ for services that you want to be

publically accessible.

NAT Policies

Network Address/Port Address Translation (NAT/PAT) is extremely important for any user who does not
directly connect his/her computer to a modem. NAT is used to allow many other computers behind the
routing device access the internet using the external address without giving away the identity of the
host. This is done by modifying the source and destination information of packets and maintaining a list
of connections.

How to Add NAT Policies
NAT Policies can be added, edited, or removed from the Configuration -> NAT panel. Select ‘Add’ and

choose the type of policy you want to add. There are multiple options: Static NAT Rule, Dynamic NAT
Rule, NAT Exempt Rule, Identity NAT Rule, Static Policy NAT Rule, and Dynamic Policy NAT Rule. Static
rules map a private address to an external address one-to-one. Dynamic rules map a single address to a
pool of addresses.



- = - o
Edit Static NAT Rule [
Real Address
Interface:  dmz
IP Address: [192.168.10.2 v D
Netmask:  |255.255.255.255 v
|| Static Translation
Interface: | outside v
IP Address: |(Interface IP) - D

/| Enable Port Address Translation (PAT)

Protocol: Ibtep v
Original Port: hitp v Translated Port: hitp v
NAT Options...

[ oK ] | Cancel ‘ J Help

Figure 13 — Editing a Static NAT Rule

Demilitarized Zone (DMZ)

“DMZ (Demilitarized Zone) is a physical or logical subnetwork that contains and exposes an

Page |14

organization's external services to a larger, untrusted network, usually the Internet. A DMZ adds an

additional layer of security to an organization's Local Area Network (LAN). An external attacker can only
access equipment that is in the DMZ, rather than the whole of the network” . There are two
commonly used structures for a DMZ. The first (shown in Figure 14) is using a single firewall. The
firewall sits between the external router and the internal network. It separates the DMZ from the rest
of the LAN. The other structure uses two firewalls. The first firewall filters all traffic only permitting the
traffic which is allowed for the internal and DMZ networks. The other firewall filters traffic to only allow
traffic that originates from the DMZ. This is a more secure method of deploying a DMZ®. However, for

ease of creation, we will use the first method.

o~

‘« ‘ P QNS
b B,
w

Internal Network

&,

Router to External Network

Figure 14 — Example DMZ Configuration i

There are three requirements when configuring the ASA for a DMZ deployment ®';

e Internal clients need to be able to communicate with devices on the internet.

e |nternal clients need to be able to communicate with the DMZ web server.
e External clients need to be able to communicate with the DMZ web server.


http://upload.wikimedia.org/wikipedia/commons/6/6f/DMZ_network_diagram_1_firewall.svg
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The base license of the Cisco device does not allow all of the VLANs to communicate with each other.
This can present a problem when attempting to configure a DMZ as it must be on its own VLAN. There
are only two methods possible when using this device. These are: DMZ->Inside traffic is restricted and
Outside->Inside traffic is restricted.

DMZ->Inside Restricted
My initial attempt to create a workable DMZ with the restrictions involved restricting traffic from the

DMZ VLAN to the Inside VLAN. This restriction must be set in the Interfaces panel. Once this has been
done and the traffic flow restricted, the next step was to create the necessary NAT policies:

e Traffic coming from the internet to the external address port 80 is translated to the web server
in the DMZ on port 80.

e Traffic coming from the DMZ VLAN to port 80 is translated to the web server in the DMZ on port
80.

e Traffic coming from the Inside VLAN to port 80 is translated to the external address port 80.

e Traffic coming from the internet to the external address port 21 is translated to the FTP server in
the DMZ on port 21.

e Traffic coming from the DMZ VLAN to port 21 is translated to the FTP server in the DMZ on port
21.

e Traffic coming from the Inside VLAN to port 21 is translated to the external address port 21.

In addition to the preceding rules, rules to access the internal routers from the outside were also to be
programmed:

e Traffic coming from the internet to the external address over port 800 is translated to an
internal address of 192.168.1.2 on port 80.

e Traffic coming from the DMZ to the external address over port 800 is translated to an internal
address of 192.168.1.2 on port 80.

e Traffic coming from the Inside VLAN to the external address over port 800 is translated to an
internal address of 192.168.1.2 on port 80.

These rules were more so to prove that the internal network can still be accessed, given the proper
instructions. However, these rules should not be implemented in a production environment; they
create an unnecessary risk to the network.

At the start, this setup appeared to work with the exception of the DMZ being unable to initiate
communication to the Inside VLAN.

| attempted to verify that this setup worked at a later point and found that it was not performing as it
was earlier. This was more of an error on my part, not realizing that the web browser | was using was
simply caching the appropriate web pages and redisplaying them without trying to pull new information.



Page |16

Summary

The first attempt at creating a workable DMZ did not work as intended. While clients on the internet
were able to access the content of the web server as well as the FTP server, clients on the Inside VLAN
could not. The DMZ itself could not access its own web pages unless it used the external IP address or
simply “localhost”. The method used to try to circumvent the restrictions of the license was to redirect
all requests from the Inside VLAN to the external address and have the DMZ respond to those requests.
Ideally, the device would have known to respond back to the inside client. It was smart enough to
realize what | was attempting to do and would log an error message related to the restriction.

As stated on the Cisco website, “[w]ith the Base platform, communication between the DMZ VLAN and
the Inside VLAN is restricted: the Inside VLAN is permitted to send traffic to the DMZ VLAN, but the DMZ
VLAN is not permitted to send traffic to the Inside VLAN. The Security Plus license removes this
limitation, thus enabling a full DMZ configuration."

However, the DMZ can respond to requests from the Inside. The ability to solely respond to requests
and not initiate could have an effect on things like backups, email, etc. Of course, the whole point of a
DMZ is so that outsiders can access it but the DMZ itself cannot access the internal network. To access
things like a backup server you would likely have to set up more routing through something such as an
application server.

Email and databases may also be problematic. The email server in the DMZ would serve only to pass
email through to the internal network. However, with the restriction of not being able to initiate
connections to the inside network, programs like Exchange would have to be able to "pull" mail instead
of have it pushed into the Inside. With this in mind, if you run a local copy of the database inside the
DMZ, it would be possible to perform backups if you have some sort of replication/sync initiated from a
database on the inside network. This does nothing for the contents of the database if the DMZ web
server is compromised; it only allows for backups. However, this is an increased security risk. When
there is a database server allowed (whether inside the DMZ or not), if you break the DMZ server it’s only
a matter of time until you can get access to the database. All that must be done in either situation is to
then attack the database server or brute force the password. If the SQL server is in the DMZ, it can be
brute forced or perhaps the files can be copied off the server then brute forced. If it’s not in the DMZ
you can still try to exploit it over the allowed connection from the web server.

This method acts more like what some routers refer to as a “DMZ host” . The difference between a
true DMZ and a “DMZ host” is that only the select ports are forwarded and it cannot be more than a
single host. This may be a viable method for creating a DMZ, though it is not ideal and has limitations.

Outside->Inside Restricted
A DMZ that cannot initiate connections to an internal network would hinder its usefulness. Armed with

this and some other information on security allows us to use another method for configuring the DMZ.
An outsider should hardly ever be able to access internal resources. This leads to configuring the device
to restrict traffic from the Outside to the Inside. An outsider cannot initiate connections to an internal
resource. However, a user on the internal network can still access outside resources (such as web
pages, FTP sites, etc.). The traffic flow must be restricted from the Interfaces panel. If the proper
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interface does not have the traffic restricted already, it would be simple to save the configuration file,
edit the appropriate line, and reapply the configuration from the factory defaults.

Table 1 — Differences between DMZ configuration for no forward command

Original Section (DMZ->Inside Restricted) Modified Section (Outside->Inside Restricted)
interface Vlanl interface Vlanl

nameif inside nameif inside

security-level 100 security-level 100

ip address 192.168.1.1 255.255.255.0 ip address 192.168.1.1 255.255.255.0

I} i

interface Vlan2 interface Vlan2

nameif outside no forward interface Vlanl

security-level 0O nameif outside

ip address dhcp setroute security-level 0

! ip address dhcp setroute
interface Vlan3 !
no forward interface Vlanl interface Vlan3

nameif dmz nameif dmz
security-level 50 security-level 50
ip address 192.168.10.1 255.255.255.0 ip address 192.168.10.1 255.255.255.0

Once this has been done, the appropriate NAT policies can be created (for the example):

e Traffic coming from the internet to the external address on port 80 is translated to the web
server in the DMZ on port 80.

e Traffic coming from the internet to the external address on port 21 is translated to the FTP
server in the DMZ on port 21.

e Traffic coming from the inside to the external address on port 80 is translated to the web server
in the DMZ on port 80.

e Traffic coming from the inside to the external address on port 21 is translated to the FTP server
in the DMZ on port 21.

e Traffic coming from the DMZ to the external address on port 80 is translated to the FTP server in
the DMZ on port 80.

e Traffic coming from the inside to any address on the DMZ network over any port is translated to
the correct address and port (static rule).

e Traffic coming from the DMZ to any address on the inside network over any port is translated to
the correct address and port (static rule).
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Figure 15 — NAT Policy Overview

The last two rules listed are necessary otherwise you will not be able to communicate between the
inside and the DMZ. Events will be listed in the log file informing you that there is no translation group

for the communication.

Summary
The second method of configuring a DMZ using the base license was far more successful in terms of its

usefulness for its function. The DMZ is separated from the Inside LAN, but it can still communicate with
it for functions such as database access, email access, or backups. The internal clients can easily access
the DMZ servers for updating or viewing their content.

There is one significant disadvantage to this method: connections coming from external connections

cannot reach the inside LAN if they were not initiated by a host within the LAN. This alone is not

necessarily a bad thing, as it is not recommended to allow unrequested connections from the internet.
However, one of the marketing points of this device is its VPN capabilities:

“Extend your network with secure, flexible, seamless remote access. Cisco ASA 5500 Series,

Cisco's premier VPN solution, offers unmatched clientless portal capability and cross-platform
full-tunnel client for up to 10,000 simultaneous SSL or true IPsec connections in one device - all

protected by world-class firewall services and much more.

» (10)
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This feature is rendered largely useless by disabling incoming connections in the manner described
earlier. This would render most, if not all, of the similar methods of viewing internal content remotely
(GoToMyPC, Remote Desktop, etc.) unusable. While home users would most likely not be as concerned
about this, many small businesses who employ users around the country or allow them to work at home
may be concerned about the lack of this feature.

Authentication, Authorization, Accounting (AAA)
Purpose of AAA

“AAA [pronounced ‘triple A’] provides the primary framework to set up access control on a router or
access server. It is an architectural framework for configuring a set of three independent security
functions in a consistent manner. AAA provides a modular way to perform authentication, authorization,
and accounting services” .

Authentication: Who are you?

Authentication is a method for identifying oneself by the use of credentials. Possible credentials can be,

for example: passwords, one-time tokens, or certificates (12)

Authorization: What can you do?

Authorization refers to the granting of privileges to a user (or other object). It is “based on their
authentication, what privileges they are requesting, and the current system state. Authorization may be
based on restrictions, for example time-of-day restrictions, or physical location restrictions, or

restrictions against multiple logins by the same user” *2.

Accounting: What did you do?
Accounting refers to tracking and/or logging of network resources utilized by users. This information

generally contains the identity of the user (username, IP, etc.), service used, time used, and time ended
(12)

RADIUS

RADIUS (Remote Authentication Dial in user Service) is a protocol used to implement centralized AAA. It
is “often used by ISPs, Wireless Networks, integrated e-mail services, Access Points, Network Ports, Web
Servers or any provider needing a well supported AAA server [and] is commonly used by ISPs and
corporations managing access to the Internet or internal networks employing a variety of networking

technologies, including modems, DSL, wireless and VPNs” *),

It is in competition with TACACS+ (a later and incompatible version of TACACS).

Table 2 — Differences between RADIUS and TACACS+ (14)

RADIUS TACACS+

RADIUS uses UDP. TACACS+ uses TCP.

RADIUS encrypts only the password in the TACACS+ encrypts the entire body of the
access-request packet; less secure. packet; more secure.

RADIUS combines authentication and TACACS+ uses the AAA architecture, which
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authorization. separates authentication, authorization, and
accounting.
Industry standard (created by Livingston). Cisco Proprietary.

RADIUS does not support ARA access, Net TACACS+ offers multiprotocol support.
BI10OS Frame Protocol Control protocol, NASI,
and X.25 PAD connections.

RADIUS does not allow users to control which | TACACS+ provides two ways to control the
commands can be executed on a router. authorization of router commands: on a per-
user or per-group basis.

“Although TACACS+ is considered to be more versatile, RADIUS is the AAA protocol of choice for

enterprise ISPs because it uses fewer CPU cycles and is less memory intensive.” %

It should be noted that RADIUS combines Authentication and Authorization.

Setting up a RADIUS server Windows Server 2008 Standard
AAA can be implemented in a variety of protocols including RADIUS, Diameter, TACACS, and TACACS+.

For this example, a RADIUS server will be configured in Windows Server 2008 Standard. As AAA is not
the focus of this paper, it will be a very basic example used only for demonstration.

The first step is to install the Network Policy and Access Services. This is a logical grouping of several
functions, including Network Policy Server (NPS), Routing and Remote Access, Health Registration
Authority (HRA), and Host Credential Authorization Protocol (HCAP). The NPS is an updated version of
Microsoft’s implementation of a RADIUS server and proxy and is the selection that should be chosen. It
performs all of the functions of RADIUS and also can function as a Network Access Protection (NAP)

policy server ™.
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Add Roles Wizard x|

Select Server Roles

Before You Begin Select one or more roles to install on this server.
Server Roles Roles: Description:
Network Policy and Access Services ] Act?'-.v'e D?rector\,’ Certificate Services ———-——g————-——gfmgts w;;w:&dpﬁﬁgsss;:;'(ﬁss)'
Role Services D Active Directory Domain Services Routing and Remote Access, Health
: D Active Directory Federation Services Registration Authority (HRA), and
Confirmation [] Active Directory Lightweight Directory Services Host Credential Authorization Protocol
Progress [] Active Directory Rights Management Services (HCAP), which he'lp safeguard the
s [l :Appication Seover health and security of your network.
["] DHCP Server
["] DNS Server
[] Fax Server
[] File services

Network Policy and Access Services

[] Print Services

[] Terminal Services

[] uoDI Services

[] web Server (11S)

D Windows Deployment Services

More about server roles

< Previous | MNext > I Install Cancel

’1:;-..;' 'S - [H = /e e “ S o S S, s Aaiad l AAlrle cosmnma
Figure 16 — Installing NPAS in Windows 2008 Server

Once NPS is installed:

e Open the NPS management console

e Expand RADIUS Clients and Servers

e Right-click RADIUS Clients

e Select New RADIUS Client

e Enable the client and fill out the appropriate information.

The friendly name is simply an easy way to remember the name for the device used by
the administrator. The address is the IP address of the Cisco device, and the Vendor
name is Cisco. It would be best to generate a shared secret instead of manually creating
one. An automatically generated secret would likely be more complicated and harder to
guess.
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ciscoasas505 Properties E

Settings |

¥ Enable this BADIUS client

Eriendly name:
|ciscoa335505

Address [IP or DMS ]

[192.168.1.1 Yerify... |

Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client vendor
fram the list.

‘Yendor name: Cisco j

To manually type a shared secret, click Manual. To automatically generate a shared secret,
click Generate. 'ou must configure the RADIUS client with the zame shared secret entered
here. Shared secrets are case-sensitive.

& Manual " Generate
Shared zecret: |uuuu
Caonfirm shared secret: |uuuu

[~ Access-Request messages must contain the Message-Authenticator attribute

[~ RADIUS client is NAP-capable

0k I Cancel Apply

Figure 17 — Adding new RADIUS client in Windows 2008

Expanding Policies reveals several options. We won’t modify Connection Request Policies, but check to
ensure that the default “Use Windows authentication for all users” is enabled. Next, right-click Network
Policies and select ‘New’.

cisco AAA Propetties [ <]

Overview I Enndit\nnsl Ennstraintsl Settmgsl
Policy name: feisco A4

— Policy State
If enabled, NPS evaluates this policy while performing authorization. If disabled. NP5 does not evaluate this policy.

¥ Palicy enabled

[ Access Pemission
IF conditions and constraints of the network policy match the connection request, the policy can either grant access or deny
access. What is sccess peimission?

@ Grant access. Grant access if the connection request matches this policy.
¢ Deny agoess. Deny access if the connection request matches this policy.

™ lgnore user account diakin properties

IF the connection request matches the conditions and constraints of this network, policy and the policy grants access, perform
autharization with netwark policy only: do not evaluate the diakin properties of user accounts

[~ Network connection method
Select the tupe of network access server that sends the connection request ta NPS. You can select either the netwark access server tupe
or Vendor specific.

* Tppe of network access server:

IUnspec\hed j

" Wendor specific:

|

oK I Cancel Apply

Figure 18 — New Network Policy

For this example, the policy was simply named “cisco-AAA”. It was also enabled and the policy was set
to “grant access” as long as the connection matches the policy. Entering the Conditions tab allows us to
modify the type of conditions required for access to be granted.
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Select condition E3

Select a condition, and then click Add.

GEroupz =

Windows Groups
The Windows Groupz condition zpecifies that the connecting uger or computer must belong to one of the selected —

«  Machine Groups
.,JI.,J The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

..,:.: Uszer Groups
Ty The Uzer Groups condition specifies that the connecting user must belong to one of the selected groups.

+  Location Groups
.1,1:....".11 The HCAP Location Groups condition specifiez the Host Credential Authorization Protocol [HCAP) lozation groups
required to match thiz policy. The HCAP protocol iz used for communication bebween MPS and zome third party
netwark, access servers [MASe] See pour MAS documentation before uzing thiz condition.

o ) HCAP UserGroups -

Add... Cancel

Figure 19 — Possible Conditions for Network Policy

These conditions include which group the user belongs to, the health status of the device, the time of
day, and many others. For this example, we are only requiring that the user is a member of the
Administrators group of the server. You may change the authentication methods or constraints if
desired (being mindful that it may affect the following settings).

The Settings tab allows us to specify some features specific to the device. First, we click on ‘Standard’.
Add a new attribute and set it to ‘Service-type’. When it asks you to enter the type, select ‘Login’ and
close the prompts. Next, add a Vendor-specific attribute: select ‘Cisco’, then ‘Cisco-AV-Pair’. Select ‘Add’

» (16

and enter “shell:priv-lvi=15” ). Lastly, close out the prompts and finish the wizard.

By default, log files for authentication and accounting are stored in “C:\Windows\system32\LogFiles”.

Setting up the ASA 5505 to use AAA
The first thing to be configured on the device is the AAA Server groups. From the Configuration panel,

select Properties -> AAA Setup -> AAA Server Groups. From here, add a new server group. For our
configuration, it has been named “win2008”. Set the protocol to RADIUS, Accounting Mode to Single,
and Reactivation Mode to Timed. Now the servers must be added to this group. Our setup has only one
server. Itisin the Inside interface, has an IP address of 192.168.1.7, is using UDP port 1645-46 (though
RADIUS officially has ports 1812-13 "), and the server secret key generated in Windows 2008 is entered
at this screen.




Add AAA Server

Server Group:

Interface Name:

Server Name or IP Address:
Timeout:

RADIUS Parameters

Server Accounting Port:
Retry Interval:

Server Secret Key:

| Common Password:

ACL Netmask Convert:

Server Authentication Port:

win2008
inside
19216817

10 seconds

1645
1646
10 seconds

=sharedkeygoeshere=

Standard

oK H
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Test AAA Server -192.168.1.7 ld_hj

L

To test the following AAA server enter username and
password.

AAA Server Group:  win2008 (RADIUS)
Host: 19216817

: Authorization (@) Authentication

Username: Administrator

Password: umummml

OK ] [ Cancel l

L

Figure 20 — Add a new AAA server

Figure 21 — Test newly added AAA server

You can now test this configuration by clicking the ‘Test’ button.

Device Administration

After validating the information for the RADIUS server, you can now configure the device to require
authentication from the RADIUS server for specific types of device administration. This would be
valuable if you wish to allow certain members of your IT team access to the device but to also have
individual accounts with different access levels and more accountability. From the Configuration panel,

select Properties -> Device Access -> AAA Access.

You can enable whichever you choose for authentication. | chose to enable it for SSH access as | do not
allow telnet access. | could easily have enabled it for HTTP/ASDM as well. It should be noted that you
must switch the server group from LOCAL to your newly created group, which, in this case, was

win2008.
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Figure 22 — Device access using AAA

For Accounting, | enabled it for all user activity, as well as SSH and Telnet connections (to log attempts).
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Figure 23 — Device accounting using AAA
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| did not configure any Authorization, as | could not use Windows Server 2008 for that purpose as
configured.

Example on How to Limit and/or Log Access to Web Pages
Another interesting ability of AAA is that you can log and limit access to resources. For example, this can

be done to web pages. It is a fairly simple process for authentication:

e Open the Security Policy panel from within Configuration.

e Select the AAA Rules tab.

e Select ‘Add’ -> ‘Authentication Rule’.

e Select the interface you wish the rule to apply (inside for this example).
e Change the AAA Server Group (win2008 for this example).

e Leave the source and destination alone.

e Change the Protocol to TCP, and the destination port to HTTP.

e Click OK.

HTTPS Login
When users now attempt to visit a webpage, they must enter their credentials in a web page form (if

Secure HTTP is enabled via the Advanced options) or a pop-up login.

@ Authentication Proxy Login Page - Mozilla Firefox
file Edit View History Bookmarks Iools Help
@ - ¢ x & (3 ]nw/mwwgoogiecony
£ Most Visited ® Getting Started & Latest Headlines & [

Authorizing via AAA

HTTPS Authentication

Authentication Required @

Password:

"Authorizing via AAA "

oK

User Name:

Q A username and password are being requested by http://www.google.com. The site says:
Password:

Figure 24 — Login form not using Secure HTTP Figure 25 — Using Secure HTTP

Username: |

Done

AAA prompts
The prompts shown on these forms can be changed in Configuration -> Properties -> AAA Setup -> Auth

Prompt. The prompt is currently set to “Authorizing via AAA” as shown above, though this is technically
inaccurate as it is authenticating.

HTTP Logging
The accounting for HTTP transactions is configured through a nearly identical rule except you must

choose Add -> Accounting Rule. The log files are located on the AAA server and entries look like the
following:

192.168.1.1,unknown,12/01/2008,17:09:25, IAS,WIN2008,5,0,14,66.235.139.70,16,80,4
0,2,42,1140,43,1726,44,79F82CEA,46,29,49,0,4,192.168.1.1,4108,192.168.1.1,4116,9
,4128,ciscoasa5505,5000,ip:source-port=49809,5000,ip:destination-

port=80,5000, ip:source-ip=192.168.1.2,5000, ip:destination-
1p=66.235.139.70,4154,Use Windows authentication for all users,4136,4,4142,0
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192.168.1.1,unknown,12/01/2008,17:09:25, IAS,WIN2008,5,0,14,128.242.186.208,16,80
,40,2,42,26498,43,1259,44,45AF29EE, 46,19,49,0,4,192.168.1.1,4108,192.168.1.1,411
6,9,4128,ciscoasa5505,5000, ip:source-port=49829, 5000, ip:destination-
port=80,5000,ip:source-ip=192.168.1.2,5000, ip:destination-
1ip=128.242.186.208,4154,Use Windows authentication for all users,4136,4,4142,0

Miscellaneous Features
The Cisco ASA 5500 series comes with a variety of security features. Many are listed in the Properties
panel. Some of the security features are ICMP Rules, TCP Options, Anti-Spoofing, and Service Policies.

ICMP Rules
Most people might prefer they aren’t known to the internet. This is where ICMP rules are beneficial.

With these rules, ICMP requests can be accepted or rejected on different interfaces. For example, you
can enable ICMP echo requests on the Outside interface to allow your external address to be pingable.

I3 Create ICMP Rule [

ICMP Type:

Interface: outside S

.7 ] Any Address

Action: permit v

OK ] ‘ Cancel ‘ [ Help

Figure 26 — Create ICMP Rule

ICMP Types include: any, alternate-address, conversion-error, echo, echo-reply, information-reply,
information-request, mask-reply, mask-request, mobile-redirect, parameter-problem, redirect, router-
advertisement, router-solicitation, source-quench, time-exceeded, timestamp-reply, timestamp-
request, traceroute, and unreachable. ICMP Rules can be found under Device Administration.

TCP Options
The TCP Options pane allows you to specify parameters for TCP connections.

TCP Resets
TCP Resets allow an inappropriate TCP connection to be reset. According to RFC3360, "as a general rule,

reset (RST) must be sent whenever a segment arrives which apparently is not intended for the current
connection. A reset must not be sent if it is not clear that this is the case" *®. The Cisco ASA 5505 allows
the administrator to specify when to allow TCP Resets to be sent. These settings are for when traffic is
denied due to AAA settings or ACLs. This is particularly useful for inbound traffic with IDENT
connections. “When you send a TCP RST (reset flag in the TCP header) to the denied host, the RST stops
the incoming IDENT process so that you do not have to wait for IDENT to time out. Waiting for IDENT to
time out can cause traffic to slow because outside hosts keep retransmitting the SYN until the IDENT
times out, so the service resetinbound command might improve performance” ™. With outbound
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connections, this option is enabled by default. It can be disabled during periods of heavy traffic to
(19)

reduce CPU load. If TCP Resets are not sent, these packets are silently discarded
Anti-Spoofing

What is spoofing

Spoofing is when a packet pretends to have a source address that is not their own. This allows people to
gain unauthorized access to a computer or a network by making it appear that a malicious message has
come from a trusted machine. It can also be used for Denial of Service attacks to prevent the victim

from tracing and stopping the DoS .

How does Cisco’s Anti-Spoofing protect against it?
The Cisco device employs an anti-spoofing feature by making sure the source IP address is coming in on

the appropriate source interface. “If traffic enters the outside interface from an address that is known
to the routing table, but is associated with the inside interface, then the security appliance drops the
packet. Similarly, if traffic enters the inside interface from an unknown source address, the security
appliance drops the packet because the matching route (the default route) indicates the outside

interface” .

Service Policy
Example on limiting transfer speeds
Service policies can be created to perform specific restrictions or inspections on traffic. For example,

bandwidth can be limited. Here is an example on how to limit incoming HTTP bandwidth from the
Security Policy -> Service Policy panel:

First, create a new Service Policy

[Z) Add Service Policy Rule Wizard - Service Policy =

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.
Create a service poiicy and apply o

Only one service policy can be configured per interface or at global level If a service policy already exists, then
you can add a new rule into the existing service policy. Otherwise, you can create a newr service poiicy.

© Interface: inside - (create new service policy) -

Policy Name; inside-policy

Description

*) Global - applies to allinterfaces

global_policy

-

Figure 27 — Adding a new Service Policy

Then, select the type of traffic to monitor



Add Service Policy Rule Wizard - Rule Actions
Protocol Inspection | Connection Settings | Qos|

[] cTiaBE
[T Dcerpe Configure...
[C] ons Configure.
] ESMTP Configure.
[ Fe Configure...
[[]H323K 235 Configure.
[[IH323RAS Configure...
[T icup
[C] IcMP Error
s
Em Configure...
[[] IPSec-Pass-Thru Configure.
[l necp Configure...
[C] NETBIDS Configure.
[ eere

Figure 28 — Selecting protocol to inspect
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Finally, configure bandwidth and actions (note that it the direction is set to output for inbound traffic)

Edit Senvice Policy Rule

Traffic Classification || Rule Actions.

Protocel Inspection | Connection Settings| QoS

(] Enable Priority for this flow

Enable policing.

Direction e = Comited Rate: | 175000
Conform Action; | transmit - Exceed Acton: | drop.
Burst Size: 1500 Bytes.

Burst rate may be recalculated by the device based on the Commited Rate.

Bits/Second

’ 0K ] l Cancel ] ’ Heip

Figure 29 — QoS to limit input speed

© SPEED TEST
speed Test Summary Compare result @ dsireports.com
; Download Speed - Upload Speed 7 Latency

“168Kb/s 1731 Kb/s 35ms

Share Your Results:

© BROADBAND RE

§<a href="http://speedtest.dslreports.com"><img border=0 sr|| Copy to Clipboard |

ISP comcast.net Get Data FILTER

by ISP v

¥y  Whatis this graph?

T
F

L A A S T
3

0 384k 768k 1.5mb 3mb 6mb 8mb 10mb

15mb 20 mb+

LINE SPEED Last Download Speed - @ Last 5 Download Results -
Last Upload Speed - @ Last 5 Upload Results - w

Figure 30 — Results of implemented Bandwidth policy
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It is unusual to note that when configuring this policy the direction of the traffic was “input” and the
outgoing traffic rate slowed. When the traffic was set to “output”, the incoming traffic was slowed. This
rule had the traffic speed set to 175,000 bits, or around 170 kilobits, so the rule was fairly accurate. The
latency was not affected and traffic not part of the HTTP protocol continued to flow at normal speeds.

Conclusion

The Cisco ASA 5505 is a versatile device capable of running many of the network services required by
small businesses and tech-savvy home users. Its modular design, strong capabilities out-of-the-box, and
ease of configuration make it a worthwhile investment for those concerned about the cost, time, and
expertise required for enhancing an existing network or creating a new one with more complex and
numerous hardware devices, such as its predecessors: the Cisco PIX, Cisco IDP 4200, and the Cisco VPN
3000 Series Concentrators ®Y. However, the base license is limited in functionality. The security plus
license would be required for the full use of a demilitarized zone along with VPN connections, increased
VLANSs, and increased firewall connections.
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