VULNERABILITY ASSESSMENT

MSIS Project: VULNERABILITY ASSESSMENT

Metalsoft Vulnerability Assessment

Jason Ekstrom

Lewis University

METALSOFT INC. http:/Awww.metalsoft.com ¥
INTEGRATED MANUFACTURING SOLUTIONS

@S TENARBLE

Network Security

______ /(S
WIRESHARK



VULNERABILITY ASSESSMENT 2

Abstract

I work for a company called Metalsoft Inc. Metalsoft Inc. makes software for programming
turrets, lasers, and press-brakes in the manufacturing industry. These machines are for cutting
and bending sheet metal. Metalsoft has two sites located in North America. The headquarters is
located in Orange County, CA. In Itasca, IL Metalsoft has a sales office. At Metalsoft’s
headquarters there are around 80 employees while the Itasca office consists of three employees.
Once a month Metalsoft holds a training school at the Itasca site where a trainer from California
comes in and uses the facilities. Each of the salesmen has their own laptop and occasionally
travels. They all connect to a single server that holds their ACT! database for sales leads and
stores their quotes. This server is used as a file server, print server, DHCP, DNS, FTP server,
and occasionally a web server. The only time we use our site for a Web Page is when the
California Web Site goes down and we allow our customers to be redirected to our site to receive
patches or software updates. Most of the salesmen uses for the server are for when they are in
the office. Our VP of sales needs to login to the server using Terminal Services to check the
ACT! database when he is at home or traveling. I need to login to the server using Terminal
Services to do system administration. The Itasca office is connected to the headquarters in
California through a VPN to check databases there that include customer trouble tickets and
more sale leads. The server is running Windows 2000 Advanced Server that is running Terminal
Services and IIS 5.0. This server is running FileZilla Server 0.9.19 for the FTP. All of the
salesmen have Windows XP SP2.

Until recently, the Metalsoft Sales office was protected by a firewall. The Itasca office did not
have anyway of knowing what was happening on the network or where the vulnerabilities were.
Everything was working properly but we did not know if something was happening that we
could not see. From viewing Metalsoft’s FTP logs there were people who should not have
access to the FTP server and were trying to gain access. Even though they were unsuccessful
and ban rules had been put in place for them, Metalsoft did not know what else these malicious
people were trying to do to the server.

The purpose of this project is to perform a vulnerability analysis for Metalsoft Inc. in Itasca. In
order to accomplish this I did a vulnerability scan using Nessus 3.0.6. Nessus is free software
that has predefined attack modules and you can write your own modules to perform attacks and
see if a computer is vulnerable. Once vulnerabilities were discovered, I tried to reduce the
number of vulnerabilities as much as possible. Then Metalsoft needed to know what normal
traffic was like on the network and what kind of traffic was taking place. To do this [ used
Wireshark 0.99.6a. Wireshark is a free software using the GNU GPL licensing and is used for
traffic monitoring.
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Introduction

We are living in an age where computers are running our lives both professionally and
personally. This has made life more convenient for some in that they can now better
communicate, transfer data faster, and make transactions at all hours of the day. With this
convenience greater risks are apparent. Businesses are greatly impacted by this as they can have
computer services that run twenty-four hours which means they have to keep ports open on their
network. There are malicious people who are looking to attack businesses in order to acquire
information or to take them off-line and disrupt business. Since traffic is allowed on the network
at all times of the day, businesses have a need to know who and what is traveling across their
network. There may be policies that state when and how the data can be accessed, but how do
we know that everyone is abiding by these policies. System Administrators need to create a
system to prevent unauthorized access, discover vulnerabilities, and keep track of what is
happening on the network. This is where companies will need to implement a vulnerability
assessment. There are many vulnerability scanners that are available today such as Nessus and
SARA. These two examples are free and can be run from a host computer across the network.
These programs have attack modules built into them and test each computer for vulnerabilities
and report back to the host computer what attacks were successfully used. Once the
vulnerabilities are known on the network we can address these problems so that malicious users
do not exploit them. Once the vulnerabilities are resolved, we can use a network packet analyzer
to monitor the traffic that is taking place over the network. There are free network packet
analyzers available over the Internet. Some of these include Wireshark and Tcpdump. With
network packet analyzers in place we can see packets on the network and see what ports are
being used and where they are coming from. By using these types of software we have better
knowledge of what is happening on the network and minimize the chances of attack. The logs
can also be used for forensics in case a cyber crime takes place.

Previously Metalsoft Inc. did have any way of knowing how secure their sales office was. The
sales office is located in Itasca, IL. This site contains their VP of Sales and two executive
salesmen. All of them use laptops on the network and there are two network printers. All the
salesmen travel and are in and out of the office. Occasionally the sales office will have a visitor
from California who comes on our network when he has to teach a software class at the Itasca
site. The other computers for the school are not attached to the network. While in the office the
salesmen connect to a single server. This server holds their ACT! 6.0 database where sales leads
are kept. The server also contains their sales quotes and any other data they need to backup. The
server is used for file sharing, printer sharing, DNS, DHCP, and an FTP server. The FTP server
is primarily used by myself for software backups and large data files I need to send to other
employees. I create accounts for the employees temporarily to get their files and then delete
their accounts as they do not need access to this server. When our main website in California
goes down our server is used as a web page for customers to download patches and updates for
the software Metalsoft supports. All of the salesmen computers’, server, and printers are
connected to a single switch. The switch sits behind a VPN router that is connected to our
headquarters in California. This router sits behind a Cisco firewall. See Figure 1.
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Metalsoft Inc.
Itasca Site

Network Diagram

Cisco Firewall

Figure 1: Metalsoft Network Configuration at Itasca

I used to work at the Itasca site but was moved to Mount Prospect, IL. I have been assigned as a
System Administrator and take care of the server remotely using Terminal Services. The Itasca
site did not have any vulnerability assessment. My purpose for this project was to monitor traffic
on the network and discover any vulnerability. From logs on the FTP server, there were people
who were trying to connect to the FTP using dictionary attacks. One of our salesmen’s
computers collects a lot of virus and spy-ware and we needed to make sure that no bad traffic is
coming in or going out.

We deployed two types of software to accomplish this. All of the software has been installed to
a Windows 2000 Advanced Server as I have remote access to this computer and can run them
from there. Since the network is so small and we do not have a lot of traffic, the server is
capable of handling these types of scans.

First we needed to check the stability of the computers, printers, and router on the network. To
scan for vulnerabilities we ran Tenable Nessus. At first, we used version 3.0.5, and over time
version 3.0.6 was released. We ran Nessus to minimize as many vulnerabilities as possible
before we started to watch traffic on the network.

Secondly, we used Wireshark to monitor network traffic. Wireshark is the replacement for
Ethereal. We started using version 0.99.5 and eventually version 0.99.6a was released. We used
Wireshark for a few months to get an idea what normal traffic is like on the network and collect
information that was traveling on the network. We needed to know who was trying to get into
the network from the outside.

The following paper will describe each of the software in detail. I will explain my experience
with the software from installation to the current state that it is running at right now.
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Nessus Vulnerability Scanner

According to Tenable, the company that supports Nessus, “The Nessus vulnerability scanner, is
the world-leader in active scanners, featuring high speed discovery, configuration auditing, asset
profiling, sensitive data discovery and vulnerability analysis of your security posture.” (Tenable
Network Security, The Network Vulnerability Scanner, para. 1) Nessus is a free vulnerability
scanner that can be used by Windows, Linux, and Unix Operating Systems. Tenable offers the
largest vulnerability knowledge base to support even the most complex environment. Some of
Nessus’ benefits include:

Intelligent Scaning — Nessus does not assume that all your services are running on their
fixed port so if you are using services on different ports Nessus will detect and safely test
the security appropriately.

Modular Architecture — This provides a client/server architecture that allows system
administrators the flexibility to deploy the server that will perform the scans and give
multiple people the ability to use the client software to run the tests from their own PC.
This offers more flexibility for administration and configurations.

CVE Compatible — All of the plugins link to Common Vulnerabilities and Exposures
(CVE ), which is a web site that holds published security vulnerabilities, for system
administrators to retrieve more information of the vulnerability. These vulnerabilities
will also include references to CERT, Bugtraqg, and other vendor security alerts web sites.
Plug-in Architecture — All of the security tests are written to their own plugin. Because
of this, if system administrators want to write their own tests they do not have to write to
the Nessus server engine.

NASL — NASL (Nessus Attack Scripting Language) is the scripting language the plugins
are written in to perform security tasks. The security checks can also be written in the C
programming language.

Up-to-date Security Vulnerability Database — To keep up with current security threats,
the Tenable Knowledge Base is updated daily and Nessus offers a plugin update feature.
Downloads can also be found on FTP servers and mirrors.

Tests Multiple Hosts Simultaneously — This allows the Nessus server to perform the tests
on multiple hosts at one time.

Multiple Services — If you have two of the same service running on a server, (for example,
two web servers running off of port 80 and port 8080), Nessus will test both services.
Tests Cooperation — The security tests that are performed by Nessus do not perform
unnecessary checks. For example, if the FTP server does not accept anonymous logins,
then the anonymous login security checks will not be performed.

Complete Reports — Nessus will report back to the system administrators the
vulnerabilities, their risk levels, and information how to prevent them from being
exploited.

Full SSL Support — Nessus can perform security tests over SSL, which stands for Secure
Sockets Layer that provides cryptographic protocols for secure communications. You
can even supply Nessus with certificates so that the tests can integrate with a PKI
environment. PKI stands for Public Key Infrastructure that binds public keys and
identifies authority using certificates.
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e Smart Plugins — Nessus can determine which plugins should and should not be used
against a remote host but this option can be turned off.

* Non-Destructive — If a security check is going to cause harm to a server that can not have
any down time you can perform ‘“safe checks” that will rely on banners, which are
messages that the attack could take place, rather than exploiting the vulnerability.

Prerequisites

The hardware requirements depend on the size of the network. If you have a large network that
is not a Class C then you may need to have a machine with 1-4 GB of RAM. For Windows
environments Nessus recommends that you install on a server family operating system to prevent
false negatives. For example, if Nessus is installed on a Windows XP SP2, there may be some
problems registering certain DLLs. For a Class C network you need a machine with at least:

e Pentium III processor with 733 Mhz

e 256 MB RAM

e Atleast 1 GB of free Hard Drive space

Metalsoft’s server hardware is:
e Pentium IV processor with 2.8 Ghz
e 1GBofRAM
e 30 GB free Hard Drive Space

Deployment

Where you deploy your Nessus Server can have a great impact on the scans. You must have
knowledge of where routing, filters, and firewalls are located. You must have good IP
connectivity. Deploying behind a NAT device may give undesirable results unless you just plan
on scanning the internal network. NAT stands for Network Address Translation and is a
technique for network traffic through a router to change the IP address from a public address to
the network’s private addresses. Having to pass through a NAT, firewall, or proxy device can
distort the scan as a firewall could prevent or hide probes from a Nessus scan.

For Metalsoft’s deployment we put Nessus on our Windows 2000 Advanced Server since we
were just interested on scanning computers that are within the network. The hardware
requirements of the server exceed the minimal requirements and we the network only has three
consistent users. With Windows 2000 Advanced Server we do not need to worry about the
Windows Firewall affecting the scans and since this is in the Windows server family, all of the
DLLs should register properly.

Getting and Registering for Nessus

To obtain a copy of Nessus you can go to http://www.nessus.org/download/. From there you

will be asked to accept a license agreement and then you have to fill out a form giving your name,
title, and email address. You can provide the same information more than once and get more
downloads for different Operating Systems or if you have lost your installer. The registration
page is shown in Figure 2, while the operating system selection is shown in Figure3.
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Please Complete the Form
{note that an activation code will be sent to

*Required info.

the supplied e-mail address)

* First Mame

* Last Mame

* Title

* Company

|
|
* E-mail Address |
|
|
|

* Phone Murmber

State
Country

Intended use : O Internal

| am interested in the following:

Selectone %

By completing thiz section, vou may be contacted by Tenable.
[T | am interested a valume purchase (10 ar mare direct feeds)

[T | am interested in an online demo of Tenable Security products

O Provide Sewices [Scan 3rd parties)

Online demo emphasis: | Selectone

]

[ Do not contact me [note that you will recelve an activation code by email)

Cookies must be enabled on pour computer fo go past #his pa

Figure 2: Nessus

registration page

pownioad

MNessus 306 for Mac 05104

Messus 3.0.6 for FreeBSD
ov Nessus 306 for Solars
w Nessus 3.0 for Microsoft Windows

=] i=]

Plue
g:fﬁ Messus 3.1.5 BETA for Linux FreeBSD and Solaris
MNesgug 2.2.10 installer (all Unix systems)
MNessus 2.2.10 source code

. MNessusClient 3.0.0 (the Linux/Windows graphical inteface for nessusd)

palioy somplia
tics

[features

|| Selecta productto download :

VH Download J

Hessus 3 is available for the following piatforms :

- Linux : Fedora FCS & &, Red Hat Enterprise 3 & 4, SuSE 9.3 & 10, Debian 3.1 (138 6)

- FreeB50 | FreeBSD 5 & & (i386)

- Solsris : Solaris @ & 10 (sparc)

- Mac 05 K+ Mac O W 10.4 (intel & poc)

- Windows : Windows 2000, XP and 2003 (32 bits)

| Training | Partn

Figure 3: Selecting a platform-specific version

While doing this process you will be emailed immediately a registration code to activate your
Nessus installation. You will have a link that is open for 12 hours to make anymore downloads
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needed. The registration code can be done at any time. The code only works once so if you
install Nessus to another machine you will need another code. Figure 4 has a sample email from

Tenable:

Thank wou for dowmmloading Nessus !
The direct link to the Nessus 3 packages is

<http: /Awmw. nessus. org/domload/messus download. php 2£=d10375c9575453079%

[the link abhowe will be walid for 12 hours)

Your activation code for the Nessus plugin feed is CE09-2305-3D57-01F5-99F6

On Limax, to activate your account, 2imply execute the following commatid :
Jopti/nessus/bin/nessus-fetch --register CE09-2305-3D57-01F5-99F6

If wour Nessus installation can not reach the internet directly,

¥OU can use your activation code at the following URL @

heep: A/plugins.nessus. orgfoffline. php (Nessus 3.x)
http: A/plugins.nessus. org/manual -register.php (Nessus zZ.x)

Figure 4: Nessus Activation Code

Installation

Originally we installed Nessus 3.0.5 but then upgraded to Nessus 3.0.6. We did not have release
notes to see what was fixed from the previous version, but we have not found any new features
in the software. Recently Tenable has released Nessus 3.0.6.1 but we have not used this version.
Over the last six months Tenable has released three updates of Nessus. To update a Nessus
installation is the same as installing the software originally. The setup executable will overwrite
the software system files but all your settings and reports remain for a Windows environment. I
have installed this to Windows XP SP2, Windows 2000 server and professional, Windows 2003,
and Debian 4.0r0 and I have never had a problem with the installation. When doing the
installation you should have an Internet connection if you plan to register. There are options to
register if you do not have an Internet connection by downloading a PHP program from Tenable.
To install Nessus is straight forward:

1. Run the Setup.exe
Agree to the License Agreement
Select where you want the files to install to
The files will begin to copy
You will be asked to register, or you can register later
The Plugin Update will run
Click Finish to end the installation

ok wd

With the Windows version of Nessus, The server and GUI is installed on the server PC. If you
are planning on using another station to run scans with the Nessus server you will need to install
the client version of Nessus for Windows on that PC. The Nessus client for Windows installs the
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same way as the full install, but you do not need to register the software as the software does not
work without a server. With the client you can setup a certificate to run the server’s service or
you can add users who can access the server and give them privileges as to what scans they can
run. If you install Nessus to Linux, at least I know for Debian, you will need to install Nessus
and have the Nessus Daemon running. In order to use Nessus you will need to install the client
as well on the server. These two packages do not come together for a Linux installation. In
Windows you can find the Nessus Service running in Administrative Tools Services, as shown in
Figure 5.

“ Services

File  Action Wiew Help
el R | T

Services [Local)

Tenable Nessus Name | Description | Status ‘ Startup Type 1 Log On &s | o
%Symantec Antivirug Started Autarnatic Local System
%gﬂlisawlcg %Systam Event Matific... Tracks spst..  Started Automatic Local System
RZ?:rt t:::;ﬂv?; % System Restore Serv.. Performs sy Started Autarnatic Local System
% Task Scheduler Enables au.. Started Autarnatic: Laocal System
o %TEP.-’IF‘ MetBIOS He... Enables su..  Started Automatic Local Servi...
lescription: 7
Tsnabllj; Nessus Network Security % Telephony Provides Te... Started Marual Laocal System
il B Tepet Erab Disabled Leeaks

%Themes Provides ug...  Started Autarnatic Laocal System
%Unmlerlupllble Powe... Manages a... i anual Local Servi..

% Universal Plug and P... Provides su...  Started Marual Laocal Servi...
%VMWEIE Authorizatio.. Authorizatio..  Started Automatic Local Spstem -
%VMwale DHCP Servi.. DHCP servi.. Started Autarnatic Laocal System
%VMWEIE MAT Service  Metwork ad...  Started Automatic Local System
%VMwale Wirtual Mou... Started Autarnatic Local Spstem +

\ Extended A Standard

Figure 5: Nessus running as a Windows service

Registering

The free registration option allows us to download plugin updates. If you do not register, you
can still use Nessus but you will not be able to get new plugins after the initial install. Since the
registration is free we will have a 7 day delay on getting the latest updates so any new plugins
created today will not be available for us to download until one week. If you installed Nessus
and did not register, there is a link in the software to go to Tenable’s site and register for license.
You will be asked to provide your email address, as shown in Figure 6.

@ TENABLE
Network Security
Aboutus Solutions Products Nessus’ ™ Demos News & Events.
o Nessus Register
> Download

0 stay up-to-date with the Nessus plugin
mail address to which an a i

Figure 6: Registering for a license after installation
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Once you have a code you can enter the code during the installation or there will be a link to
register in the software, as shown in Figure 7.

# Product Registration

vy Please enter wour produck ackivation code below, IF
. & vou do nok have an activation code vet, please go ko
bbbt ey niessus orgfregisker )

Nessus

| BF98-57DC-AD24-5D1 1-0D65
For offline registration, the challenge code is :

| beh14BeteNfaacsad703a586e71c3753024h2129 |

Figure 7: Registering the software

Direct Feed

Direct Feed is an option you can purchase from Tenable. A seat for this option costs $1200.
With a Direct Feed license you can get the following options:

® The newest plugins as soon as they are available

e Perform Compliance Checks that are agent-less configuration audits of UNIX and
Windows systems. If your organization has configuration policies for servers or
computers, Nessus can check to see if these systems comply. Nessus can also create an
audit check for public and government best practices from NSA, CERT, and CIS.

¢ Create plugins to discover and test SCADA devices.

e Nessus can log into systems and audit the content on the machine for Adult Content,
Credit Cards, Corporate Financial Spreadsheets, Drivers License Numbers, Document
keywords, Human Resource information, Social Security numbers, and more.

e Support for operation and technical assistance. This includes the deployment and use of
the audit policies, compliance checks, and content checks.

Nessus Interface

Figure 8 shows the welcome screen for Nessus for Windows. The welcome screen will give you
all the options you need to begin using Nessus. This includes downloading plugins, running scan
tasks, and management of the software such as the address book or custom policies. The
welcome screen is easy to use and is straight forward with the options available. This screen will
load if the Nessus service is not running but as soon as you perform a scan you will be prompted
that the client server can not connect to the server.
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= Tenable Nessus Yulnerability Scanner 8] =[]

Nelcome to Nessus Vulnerability Scanner

Nessus is a complete network vulnerability scanner which includes high-speed checks for
thousands of the most commonly updated vulnerabilities, a wide variety of scanning
@ Start Scan Task options, an easy-to-use interface, and effective reporting.

@ View Reports You can start a new scan by selecting "Start Scan Task”. All scan results will be
automatically saved, and you can open them again by selecting "View Reports”.

Other Options

i) Address Book EY start Scan Task

E’ Manage Policies EJ .
View Reports

‘@' Update Plugins

See Also
@ Help

@ About Nessus

Copyright ® 2002-2007 Tenable Network Sscurity, All rights reserved.

Figure 8: Nessus welcome screen on Windows

Start Scan Task

The first option is to start a scan task. This is the primary activity associated with Nessus. A
wizard guides you through three screens of configuration options, helping you set the scan.

Figure 9 demonstrates how you identify the targets to scan. You can manually put in what
computers you want to scan. You can use localhost to scan the Nessus server. You can input
DNS names of the computer or the IP address. Each computer must be separated by a comma.

If you want to scan a range of IP addresses you can put the beginning IP address, then a dash,
and then the final IP address for a range. With the address book we can put in computers who
are consistently looked at and by using the drop down button they will be listed to put in the scan
task. The final option allows the user to import a text file of a list of computers to scan. You can
give each computer their own line in the file and if there is a computer that you do not want to
scan at that time, you can comment the computer out by using a ‘#’. An example would be:

#localhost
ComputerName
192.168.0.12

With this setup, ComputerName and IP address 192.168.0.12 will be scanned and localhost will
be ignored.
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E Tenable Nessus Yulnerability Scanner

Please enter the target you want to scan

E%) Welcome

You can specify a single host (hostname or IP), a list of hosts separated by comma, an IP
] K range, or a network address. If 3 DNS name is entered as a target, it must be resolvable
Start Scan Tas by the system in order to be a valid input. (See Examples)

@ View Reports For frequently used addresses, Address Book can help you to manage them (address

book entries will show up in the drop down list below).
Other Options

A If you want to import target from a file instead, click Here.
% Address Book

T Manage Policies |Ioca|h09t ComputerName, 192.168.0.12] ||-|

'@ Update Plugins

B next

See Also
@ Help

@ About Nessus

Copyright ® 2003-2007 Tenable Network S=curity, All rights reserved.

Figure 9: Nessus start scan task

After you select what computers you want to scan you come to the screen as to what plugins you
want to use. Figure 10 demonstrates this step.

E Tenable Nessus Yulnerability Scanner

Please choose the plugins set you want to use

% welcome MNessus uses plugins to do security checks. Most plugins are implemented in nasl (Nessus
K Attack Scripting Language) and perform a particular security check. By selecting plugins,
@ sStart Scan Tas you can define a security check to fit your own needs.

B View Reports " Enable all but dangerous plugins with default settings (Recommended)
Other Options Enable all plugins with default settings (Even dangerous plugins are enabled)
1) Address Book

"  Choose a predefined policy (You should use Manage Policies ta create one first)
TE' Manage Policies

o i Define my policy (For advanced user)
@ Update Plugins

Note: Dangerous plugins may cause Denizl of Service to the hest(s) bing scanned,
See Also

Back Next
@ Help a 5]

@ About Nessus

Copyright ® 2003-2007 Tenable Network Security, All rights reserved

Figure 10: Configure plugins
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The plugin screen provides a number of options.

e The first option is the safest. This goes through all the plugins but does not perform tests
such as DoS that could harm your servers that are already warning. This performs tests
that possibly were made for Linux distributions and can cost you some time.

¢ The second option will be a full attack on the server checking to see if the server can go
down. This does not mean that the server will go down as Nessus does have safe
checking but there is a possibility the server may go down. (I have experienced this, and
I will describe this unfortunate situation later.)

e The third option will run a predefined policy that you have made before the scan. I will
cover this in more detail later.

¢ The last option is similar to predefined policy as you will be asked what scans you want
to run and what settings to use.

In Figure 11 we are asked which Nessus server we would like to run from.

= Tenable Messus Yulnerability Scanner BEE

Choose a Nessus server

& welcome

Mote: Nessus has a dlient/server architecture which allows you to scan from a remote
MNessus server. Please indicate if you want to scan from local host. If not, please provide

g Start Scan Task the login infarmation of the remote Nessus server,

& View Reports % Scan from the localhost

Other Options " Scan from a remote Nessus server
W Address Book Name or IP address: | |
i Port:
E’ Manage Policies
Username: | |
%) !
@ Update Plugins b o [ |
See Also
@ Help Back & scan now

@ About Nessus

Copyright ® 2002-2007 Tenable Network Sscurity, All rights reserved.

Figure 11: Identify the host server

If the computer is the Nessus server you can select localhost. If this is a client, then you need to
put in the name of the computer or the IP address. Depending on how you authenticate to the
server, you would either need to put in your username and password or you can ignore this if you
use certificates. You will also need to make sure the correct port is listed. Port 1241 is used by
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default. To change the port Nessus runs from you need to go to the PC that is running Nessus as
a service and go to C:\Program Files\Tenable\Nessus. In here there is a file called
ServerConf.exe that can change the listening port. Figure 12 shows how to set the server and
Nessus port.

!'li'. Scan Server Configuration

hote: Use this boal ko
configure which IP address
and port Messus Server will

Messus Scannet Service

Server IP Part listen ta, Unless vou need
ko conneck ta this server
7.0 .0 .1 | 1241 from the Tenable Security

Center o remote Nessus
client, wou should not make

changes to the defaulk
Exik | settings,

Figure 12: Configure the Nessus port

Once all the settings are defined, you can begin your scan. As Nessus is scanning you will see a
screen that lists the computers being scanned. This gives you a progress bar that shows how far
along Nessus is with the scan. The window will also show you how many ports are open, how
many notes Nessus is recording, any warnings, and holes that Nessus finds during the scan. We
can see an example of this in Figure 13.

= Tenable Nessus Yulnerability Scanner 8] =[]

Scan in progress, 0 of 1 host(s) done.

|| ED

&

Other Options
w fre

5
\éﬂ

Host being scanned Progress Open Ports Notes Warnings Holes .
127.0.0.1 3% 13 16 1 0

See Also
L7

L 4

@ Pause e Stop

Copyright ® 2002-2007 Tenable Network Sscurity, All rights reserved.

Figure 13: Nessus scan progress
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When the scan is complete, Nessus will output a report of what was discovered. This report will
also indicate the time Nessus took to complete the scan task. The report is saved within Nessus
for future viewing. The content of the reports will be covered in the next section.

View Reports

After each scan task Nessus will make a report of what was discovered. These files will be
opened in Internet Explorer (Even if you have another browser such as FireFox set as your
default browser). When Nessus is installed the user will have a folder in his Documents and
Settings called Tenable. In here are stored the XML and HTML files of the reports. From here
we can open with other browsers. Figure 14 provides an example of a report made by Nessus.

e _ »
U 4| @ Tenable Nessus Securty Repart f3 - B #® - [k Page - (£ Tooks -

Start Time: Mon Sep 24 14:52:42 2007 Finish Time: Mon Sep 24 15:07:48 2007

192.168 2 Open Ports, & Notes, 0 Warnings, 0 Holes.

7 [Return to top]

epmap 9 Port is open
(135/tcp) Plugin ID : 11219

epp (700/tcp)| iy Port is open
Plugin ID : 11219

general/udp | i§ For your information, here is the traceroute from 192.168] to 192.168. :
192.168.]
192.168. ]

Plugin ID : 10287

general/tcp | @y Remote operating system : Microsoft Windows 2000
Microsoft Windows XP
Confidence Level : 59
Method : SinFP

The remaote host is running one of these operating systems :
Microsoft Windows 2000

Microsoft Windows XP

Plugin ID : 11936

Figure 14: Nessus sample report

The sample report shows one of our controllers on a machine that punches metal called a turret.
This PC is NT compatible. The controllers of these machines have a low power PC that runs at
733 Mhz and 128 MB of RAM. From the report we can see that ports 135 and 700 are open.
This is typical as these ports need to be open for our software to communicate. The report also
shows the IP address of the machine and will do so regardless of whether the IP is static or set
using DHCP. For some reason, Nessus had some trouble figuring out what type of operating
system is running on the controller. Nessus will usually tell you right away if the OS is
Windows 2000 or XP. This may be a result as the OS is not a full Windows OS but a stripped
down version. Nessus rates the confidence in the OS. Here we see that the controller has a
Confidence Level of 59. This controller is not setup to get on the Internet so the low confidence
rating should be due to the OS not having all the Window Updates. The OS for this controller is
Windows 2000 Professional. If you click on the Plugin ID number you will be directed to a page
describing what the flaw is and where to find information from a CVE on how to prevent the
vulnerability. In Figure 15, there is an example of clicking on the plugin and looking at the
information of having port 21 open.
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@S TENABLE

Network Security

About us Solutions Products Nessus™ Demos News & Events.
4 Nessus FTP Server Detection
= Download - o o o
_ This script is Copyright (C) 2005 Tenable Network Security
£ Plugins
View the source code of this plugin here
- Newest Plugins
S bt ah netivation Family Service detection
code Nessus Plugin ID 10092
~ View all plugins Bugtraq ID
— Search CvEID
5 Documentation Descrusmcn:
+  Register
Synapsis :
4 Buy Now
e trest Sir bt An FTP server is listening on this port
+  Bugs Description
4  All the Tenable It is possible to obtain the banner of the remote FTP server
Products by connecting to the remote port.
Risk factor :
Hone

Whitepapers | Training | Partners | Support Portal | Blog | RSS feeds | Contact us | Legal/Privacy

Figure 15: Nessus plugin information

From here we can see the plugin ID, the synopsis, and a description of this plugin. In Figure 16,
we have an example of the source code of this plugin that can be reached if you click on View
the source code of this plugin here button.

kg
# The =cript code starts here
by

include{"ftp func. inc"):

port = get_kb_item{"Services-ftp");
if (lport) port = 21:

banner = get_ftp banner(port: port):
if (banner)

if ("HcFTPA" :< banner)set_kb item(name:"ftp /ncftpd”.

wvalus: TRUE) ;

if {egrep(pattern: " #*icrosoft FTP *" string banner))set_ kb item
(name: "ftp-m=ftpd”, walu=s:TRUE):

if {egrep(pattern: " #*heck Point Firewall-1 Secure FTE. ="
sztring:banner) )j=zet_kb item(name:"ftp-fwlitpd", wvalus:TRUE):

if {egrep(pattern: " *Version wu—. *", string banner))set_kb item
(name: "ftprwuftpd”. walus:TRUE}
if{egrep{pattern: " *=zWorks . *", string:banner))set_kb item
(name: "ftpsvxftpd”, walus:TRUE);

report = desc["english"] + '“nnPlugin output :“n~nThe remote
FTP banher i= :“n' + banner:
security_note(port:port, data report);

r

The source code of the plugin above is subject to copyright
restrictions. Please check the license of the plugin and/or ask its
author for licensing details.

Figure 16: Plugin source code

From the Welcome Menu we can click on View Reports to view all the reports we have made
with Nessus. Figure 17 displays this screen.
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EZ Tenable Nessus Yulnerability Scanner BE®E

Select a report to view g
& welcome v Time Target : :
SRS TSk [~ Oct 29, 2007 00:52:08 localhost
) [T Oct 28, 2007 20:03:35 localhost
& View Reports ™ Oct 06, 2007 16:30:37 56.
Other Options ™ Oct 06, 2007 15:19:05 66.
W Address Book ™ Oct 06, 2007 15:00:07 66.
[~ Sep 24, 2007 15:07:48 192,168,
E'panage polies ™ Sep 23, 2007 14:01:32 ,
'@’ Update Plugins [ Aug 26, 2007 23:17:43 192.
™ Jul 15, 2007 23:54:45 localhost
e Al [T Jun 17,2007 22:22:44 localhost
Q@ Help [T May 13, 2007 14:25:25 192.168, ,192.168. ,192.168. ,192.168.
@ About Nessus [~ Apr 26, 2007 09:59:10 localhost
E Delete selected report(s) @;gj Import report @ Compare 2 reports
Copyright ® 2003-2007 Tenable Network Security, All rights reserved.

Figure 17: Nessus view reports screen

Nessus gives us the time and date the scan was run and what computers were scanned. From
Figure 17, we can see that we scanned the localhost, internal hosts by IP and computer name, and
the outside of the network. In the upper right hand corner are options on how to view the reports.
The options for viewing the reports include

View by Host

View by Port

View by Vulnerability

Plain XML

Plain Text (NSR)

If we do a View by Host, all the hosts will be listed by their IP’s or computer names for the user
to scan through. If we use the View by Port then we can see the vulnerabilities in the report by
the port number and which computers are affected. This style is also used for View by
Vulnerability. If we choose to view by Plain XML we will get a XML view of the report. If the
user was to make some type of batch or program to scan through these files they could get a
desired output that they wanted. If we use Plain Text we can see the report outputted in plain
text within Internet Explorer. This, as well, can be scanned by a batch or program created by the
administrator.
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From this page we can delete any logs that we no longer need by checking in the check box. We
can also import other reports that may have been done by another computer. We also have the
option to compare two reports. By doing this we can get a report that compares computers and
shows us if two of the listed computers are having the same problem and which computers have
the unique problem. Figure 18 gives us an example of a comparison report.

ﬁ Tenable Hessus Security Beport - Windows Internet Explorer,

Kl ~ é C:ADocuments and S_ettings\Jason Ekstrorm T enable'Messushreportsshtmlhdif V_: 4| X I [ 2=

File  Edit “iew Favontes Toolz Help

U = B I e : . S
W R | & Tenable Messus Security Fiepart | | - R gy v o Page ~ 00 Took -

"3 Synopsis :

An FTP server is listening on this port

Description :
It iz possible to obtain the banner of the remote FTP

server
by connecting to the remote port.

Risk Factor :

None

Plugin output :

The remote FTP banner ig :
220 Why you only know 60 percent

Plugin ID : 10092

[ ]

3 Port is open
Plugin ID : 11215

Dane ¢ My Computer f100% -

Figure 18: Compare two reports example

From this example, we can see the computer with the IP starting with 66 has an FTP listing on
port 21. All of this computers vulnerabilities will be on the left hand side and within a red box.
The computer beginning with 192.168 has port 135 open. If 192.168 had an FTP listing on port
21, then there would be a yellow box in the above ports area. The red and yellow box will not be
side by side but the red will be on top on the left and the yellow will be below on the right
making these reports lengthy. You can only compare two computers at a time. We can apply the
different views of reports to this such as by host, port, etc.

Manage Policies

The next option in Nessus is the Manage Policies option, shown in Figure 19.
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E= Tenable Nessus Vulnerability Scanner BEE

Manage Policies

& welcome Freguently used policies can be managed here. You can select 3 predefined policies when
: starting a new scan.
Start Scan Task [l [
@ View Reports [~ Custom Edit Settings  Edit Plugins
[~ undefined Edit Settings  Edit Plugins

Other Options . .
W Address Book E: Add a new policy x Delete selected policy(s)

'@ Update Plugins

Figure 19: Manage policies screen

In manage policies, we can create policies of the settings and plugins we want to run when we do
a scan. By doing this, we can look for vulnerabilities that we are concerned with and avoid
having to do a full scan. When going through the scan task wizard, we have the option to pick a
predefined policy so we do not have to manually set what settings and plugins we want to run.
Figure 20 provides a screen shot of the Edit Settings menu.

View or Change Settings

General I I Ping I | Services I I Credentials I I Web I | Compliance I I Others
Global configuration parameters for Nessus

v Safe Check

Max number of hosts ]T
Max number of security checks fa—
Checks read timeout (in seconds) ]5—‘
Plugins timeout (in seconds) 120

Report verbosity m
Report paranoia m
Part range to scan [defae
Max number of packets per second for port scan 500

Non simult ports hagAas—

¥ Auto enable dependencies
¥ Silent dependencies

¥ Optimize test

[~ Thorough tests

I Consider unscanned ports as closed

Back B save 'Custom’

>0k Security, All rights reserved

Figure 20: Nessus manage policy settings

The edit settings of the manage policies tool employs 7 categories:
® General
e Ping
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Services
Credentials
Web
Compliance
Others

With the Edit Settings and Edit Plugins features of Manage Policies there are a lot of options. I
will give the general idea of what each of these settings are as there is too much to cover in this

paper.

In the general tab of edit settings, we have the option to check or uncheck Safe Check.
Ordinarily, run with the safe check, because if this was to provide a DoS attack and the
vulnerability was apparent in the computer or router, they will go down. In here we have control
over how many hosts we want Nessus to scan. The more hosts, the longer Nessus takes. We can
also specify how long Nessus should try the plugin until Nessus should consider the plugin a
timeout. We can specify a range of ports to test and which ports we do not want to test at the
same time in case this could upset some services operation. We can specify the number of
packets to be sent as well so that we do not over burden a particular service.

The next tab is Ping where we describe what types of pings we want to send. We can send ARP,
TCP, or ICMP pings. We can modify how many retries the pings can have as well. Figure 21
displays our options for this tab.

EEE

View or Change Settings

General Ping | I Services | I Credentials | I Web | I Compliance I | Others

Protocol(s) used to verify hosts are alive and available for scanning

W Do an ARP ping
W Do aTCP ping

TCP ping destination port(s) |buwlt—|n
™ Do an ICMP ping
Number of retries (ICMP) 10

™ Make the dead hosts appear in the report

Figure 21: Ping tab of change settings

The services tab is used to specify how many services can be running at the same time. This can
help reduce time and could work against you if too many are running and slowing down the
Nessus server. We can give a time in seconds as to when Nessus should consider a read/write or
network connection a timeout in case there is a problem with that service or if the service is
simply not there. We can also test our SSL connections on all ports or known SSL ports. Figure
22 displays our services settings.
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View or Change Settings

General I I Ping I I Services I I Credentials I I Web | I Compliance I I Others I

Specific parameters for service detection module plugins.
Service plugins determine which services (such as RPC, FTP, http) are running and the ports they are using.

Number of connections done in parallel ’57
Network connection timeout ]5_
Netwaork read/write timeout [
Wrapped service read timeout r
Test SSL based services All =
¥ Quick SOCKS proxy checking

Figure 22: Change settings services tab

If we have a high security network and we use such authentication methods as Kerberos or SSH,
Nessus can log into these services and check for vulnerabilities. To do this we need to go into
the credentials tab and give the authentication information. Here we can put in the SMB account
information, the Kerberos Key Distribution Center, or the SSH username or public key
information. Figure 23 displays our options under the credentials tab.

View or Change Settings

General I |Pir‘|g| | Services | | Credentials | |Web| | Compliance I |Others

This information enables Nessus to scan remote hosts as if locally connected and ~
determine if critical security patches have been applied. 3

SME account |administrator

SMB password |

SMB domain {optional) |
v Never send SMB credentials in clear text

[ Only use NTLMvZ2

Kerberos Key Distribution Center (KDC)

Kerberos KDC Port 88
Kerberos KDC Transport 1udp hd
S5H user name ]root

SSH password (unsafe!) [ ol

SSH public key to use | Browse... |reset

L e i ] P | o |

W

& Back Bl save 'Custom’

Figure 23: Change settings credentials tab

If we are scanning a web server, then we can make custom settings for authentication to the web
server. We can put in the user account and password that Nessus will use to login. This can
check for web pages that mirror your page. Figure 24 displays the web tab’s options.
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View or Change Settings

General | |Ping| | Services | | Credentials | |Web| | Compliance | |Others
Optional information used for in-depth vulnerability scanning of web services

HTTP account |

HTTP password (sent without encryption) |

cgi_path |/cgi-bin
Web mirroring start page |f
MNumber of pages to mirror 20

Figure 24: Change settings web tab

The next tab is the compliance tab. This is only used if you purchased a license with Nessus.
From here the people at Tenable will make a policy for your network that can be run by
Windows or UNIX. You would set where the file is located and Nessus will follow the policies
instructions. This is displayed in Figure 25.

View or Change Settings

General I | Ping | | Services I Credentials I | Web | | Compliance | | Others |
Compliance check options. This feature is only available to Nessus Direct Feed o
customers
Windows policy file 1 : | Browse... | reset
Windows policy file 2 : | Browse... | reset
Windows policy file #£3 @ | Browse... |reset
Windows policy file #4 | Browse... |reset
Windows policy file 5 : | Browse... | reset
Unix policy file £1 : | Browse... | reset
Unix policy file £2 : | Browse... |reset
Unix policy file £3 : | Browse... |reset
Unix policy file 24 : | Browse... | reset [
Unix policy file £5 : | Browse... | reset
Windows file contents policy file £1 : | Browse... |reset
& Back Save ‘Custom’

Figure 25: Change settings compliance tab

The final tab is labeled Others. Here we can put in authentication options for servers that have a
special purpose. We can first search the computer for such information as user SIDs on the PC.
We can make such setups such as if we were testing an email server, we can put in either a
SMTP, POP, or IMAP information for Nessus to login with. We can also set Nessus to log into
FTP, SNMP, or NNTP servers. Figure 26 displays our options within the others tab.



VULNERABILITY ASSESSMENT 25

View or Change Settings
General I | Ping | | Services | | Credentials I | Web | | Compliance I | Others I_
Additional Options A
Start host SID to enumerate local users 1000
End host SID to enumerate local users 1200
Start domain 51D to enumerate local users 1000
End domain SID to enumerate local users 2000
¥ Request information about the domain
News from address [Nessus <listme@listme.ds
Test news group name regex |f[a—z]'\,tests'.r‘
Max news crosspost [z 1
v Local distribution for news
™ No archive for news server
SMTP third party domain |nessus.org
SMTP from address |nobod‘f@examp|e.com ]

Figure 26: Change settings others tab

The other option we have in the change settings is setting up which plugins we wish to run.
Obviously if you are running a Windows environment we do not need to run the UNIX plugins.
In Figure 27 we can take a look at some of the plugins and services options we have to run with

Nessus.

Select plugins to use

CE ~ Families ~ . Plugins’ Name -
[ AIX Local Security Checks bl .forward in FTP root

O Backdoors [ .rhosts in FTP root

O cGI abuses FlZCom 3CServer/3C0Daemoen FTE Overflow

[0 CGI abuses : XSS [ Ability FTP Server Remote Buffer Overflow

OcIisco ALY FTPd buffer overflaw

[ Cent0S Local Security Checks FlAnonymous FTP enabled

[ Catabases Fl ArGoSoft FTP Server < 1.4.2.8 Multiple Vulnerabilities
[ oebian Local Security Checks ArGoSof‘t FTP Server DELE Command Remaote Buffer
O Default Unix Accounts Overrun Vulnerability

O Denial of Service Ml AriGoSoft FTP Server Shortcut File Upload Vulnerability
FTP I ArGoSoft FTP Server User Disclosure

O Fedora Local Security Checks B Ariel FTP server : log in in as 'document’

OFinger abuses Bl bftpd chown overflow

O Firewalls — [ bftpd format string vulnerability

[ FreeBSD Local Security Checks BIacI-durnboDog FTP server multiple command

O Gain a shell remately overflow

[ Gain root remotely i BlackMoon FTF user disclosure

Cl General [l Broker FTP files listing

O Gentoo Lecal Security Checks FBSD ftpd setproctitie() format string

[ HP-UX Local Security Checks FBSD ftpd Single Byte Buffer Overflow

[0 Macos X Local Secu.rit'f Checks FCROB FTP Server multiple connections DoS
OMandrake Local Security Checks B4 CrobFTP format string

[ Misc. FlDataWizard FTPXGQ Default Accounts

Onis ¥ Debian proftpd 1.2.0 runs as root

M Meturmre ¥ | FDreamFTF format string ool

Figure 27: Change settings plugins and options

From Figure 27 we can see the different families of plugins that can be run. We can set plugins
for CISCO, Firewalls, etc. When you click on a particular family, you can then see all the
plugins that are related. Then you can turn off the plugins that are not a threat or do not apply to
your server. I would highly recommend going through this feature. Not only will this save time
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in the scans but you do not need to get a lot of false positives in your reports. If you enable all
plugins and run on a computer you may get some results that are not related to that OS.

Update Plugins

Finally we come to the Update Plugins feature. As previously mentioned in this paper, if you are
using a free license with Nessus, you will get updates a week after they are actually released.
When doing an update, you download the entire database each time. The files are compressed in
a zipped file and are extracted after they have been downloaded. This takes some time to run as
the download, extraction, and installation of the plugin updates takes around 5 minutes. On the
update screen Nessus mentions how long you have waited since your last download. Figure 28
displays the update plugins screen.

Update Nessus Plugins

Plugin update wizard will help you to download and install the latest plugins.
Please do not start any scan during this period.

You can also update plugins from the command line (updatecmd.exe).

Last plugins update time: 15 day(s) ago.

ﬁ_}] Start Plugin Update Wizard

!'! Hessus Plugin Update Wizard BE®

D: ]
é Please click "Update" button to update Messus plugins, Update

Update Progress

Status:

[

[JPurge the plugin database at update (slower)

# Security, All nights reserved

Figure 28: Update Nessus plugins screen

The Experience at Metalsoft

Nessus is a software that works quite well for our needs. The installation and use is very simple.
Even though I did not take full advantage of all the options or customizing the software, Nessus
has benefited Metalsoft. When first using Nessus we were getting some strange warnings about
Linux kernels not being up to date and the computer was running Windows but we figured out
how to use the software better and learned a lot about Metalsoft’s network. There was some
concern when running the software that it would take Metalsoft’s router or server down. I had to
use Nessus remotely so if there was a problem where the server or router went down, I would
have to drive to the sales office in Itasca to get the router or server back up again.

Metalsoft Network Vulnerability Scan

When we first started doing the scans on the network for all host, it would take up to a half hour
using the safe check and scanning for all plugins. By changing the settings and setting the
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plugins we wanted, we could get the scans down to 15 minutes doing the entire network at once.
We did tests on the inside network and I would scan the router from the outside.

Server Scan

The most important computer to scan was the server PC since this is the heart of the network.
We setup a custom configuration for the server so that we could scan the services that were
running on the Metalsoft server. The plugins we turned on were:
e Backdoors
Denial of Service
FTP
Finger Abuses
Peer-to-Peer File Sharing
Port Scanning
RPC
Remote File Access
SNMP
Service Detection
Settings
Useless Services
Web Servers
Windows
Windows: Microsoft Bulletins
Windows: User Management

Most of the settings were left to the defaults as we felt they were safe. We did set the Others tab
to login to the FTP. We allowed Nessus to login as myself as that account is always active.
From the first scan we found 28 open ports, 16 warnings, and 2 holes. This was expected, since
there are a lot of services running on the server. We began to look into each issue one by one
and try to figure out what Metalsoft could do in order to make the server as secure as possible.
This was a long and tedious process that needed a lot of research. There are still some issues that
need to be resolved but we addressed the major issues that needed to be taken care of.

From the scan there was a confidence level of 99 meaning that all updates were in place for
Windows. The server is set to do automatic updates and anti-virus updates daily. This was a
relief that these services were running properly and can run without user intervention.

I will discuss one major issue we found during this effort. Nessus had labeled this as a hole in
the server. Since the server is not used as a web server very often and was not currently public,
we were not too concerned with this since the service is always off. We needed to address this
situation as we do not know when we will need to get the web server up and running. Figure 29
displays what Nessus had found with Metalsoft’s IIS.
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The use of /iisadmin is not limited to the loopback address.
http Anyone can use it to reconfigure your web server.

(80/tcp)
Solution: Restrict access to /iisadmin through the IIS ISM
Risk Factor : High
CVE : CVE-1999-1538
BID : 189

Other references : OSVDB:273
Plugin ID : 10358

Figure 29: Hole in iisadmin

From Figure 29, we can see that the iisadmin is not limited to the loopback address. I checked
the plugin ID and the Bugtraq ID number 189. This took me to
http://www.securityfocus.com/bid/189/info. This explained to me that there is a DLL installed
with IIS called ISM.dIl. ISM stands for Internet Services Manager. This was for remote
administration of a web page. (Litchfield, 1999, Discussion, para. 1) Metalsoft does not use
remote administration for the web page so the service is not needed. An example of how to
exploit this would be to go to http://www.somewebpage.com/scripts/iisadmin/ism.dl1 ?http/dir.
Whoever goes to this page will see a prompt for a username and password. If the hacker gets in
they may not be able to make changes to the server but can gain sensitive information about the
web server and its configuration. The fix for this was to go to
C:AWINNT\system32\inetsrv\iisadmin and delete the ISM.dII.

Along the way, there were a few simple administration changes to make to clear out some
vulnerabilities. There was a port open for remote administration of the FTP. Since we do not
use remote administration for the FTP the port was shutdown. At one point there was a
Metalsoft employee who logged into the server with Terminal Services to check sales leads. An
account was created for them and Nessus had found that their password was the same as their
username. When the account was first created the password was not the same as their username
so they must have changed the password themselves. The employee no longer needs access to
this server so the account was removed.

There are a few issues that we are looking into on the server. We seem to have some flaws in the
DNS and some ports are listing as unknown. We are continuing on investigating these issues but
they do not seem to be of big concern.

Router

When first testing the router, I scanned from the outside at home. At first we were using Nessus
version 3.0.5. The safe check option was turned on and the scan had the dangerous plugin option
turned on. Nessus discovered that the router could be crashed by a DoS attack. The router did go
down and I had to drive to Itasca and restart the router. After upgrading to Nessus 3.0.6 we
could do the same scan and the router would not crash. This vulnerability is still open but there
has not been an update to fix the problem. Some other information Nessus found from the scan
was that the services that were port forwarded, such as the FTP and Terminal Service, could be
seen from the outside.
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While scanning internally, Nessus found more flaws in the router. The information is sensitive
and can not mention in a public paper. There are few warnings, but the reported fixes generally
involve contacting the vendor.

Salesmen Computers and Printers

Nessus did not find a lot of problems with the salesmen computers’. They typically had 3-6
ports open, 0 holes, and 6 warnings. The scans were directed to finding Windows flaws. The
salesmen do not have any special services running on their PCs such as SQL. The salesmen had
received new laptops about 5 months ago. Apparently, they have been doing a good job on
keeping the computers clean and updated.

Some things that were strange was I had all the plugins enabled and all of their computers were
vulnerable to a DoS attack that affects computers running Linux kernel 2.6. 1 was advised to
update them to kernel 2.6.7 or higher but they are all running Windows XP SP2. Their
vulnerabilities only seemed to affect them by attacks such as DoS. At least the salesmen did not
have unexplained ports open and no Trojans or viruses were discovered.

On the other hand, the printers do have some problems. From the Nessus scans, we found that
the printers have some problems that are known and do not have a solution. Figure 30 reports
these problems.

x The Ipd daemon installed on the remote host appears to be from the
Hummingbird Connectivity suite and to suffer from a buffer overflow
vulnerability. An attacker can crash the daemaon by sending commands
with overly-long queue names and, with a specially-crafted packet,
even execute code remotely within the context of the affected service.

Solution: None at this time.

Risk Factor : High
CVE : CVE-2005-1815
BID : 13788

Plugin ID : 18403

x A vulnerability in the NIPrint could allow an attacker to remotely
overflow an internal buffer which could allow code execution.

Solution None, Contact the vendor
http://www.networkinstruments.com/products/niprint.html

Risk Factor : High
CVE : CVE-2003-1141
BID : 8968

Plugin ID : 11926

Figure 30: Printer vulnerabilities

Both printers are made by Hewlett Packard and are connected to a HP JetDirect to be network
printers. Both printers are subject to buffer overflow. If I click on the link that is under solution
I go to Nlprint’s web page and I see that they have discontinued making and supporting this
service back in September of 2006. (Network Instruments, LLC, 2006, NIPRSUP1013) Since
this is a small network with no visitors who come on the network, this is not a big concern.
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Some of the other warnings about the printers is that it says that SNMP and FTP services are
running on them but I have not had time to go over there and check this out.

Other Experiences with Nessus

I perform software support for Metalsoft Inc. I was working with a customer who kept getting
these strange errors from a product we produce. Figure 31 displays the picture that the customer
sent me.

Figure 31: Customer error messages

I had never seen this before. The customer had two computers with the software installed. This
occur every couple of weeks. I checked the computer out, reinstalled the software and the
problem was not resolved. These messages do not tell me anything and Windows did not log
any problems. When they would occur there were always five of them in a row. I was using
Nessus on my computer on which I have the same software installed and all of a sudden these
messages started to show up. Apparently, the customer’s IT department was using a
vulnerability scanner on the network and causing these errors. From the report I can see the five
ports the software had trouble with. They are displayed in Figure 32.

epp (700/tcp)| @ Portis open
Plugin ID : 11219

apache-
administration-
server
(8089 /tcp)

B Port is open
Plugin ID : 11219

unknown | i@ port is open
(8085/tcp) Plugin ID : 11219

sunproxyadmin @ port is open
(8081/tcp) Plugin ID : 11219

unknown W Portis open
(8084/tcp) Plugin 1D : 11219

Figure 32: Software open ports

All of these ports were affected by plugin ID 11219. What this plugin does is send SYN packets
between the Nessus server and the host computer rapidly. The software does not like this. This
does not cause any problems in the software. All the services remain running and connection is
intact. I tried to bring this to our developers’ attention but this product is no longer supported in
the US so they were not going to investigate this matter any further if there was a security
vulnerability.
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My office is located in Mount Prospect, IL. The network at this office is maintained from a staff
out in California. Apparently they do have an IDS system installed. IDS stands for Intrusion
Detection System and this can be software or hardware that takes action if something were to
occur on the network. I am not apart of the IT department at this office so I would not be
informed of what is in place. Since there are no IT people onsite, a lot of the network issues are
directed towards me. I got an email saying that a computer on the network was sending too
much traffic. All they gave me was the IP address. I had no idea what computer it could be. 1
opened Nessus and put in the IP. Nessus does a good job of finding host names and what
domains or workgroups computers are in. I started the scan and when I was at 10 percent of the
scan I was shut off by their IDS and the scan completely stopped. I got a report saying that the
computer was either shutdown or the connection was terminated by an outside resource. Their
IDS had terminated my connection to the computer. Nessus did not tell me what software or
hardware may have made the action but at least I know there is something in place.

Nessus Review

Nessus is extremely useful. I discovered a lot on the Metalsoft Itasca site’s network. Since this
was a small network, I could just scan each PC individually. The resulting reports provided me
an easy way to view problems. Scrolling through a report that had seven nodes was difficult. I
would imagine this could be difficult to implement on a large network of over 100 users.
Administrators would need to have some sort of program to filter through these reports. The
software is straightforward and I did not need to refer to documentation too often. I am sure if I
am to make my own Nasls that I would need to see more documentation and would need to find
tools to test if the Nasls were working.
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WireShark

Wireshark is a GUI network protocol analyzer that captures packets over the network and stores
them to file. Wireshark can be used on and offline. The current version of Wireshark is 0.99.6a
and is the replacement for Ethereal. The project was first started in 1998. Wireshark is an
award-winning network protocol analyzer that can be used on such platforms as OS X, Linux,
UNIX, and Windows. The software is free to download and is considered the defacto standard
across many industries and educational institutions. Some of the features that are included with
Wireshark are:

e Hundreds of protocols supported
Live capture and offline analysis
Standard three-pane packet browser
Multi-platforms
Network data viewed through a GUI
Powerful display filters
VolP analysis
Read and Write in different capture formats
Capture File Compression
Live data can be read from Ethernet and other network systems
Decryption support for many protocols
Coloring rules can be applied for analysis
Output can be exported to XML, PostScript, CSV, or plain text.

Wireshark can be used to troubleshoot network problems, examine security problems, debug
protocol implementations, and learn network protocol internals. Wireshark contains a lot of
features and is open source. For the purpose of this paper, I will explain why and how I used
Wireshark, as there are so many possiblities for using the software. The purpose for using
Wireshark for Metalsoft was to see what network traffic was like on the network. We needed to
know if there was bad traffic and what was the norm. The FTP logs displayed that people were
trying to enter Metalsoft’s FTP and Metalsoft needed to know what they were trying to do.

Since Metalsoft had other remote services running we needed to check if people from the outside
were trying those services as well.

Prerequisites

Since I installed Wireshark to a Windows environment I will discuss what is needed to run
Wireshark in Windows. The system requirements for Windows are:
¢  Windows 2000, XP, 2003, or Vista
A 32-bit Pentium processor of 400 MHz or greater
128 MB of RAM
75 MB of available hard drive space
800x600 resolution with 16 bit color
A supported network card (Any card supported by Windows should do)

Metalsoft’s server hardware is:
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Pentium IV processor with 2.8 Ghz

1 GB of RAM

30 GB free Hard Drive Space
1280x800 resolution with 256 bit color
Supported Windows network card

Deployment

You want to put the Wireshark host somewhere on the network where the traffic passes through.
Users should avoid using Wireshark in a virtual machine as there can be confusion between the
host and the virtual machine’s packet data. Wireshark was installed on Metalsoft’s server since
this PC controls the DNS, FTP, Terminal Services, and just about all the traffic that travels on
the network.

Installation

To obtain a copy of Wireshark you can go to http://www.wireshark.org and go to their download
page. You will be able to download executables or binaries if you wish to customize your
Wireshark. From the download page you will be directed to mirror sites that contain Wireshark.
Wireshark is a free software under the GNU GPL licensing. The installation of Wireshark on
Windows is simple.

First you need to run the setup.exe so that the Welcome screen appears and click on next as show
in Figure 33.

! Wireshark 0.99.6a Setup ] =|Of=l

Welcome to the Wireshark 0.99.6a
Setup Wizard

This wizard will guide wou through the installation of
Wireshark,

Before skarting the installation, make sure Wireshark is nok
running.

Click. "Mext' ko continue,

Cancel I

Figure 33: Wireshark welcome screen
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Agree to the GNU GPL license agreement as shown in Figure 34.

7! wireshark 0.99.6a Setup B =10 =]

License Agreement —_—
Please review the license terms before installing Wireshark 0.99.6a.

Press Page Down to see the rest of the agreement.,

!i-.-'-.-'ireshark is distributed under the GMU GPL, There are no restrickions ﬂ
on its use. There are significant restrictions on its distribution,

Parts of Wireshark can be built and distributed as libraries, These
parts are skill covered by the GPL, and MOT by the Lesser General Public
License ar any other license.

If waou creake a combined wark using all or part of \Wireshark, then waur
combined wark must be released under a license compatible with the GPL.

...and don't get us started on trademarks., ;I

If wou accept the terms of the agreement, click I Agree ko continue. ou musk accept the
agreement to inskall Wireshark 0.99.6a,

ullsoft Install Svstem vz, 17

< Back | I Aogree I Zancel

Figure 34: GNU GPL license agreement

The next page will ask what components and tools you want to install. The first selection you
have is what type of interface you want to install. You have three options. The first is GTK1
which is the old GUI network protocol analyzer toolkit. The second is the GTK2, which uses the
modern GUI toolkit. The third is the GTK MS Windows Engine that has a Win32 look. For my
purposes I used GTK2 so I can display all the colors for analyze and statistics features. I
installed these options on my PC, which I use to analyze the data. Since I log into the server
remotely I need to use GTK1 or I will not be able to see the packets that were collected due to
the display of Terminal Services. Over Terminal Services the packets will be white and you can
only read the information if you highlight the packet. When typing in your configurations you
will not see what you are typing and have to trust that the input is correct.

You will have the option of installing the Tshark tool. Tshark is a command-line based network
protocol analyzer that uses the same options as Wireshark. This is what I used on the server and
will cover in more detail when I talk about my procedure for running Wireshark.

On this page you can select what plugins or extensions you want to install. The first option is the
dissector plugin that offers some extended dissections. Then there is the tree statistics plugin
with extended statistics. Wireshark offers an experimental display filter engine called Mate.
Mate stands for Meta Analysis and Tracing Engine. You also have the SNMP MIB extension for
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more detailed SNMP dissection. SNMP stands for Simple Network Management Protocol. This
is used in network management systems to monitor the network and bring any problems to the
attention of the system administrators.

Then you have four tools that can be installed with Wireshark. Editcap is a program that reads a
capture file and writes some or all of the packets to another capture file. Text2Pcap is a program
that reads in an ASCII hex dump and writes the data into a libpcap-style file. Mergecap is a
program that combines multiple saved capture files into a single output file. Capinfos is a
program that provides information on capture files. All of these files can be used with the
command prompt and have their own options. Programmers can create custom programs to use
these files to output results that are needed.

Last, you can select whether or not you want to install the User’s Guide. I would highly
recommend installing this. Iinstalled all of these options except for the Mate since it is
experimental. All these options can be seen in Figure 35. When you have finished selecting
what type of interface and plugins you want to install you can click on the next button to proceed
with the installation.

7 wireshark 0.99.6a Setup -100] =]
Choose Components
Choose which features of Wireshark 0,99.6a vou want to install, ﬁ

The Fallowing components are available For installation,

Select the type of inskall I'-.-'-.-'ireshark (GTEZ user inkerface) ;I
0r, select the optional
components you wish ko
install: ‘

[ B Plugins | Extensions

&[] Tools

i [#] User's Guide
— Descripkion

Space required: 68.5ME Fostion your mouse oyer a campanent to see ks

description.

Mullsofk InstalliSyetem v 17

< Back I Mext = I Zancel

Figure 35: Wireshark tools and extensions

The next screen asks what shortcuts of Wireshark you would like and what type of file
extensions you want associated with Wireshark as seen in Figure 36. You can associate
Wireshark with such extensions as cap, enc, etc. These are captured packet formats that are
similar to what TCPdump or Windump create.
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7 wireshark 0.99.6a Setup i ;lglﬂ

Select Additional Tasks
w'hich additional tasks should be done? i

—Create Shortouts
WV &t
[ Deskkop Icon
W uick Launch Icon

~File Extensions
¥ Associate trace file extensions to Wireshark (Svw, acp, apc, atc, bfr,
cap, enc, erf, fdc, pcap, pkt, snoop, sve, bpo, trl, brace, tro, wpe, wpz)

Tdullsoft Install Swsten v, 17

< Back I Mext = I Cancel

Figure 36: Wireshark shorcuts and file extensions
Next you have the install directory. This is displayed in Figure 37.
7! wireshark 0.99.6a Setup N ===l

Choose Install Location
Choose the Folder in which to install Wireshark 0,99,6a, i

Choose a directory in which to install Wireshark.

Destination Folder

1\ Program FilesyWireshark Browse, ., |

Space required; 65, 8ME
Space available: 13.5GE

Mullsaft Install Systen v, 17

= Back I Mexk = I Cancel

Figure 37: Wireshark install directory
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In order to install Wireshark you need to have WinPcap installed. WinPcap is the Windows
version of libpcap that is used for UNIX systems. WinPcap stands for Windows Packet Capture
and this is a driver for capturing packets. Libpcap stands for Capturing Packet Library. After
the install directory page, the installation will search if you have WinPcap installed. If you do
not have a WinPcap installed, Wireshark will install it for you. With this version of Wireshark it
will install WinPcap 4.0.1. The latest release is 4.0.2 and can be obtained from
http://www.winpcap.org. On this page you have the option to check if you want the NPF service
to start at startup. NPF allows users without Administrator privileges to capture packets on the
PC. NPF stands for Non-Plug and Play driver and is apart of the WinPcap driver. This can be
managed in the device manager under hidden devices. This can be started at startup or can be
started manually by an administrator. Ileave this option off since we do not need to have people
watching our network that should not be. After you have decided what you want to install you
can click on Install. This page can be viewed in Figure 38.

7 wireshark 0.99.6a Setup -100] =]

Install WinPcap? —
WinPcap is required ko capture live network daka, Should WinPrap be installed?

—Currenthy installed WinPcap wersion
WinPeap is currently: nok installed

—Install
I Instal WinFcap 4.0.1
(Use Add/Remove Programs First to uninstall any undetected old WinPoap versions)

~ Services
[ Start WinPcap service "MPF" at startup
(5o users withaut Administrakar privileges can caphure)

wihat is WinPcapy

Mullsofk InstalliSyetem v 17

< Back Inskall Zancel

Figure 38: WinPcap installation page

Once you click Install, Wireshark will begin extracting its files. If you do not have WinPcap
installed a wizard will pop-up for its installation. WinPcap will only install version 4.0.1 from
Wireshark and does not check for updates. To upgrade a WinPcap you need to remove the
previous version and install the latest version. You will not need to reinstall Wireshark later if
you need to update WinPcap. All you need to do for WinPcap is agree to the license agreement
and it will install. Once that is complete you should see a finish page for Wireshark that asks if
you want to run Wireshark or to see the release notes for Wireshark 0.99.6. This is shown in
Figure 39.
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T wireshark 0.99.6a Setup i - O] x|

Completing the Wireshark 0.99.6a
Setup Wizard

Wireshark 0.99,6a has been installed on wour computer,

lick. Finish to close this wizard,

¥ Run Wireshark 0,99.6a

= Bach | FEinish I Zancel

Figure 39: Wireshark finish installation

If you leave the Show News option checked after completion of the installation it will take you
to the Wireshark.org web site where you can get the latest information about Wireshark.

Wireshark Procedure

Since Metalsoft was concerned with what traffic was coming in and out of the server Wireshark
was installed to the server. To get this portion of the implementation off we had some
experimenting to do. First we tried running Wireshark as the GUI all day long. This was a
mistake. While Wireshark is collecting packets the output file can become quite large in size.
The bigger the output file the more memory Wireshark will use of the computer. According to
Joshua Davis of Wireshark, this is a known bug in Wireshark. Wireshark uses memory to store
packet data such as conversation and fragmentation data to display on the screen. The memory
usage is dependent on the number of packets, the kind of packets, and the preference settings on
viewing the packet. The GUI toolkit keeps packets in memory for dissecting the packets
information in the packet list for advanced protocol analysis, such as sequence number analysis
of TCP. In order to fix this the developers of Wireshark will need to use a new GUI toolkit.
(Davis, 2007, KnownBugs — OutOfMemory) Figure 40 shows a screen shot Task Manager
opening a Wireshark log. The computer uses 350 MB of memory when sitting idle. With
Wireshark opening a 150 MB log the memory jumps up to 707 MB of memory being used and
levels there.
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B Windows Task Manager

File Options Wiew Shut Down  Help

CPU Usage CPU Usage Histary

FF Usage Page File Usage Hiskory

Takals Fhrysical Memaory (k)

Handles 49501 Tatal 2095852

Threads 506 Ay ailable 1395176

Processes 44 Syskem Cache 1202100

Carnrit Charge (K) Kernel Memory (k)

Total 7242485 Tokal 131440

Lirnik 3515364 Paged Q3292

Peak, 725600 Monpaged 3148
Processes; 44 CPU Usage: 1% Commit Charge: 7070 | 3432M

Figure 40: Wireshark task manager memory usage

As Wireshark ran in this configuration, the server had some problems, and the salesmen could
not access the server or the Internet. We had to stop the Wireshark from running and reboot the
server. The server claimed that it was running low on virtual memory. Naturally, Wireshark
was using up all of the system’s RAM. After learning this, we took a look into what Tshark
could do for Metalsoft. Since Tshark is a command-line based network protocol analyzer,
Tshark does not use up as much memory as Wireshark with the GUI open. After consulting the
FTP logs of who was trying to access the server we noticed they would typically try to gain
access between 12 to 5 a.m. CST. The salesmen work from 8 to 5 p.m. so we did not want to
invade their privacy by logging packets that could be theirs. Since the salesmen produce a lot of
traffic and the more traffic Tshark collects the more memory is used on the server, we set Tshark
to do data collection when the salesmen had left for the day. To accomplish this we created a
batch file. The batch file looked like this:

cd c:\program files\wireshark
tshark —a duration:43200 —b filesize: 102400 —I 2 -N nmtC —t ad —w
d:\users\jasone\Metalsoft_Night_Batch

We then used Windows Scheduled Tasks to run this batch process everyday at 6 p.m. The
executable for Tshark is located in C:\program files\wireshark. To launch Tshark you can use
the command prompt and navigate to the executable’s location. Tshark is the command to
launch the program and users can put what options they want Tshark to run. An example of
Tshark running is in Figure 41.
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o Command Prompt - tghark -a duration: 43200 -b filezize: 100000 -i 3 -H nmtC -t ad -w d:

C:“Program Filez“Wirezhark>tzhark —a duration:43208 -h filezize:100808 -i 3 -M n

mtC —t ad —w d:

Capturing on RTLEB23Ixpl Realtek RIL813%77810x Family Fast Ethernet MNIC
(Microsoft's Packet Scheduler?

Figure 41: Tshark running

With the batch file created this way, anyone walking by the server would not see Tshark running.
Tshark would be running in the background quietly without disturbance from user intervention.
Since there are quite a few options to Tshark / Wireshark I will address the options that were
used for the assessment.

-a duration:43200

The first option that comes in the command is —a duration:43200. The —a option specifies when
Tshark should stop writing to file. There are three options that can be used for this. There is
filesize:value. In this option we can specify when Tshark should stop writing to file by saying
how big the output file can be. This can be used to prevent the problem where the file got too
big and caused the server not to run properly. Value is measured in kilobytes so if you wanted to
stop a file capture after the file has reached 100 MB you would put in 102400 for value. This is
good for when you are reviewing the logs of captures. A 1 GB file can be verbose and difficult
to find what you are looking for. The logs can be filtered by protocol, MAC address, or
expression but the search can take awhile to search through a 1 GB file. A second option you
have is files:value. In this option you can specify Tshark to stop capturing files after so many
files have been written. So, if you want to stop capturing after 5 output files were created you
would put in 5 for value. Depending on the other options you are using with Tshark this could
be a good control variable for easy viewing of the logs when the scan is done. Metalsoft used the
duration:value option. Here we can specify after how much time Tshark should run before it
stops capturing. Value is measured in seconds and Tshark would run for 12 hours since we were
capturing between 6 p.m. to 6 a.m. when no one was in the office. 12 hours is equal to 43,200
seconds.

-b filesize:102400

The next option is —b filesize:102400. The —b option causes Tshark to run multiple files. The —b
has similar options to —a. There is duration:value where you can specify how long Tshark should
run before creating a new output file. If you are checking for when batches should run on the
network this could be good to use to see if they happen during the hours you wanted them to run.
Here we used the filesize:value option. We did not want the log files to get big where the server
could not handle them so we a set value of 102400, which is 100 MB. With a 100 MB file the
server seemed to run properly and there were not too many files created for each batch. In one
night we would typically have one file.

12
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Wireshark and Tshark can run on multiple interfaces. The —I option is used to select which
interface you want to capture packets from. The server’s network card was located on Interface
2. Interface 1 was a dialup adapter for VPN capture. To find what interfaces number is
associated with which network adapter you can run tshark —D to view a list of interface adapters.

-N nmtC

The —N option allows name resolultion of the packets as they are captured. Since Metalsoft
needed to know as much information as possible all options were turned on. The m enables the
MAC address to be resolved. The n enables the network address to be resolved. The t enables
the transport-layer port number in resolution. The C enables concurrent DNS lookups on the
network.

-t ad

The —t option is for setting the packet timestamp. There are several options that can be used with
this. The first is the a option, which is used to display the absolute time the packet was captured
without showing the date. The r option is used to display the relative time the packet was
captured. This is measured from when the scan was started and is measured in seconds. This is
the default option Wireshark uses as timestamp. The d option displays the delta time, which
measures the time from the previous packet to the current packet was captured. The e option is
used to measure the time the packet was captured since epoch, which is from January 1, 1970
00:00:00. Metalsoft used the ad option. This allowed us to get the absolute time with the date
displayed. This option was used to compare the FTP logs time with the corresponding Tshark
time.

-w d:\users\jasone\Metalsoft Night Batch

The —w option tells Tshark to write to file and where. The Tshark files were saved on partition D
in my users folder. The file was given a name of Metalsoft_Night Batch. When using this
option the output file would come up with a filename of
Metalsoft_Night_Batch_00001_20071103180006. In the file name the date is displayed in a
YYYY/MM/DD format. The number 00001 is created in case during the scan Tshark needed to
make another file. If Tshark was running a batch on November 3, 2007 and the file size became
large than 100 MB, then Tshark would create another file with the name of
Metalsoft_Night_Batch_00002_20071103180006 so that files would not be overwritten.

Reviewing Results

We began running Wireshark in April 2007. To come up with the current procedure that is
currently being used for Tshark took a month. Starting in May 2007, we started researching the
network traffic to establish what was normal. Tshark would scan everyday and I would review
the logs over the weekend. The logs were put into my users directory and I would download
them from the FTP. I have Wireshark installed on my PC and would open the logs. An example
of alog is in Figure 42.
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74l Metalsoft_Night_Batch, 00001_20071103180006 - Wireshark
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Ma. . Time Source Destination Protocol Info s
A B T R G L e A iz
3858 2007-11-04 00:04:31 192.168. 1} 68.% TCP 338% > 2300 [PsH,
35850 2007-11-04 00:04:31 68. ] 192,168, | TCP 2300 > 3389 [AcK. .
3860 2007-11-04 00:04:32 lgzt%%%%;;;;} 68, TEP 3389 » 2300 [PSH,
3861 2007-11-04 00:04:32 68, 152,168, TCP 2300 > 3389 [ack]
3862 2007-11-04 00:04:32 192I&—|:| a8, TCP 3389 > 2300 [PsH,
3863 2007-11-04 00:04:32 68, 152,168, TER 2300 » 3385 [ACK.
3864 2007-11-04 00:04:33 192.168. ] 68.[_______ 1] TCP 3389 > 2300 [PsH, w

2

# Frame 1 (243 bytes on wire, 243 bytes captured)

# Ethernet II, src: Intel_af:66:67 (00:11:11:af:66:67), Dst: Broadcast (ff:ff:ff:ff:FF:fF)

® Internet Protocol, src: 192.168.[ ) ¢19z.168. |, pst: 192.168. | (192.168.

# User Datagram Protocol, Src Port: netbios-dgm (1380, Dst Port: nethios—dgm (138)

& MetBIOS Datagram Service

e e e bt am B

Uuuu TT TT TT TT TT TT WU L1 11l arT bb b/ Us Ul 43 uu ... ... .. Td..E

0010 00 e5 b3 0d 00 00 B0 11 02 47 <0 a8 01l &4 <0 a8 .. G...do.

0020 01 ff 00 8a 00 8a 00 d1  2d 8f 11 0e 80 9¢ <0 a8 e S Bl

0030 01 64 00 Ba 00 bb 00 00 20 46 44 45 46 46 43 46 .d ... FDEFFCF

0040 47 45 46 46 43 43 41 43 41 43 41 43 41 43 41 43 GEFFCCAC ACACACAC

0050 41 43 41 43 41 43 41 43 41 00 20 45 4e 45 446 46 ACACACAC A. ENEFF

0060 45 45 42 45 4d 46 44 45 50 45 47 46 45 43 41 43 EEEEMFDE PEGFECAC

0070 41 43 41 43 41 43 41 43 41 42 4f 00 £f 53 4d 42 ACACACAC ABO..SMB

0080 25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  %....... ........ v

File: "DiWasorEWetalsoft_Might_Batch_00001_20071103180006" 1804 KB 11:... | F: 10617 D 10617 M: O i .

Figure 42: Wireshark main screen

At the top of the screen shot of figure 42 there is filter tool bar. With this toolbar we can filter
out data that is not wanted in case we are looking for certain instances. This can display MAC
address, protocols, or you can put in expressions to make getting data easier. By clicking on the
expression button you will get the window in Figure 43. This example shows we can search for
FTP responses that are true, meaning if there was a FTP response.

7 Wireshark: Filter Expression

Field name Relation “alue (Boolean)

FMP e iz present 11 |

[}

| FMPMNOTIFY == Predefined values:

I+

=+

| FP ] True
FR Falze

| FractalGeneratorProtocol

B B

| Frame

| FRSAP

=]

3

FRERPC

B B

FTAM

I+

FTBF

= FTP

RLUE if FTP resf

ftprequest - Reguest (TRUE if FTP request) 3

Figure 43: Expression window
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The first pane is the packet list pane that displays a summary of each packet captured. This is
divided up into six columns. The number column tells what number the packet captured was.
The time column shows us the time that packet came in formatted according to whether you
choose absolute, relative, or epoch. Then we have the source column telling us where the packet
came from. The destination column tells us where the packet was going. The protocol column
tells us the protocol whether the packet was TCP, DNS, etc. Finally, there is the info column
that tells us the port, SYN or ACK, etc. In this pane the packets can be colorized to make
finding certain packets easier. We can customize the coloring to however we please. We can
also sort the packets by clicking on the column names. For example, if we want to see all the
TCP packets together we can click on protocol and they will all be displayed together.

The pane below the packet list pane is the packet details pane. When we select a packet in the
packet list pane the information about the packet is displayed in the packet details pane. The
details are displayed in a tree. We can gather a lot of information about the packet. Depending
on the packet we can find information such as the size of the packet, MAC addresses of routers
the packet has been through, and a lot more detailed information.

The bottom pane is the packet bytes pane. When we select an item in the packet details pain we
get hexadecimal and text information about the packet. If the packet was transferred in plain text
we can read what was in the packet.

The logs were reviewed for two months to understand what was typical on the Metalsoft network.
Typically the traffic was of DHCP requests, IGMP requests, which stands for Internet Group
Management Protocol and is a communication protocol used between IP hosts and multicast
routers to establish multicast group memberships from the router, and DNS zone transfers. On
the average, the log sizes would be between 500 to 1500 kilobytes. After the first two months,
the logs that were 1 MB or larger were viewed since this was above the norm. There were
several incidences where this happened. Some causes that made the logs large in size were when
the server would get its Windows Updates. This seemed to happen on Fridays.

There was one case where someone had logged in through Terminal Services from an IP address
that was not familiar. The username or password was not displayed but port 3389 was listed all
over the log. This is the port that Terminal Services uses. The IP addres was ran through Sam
Spade, which is an integrated network query tool, and traced back to a Holiday INN in Buena
Park, CA. This is where Metalsoft’s headquarters is located and this is the hotel where Metalsoft
employees stay when they have to travel to California. It was discovered that the VP of Sales
was in California at that time and he was the one who was logging into the server remotely.

The FTP server was of most concern since we knew this was being attacked. The FTP logs were
consulted weekly to see if people were trying to access the server. The FTP logs would give a
date and time when someone was logging in. From there we could go to the Wireshark logs and
discover what was taking place. This made viewing the logs simple since we had a date and time
and would not need to search through the logs to find the occurrence. Wireshark would display
information such as what is shown in Figure 44.
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file Edt i Capture  Analyze  Siafistics  Help

8@ @ o & @ ®»® @ x & & B « » = F 2 ||BE| EBE| & &
Interfaces  Optionis Start s Open  SaveAs  Close  Refresh Prirt Find Biack 7 durmp to Tap Biottom Colorize | uto Seroll| | Zoomin  Zoom Out
Emar‘ ~ Expression.. Clear Apply
Ho Time: Source Deatination Protocol . | Infa &

5732 2007-10-01 22:03:57 195.140.143.208 FTP Response: 331 Password reguired for administrator

5783 2007-10-01 22:03:58 195.140.143. 208 [ ] FTP Reguest: PASS Maddock

5784 2007-10-01 22:03:58 [ ] 195.140.143.208 FTP Response: 530 Login or password incorrect!

5785 2007-10-01 22:03:58 195.140.143.208 [ ] FTP Request: USER administrataor

5787 2007-10-01 22:03:58 ] 195.140.143.208 FTP Response: 331 Password reguired for administrator

5788 2007-10-01 22:03:58 105.140.143.208 FTP Reguest: PASS 12345678

5791 2007-10-01 22:03:59 195.140.143.208 FTP Response: 530 Login or password fncorrect!

5792 2007-10-01 22:04:00 195.140.143.208 1 FTP Reguest: USER Administrator

5795 2007-10-01 22:04:01 195,140,143, 208 FTP Response: 331 Password reguired for administrator

5796 2007-10-01 22:04:02 1585.140.143.208 [ | FTR REGUEST ! PASS newuser

5799 2007-10-01 22:04:03 [ b T195.140.143.208 FTP Response: 530 Login or password incorrect!

5800 2007-10-01 22:04:04 195.140.143.208 1 FTP Reguest: USER Administrator

5802 2007-10-01 22:04:07 195.140.143.3208 FTP Response: 331 Password reguired for administrator

5803 2007-10-01 22:04:08 135.140.143.208 [ [k Reguest: PASS computer

5805 2007-10-01 22:04:10 195.140.143.208 FTP Response: 530 Login or password incorrect!

5806 2007-10-01 22:04:11 195.140.143.208 FTP Reguast: USER Administrator

5808 2007-10-01 2z:04:17 [} 105.140.143.208 ETE Response: 331 Password reguired for administrator

5809 2007-10-00 22:04:18 195.140.143. 208 FTR Reguest: PASS Internset

5811 2007-10-01 22:04:23 [ ] 195.140.143.208 FTP Response: 530 Login or password incorrect!

5812 2007-10-01 22:04:24 195.140.143.208 FTP Reguest: USER Administrator

5816 2007-10-01 22:04:37 165.140.14%. 208 FTP Response: 331 Password reguired for administrator

5817 2007-10-00 22:04:38 195.140.143.208 FTR Reguest: PASS Mickay v

® Frame 5725 (79 bytes on wire, 73 bytes captured)

@ Ethernet II, src: LinksysG 8a:64:d7 (00:06:25:8a:64:d7), Dst: e (00:11:11:af:66:67)
® Internst Protocol, src: 195.140.143.208 (195.140.143.208), Dst: [ I (19z.168] ]
® Transmission Control Protocol, Src Port: 60130 (60130). Dst Port: ftp (21), Seq: 48, ack: 151, Len: 13
® File Transfer Protocol (FTE)

0000 00 11 11 af 66 67 00 06 25 8a &4 d7f OB 00 45 00 . %.d.

0010 00 41 a7 al 40 00 36 06 87 ac <3 8c 8f d0 <0 a8

0020 01 64 ea 22 0 15 el 02 42 77 de 7d bd 4d 80 18  .d D oEw tom
0030 16 d0 30 a8 00 00 OL 01 OB 0a 3c 70 e8 bf 00 df  ..0..... e
0040 b4 el 50 41 53 53 20 61 62 63 21 32 33 Od Oa LIRSS A haiazll

File: "0ribty DocumentsiSchool AssignmentsiThesis ProjectiThesis Project ReportstireShark Final Reportstiveek October 1 Met... P 2851200 2685120 0

Figure 44: FTP being attacked

From Figure 44 I can see that the FTP was under going a dictionary attack on October 1, 2007 at
11 p.m. CST. Wireshark captured the IP address 195.140.143.208 and this IP is located in
Amsterdam from using Sam Spade. There seems to be a lot of attacks from Amsterdam with all
different IP addresses. The attacker wants to login as the administrator account. There have
been similar attempts like this only using the anonymous login. We are not sure why they are
using the passwords they are using but from Wireshark we can see that they are trying passwords
as Mickey, Maddock, or newuser. It is understandable why they tried 12345678 or computer
since these are simple generic passwords. There have been other attempts to login using
usernames such as Sally or Frank. None of these usernames or passwords have anything to do
with Metalsoft Inc.

There were discovered attacks from China on the FTP server. In Figure 45 we can observe the
Wireshark log of the attack.

: 07 ; ‘77T AL, 08790 TCR o cle=1 Win=17280 Len=0 MS5=1460

2007-07-28 EEREEE ShMP trap

2007-07-28 1540 > ftp [ACK] Sel Ack=1 Win=65535 Le

Red GET http: 0 FnE

285833 2007-07-28 02 222.181.58.229 FTP Respaons 220 why you onl percent
26034 2007-07-28 02: 222.181.98.229 FTP Response: 500 Syntax error, command unrecognized.
26935 2007-07-28 02:32:30 222.181.98.229 FTP Response: 500 Syntax error, command unrecognized.
26936 2007-07-28 02:32:30 222.181.98.229 FTP Response: 500 Syntax error, command unrecognized.
26937 2007-07-28 02:32:30 222.181.98.229 FTP Response: 500 Syntax error, command unrecognized.
26938 2007-07-28 02:32:30 222.181.98.229 FTP Response: 500 Syntax error, command unrecognized.
26939 2007-07-28 02:32:30 222.181.98.229 FTP Response: 500 Syntax error, command unrecognized.
26940 2007-07-28 02:32:30 222.181.98.229 FTR Response: 500 Syntax error, command unrecognized.
26041 2007-07-28 02:32:31 222.181.98.229 TCP 1540 > ftp [ACK] Seq=242 Ack=76 win=65460 Len=0
26042 2007-07-28 02:32:31 222.181.98.229 TCP 1540 > ftp [ACK] Seg=242 Ack=158 win=65378 Len=0
20943 2007-07-28 02:32:31 222.181.98.229 TCP 1540 > frp [ACK]
26844 2007-07-28 02:32:31 222.181.98.229 TCP 1540 > ftp [ACK]
26945 2007-07-28 02732:33 222.181.98.229 TCP 1540 > ftp [FIN, (0]
26846 2007-07-28 02:32:33 222.181.98.229 TCP ftp » 1540 [ACK]
26947 2007-07-28 02:32:33 E 29 TCP frp > 1540 [FIN, ACK 3 Win=17039 Len=0
SERAG AnAT AT M0 ANaoa.a0 AN AR RS SR —r AEMA .« e Camie CLET

Figure 45: China attack
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From the log we can see that someone was trying to log into the FTP on July 28, 2007. The IP
address 1s 222.181.98.229. What was odd about this attempt was they were logging in using the
address http://www.google.com/intl/zh-CN/ HTTP/1.1. Research for this is quite difficult. Most
of the search pages found with Google show Chinese text. Even after translating the pages, they
are still hard to follow. The IP address is in China. From a forum from LinuxQuestions.org, I
learned that someone was using an anonymous proxy to get information from the FTP server.
(acid_kewpie, 2006, Thread #2) This attack happened quite often to Metalsoft in the summer but
has not been seen since August.

For the dictionary attacks there has been a ban on login attempts after five tries to prevent these
attackers from entering the FTP. With the China attacks the IP addresses have been banned
altogether so if the hackers were to try from that IP address again they would automatically be
disconnected.

Review of Wireshark

I think Wireshark is a powerful tool. There are several options available that I did not cover but
they did not serve my purpose for this assessment. Wireshark is capable of taking the data and
creating graphs. I found the traffic to be steady and for what I was looking for I had other
methods of discovering when and where to look. Wireshark offers an expert info option that
scans a report and gives warnings and errors but this never came up with anything for me. I was
concerned with who was coming in and what they were doing. Wireshark was not as easy to use
as Nessus as the options were not all that straight forward. There are some memory issues when
loading the log files that would be nice if the developers could fix. However, the information it
gives is quite empowering.
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Conclusion

Wireshark and Nessus are powerful, free tools for safeguarding a network and identifying how to
fortify it. Metalsoft now has some hardware that needs updating because it is no longer
supported such as the HP Direct for the network printers. Even though this is a small network
and there are not too many problems we did discover some new issues and still have some fixes
that need attention. Running the software remotely is a convenience since we all travel and can
not be on-site when incidents should happen. There are still a lot of options that need to be
explored to better benefit Metalsoft with the software. With Nessus there were high confidence
ratings for the server and the salesmen seem to keep up their PCs well these days. The time
taken to scan the network is tolerable and the interface is simple to use. Wireshark provided a lot
of insight of the network traffic. There are still some issues with the memory usage and
compatibility with the GUI color scheme. The server is up and running well and it is apparent
that no one is getting into the server that should not be.

I do not know how much further I can take this project as Metalsoft Inc. is merging into Amada
America Inc. The Itasca office will be closing and the salesmen will be moving to the Mt.
Prospect site on January 1, 2008. When the server comes to Mt. Prospect the server will no
longer be public and many of the services that are currently running will no longer be needed.
There were plans to incorporate Snort on the server to notify personnel of incidences but this has
been terminated. If we are to keep up any of our services on this server Metalsoft will have to
ask Amada for permission. Amada provides many of the same services already. There has not
been a need for the FTP server in awhile so the FTP server has been shutdown to prevent
unwanted users from breaking in. Nessus can not be run from the server on Amada’s network
since their IDS system would shutdown the scans. All of the system administration will be left
to Amada’s IT staff.
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