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Introduction

Active Directory, first introduced in Windows 2000, is Microsoft’s implementation
of a network directory service. Active Directory is the central location for network
administration and allows for the delegation of administrative authority. Active
Directory uses the concepts of forests, domains, and trees to provide security
and scalability for any sized organization, from small businesses to global
enterprises.

Like any network directory service, Active Directory requires a number of core
infrastructure services to function. These services provide two primary purposes,
IP configuration and name management. Dynamic Host Configuration Protocol,
or DHCP, is a client-server based networking protocol that provides IP address
configuration information to requesting DHCP clients. In theory, a network
administrator could run a fully functioning Active Directory network by using static
IP addresses that have been manually configured. While this may be feasible in
a small network, the administrative overhead of accomplishing this on a medium-
or large-scale network is nearly impossible. In addition, even on very small
networks, the chance for errors in the configuration of IP address information is
reason enough to move to DHCP.

To accomplish name resolution, Active Directory makes use of two technologies:
the Domain Name System (DNS) and the Windows Internet Name Service
(WINS). DNS is the foundation of Active Directory, while WINS is more of a
remnant from the NT4 days. Unfortunately, unless you run a pure Windows 2000
or later network and use network-aware applications that were built for pure
Windows 2000 networks, you will still need to have a WINS server on your
network.

While necessary for the proper functioning of Active Directory, these core
infrastructure services require careful installation and configuration. There are a
number of security concepts and best practices that should be followed to ensure
proper security and reliability. The goal of this paper will be to enumerate and
describe these concepts and practices.



Dvnamic Host Configuration Protocol

The Dynamic Host Configuration Protocol (DHCP) was designed to automate the
way IP addressing and configuration information was distributed to clients.
Before DHCP, administrators of TCP/IP networks would have to manually
configure the hosts on their networks. While this may seem like an easy task in
small environments, it easily became an administrative nightmare once the
network grew to more than just a few clients. Not only was the task of manually
configuring each machine a project in and of itself, but this method was also
prone to errors.

DHCP, and its predecessor BOOTP, were invented to solve this problem. In the
next section we will review some of the basic concepts surrounding DHCP. Note
that this is not meant to be a complete review of Microsoft’s implementation of
DHCP, and the reader is expected to have general familiarity in supporting a
DHCP installation. Nevertheless, due to the complex nature of DHCP, a short
review is in order. Later we will discuss some of the known attacks common to a
DHCP infrastructure, and finally we will review a list of best practices that can be
used to secure DHCP.

The DHCP service architecture makes use of three components: DHCP clients,
DHCP servers, and DHCP relay agents. A DHCP client can be any network-
enabled device that can communicate with a DHCP server with the purpose of
obtaining IP addressing information. All modern operating systems include
DHCP clients as do various hardware devices. For instance, network-enabled
printers have become more prevalent in recent times due to falling costs and the
increased prevalence of small business networks. These printers, using either
on-board network adapters or external printer server modules, can request IP
addressing information from a DHCP server just like any other client.

DHCP Servers are Windows 2000 Server or Windows Server 2003 computers
running the DHCP Server service. These servers have been configured by an
administrator to distribute IP addressing information to requesting clients on the
network. This configuration includes scope, reservations, and other options as
designated by the administrator. Finally, DHCP Relay Agents are software or
hardware devices that pass DHCP messages between clients and servers. As
we will see in just a moment, some DHCP messages are sent as broadcasts.
Therefore, if a DHCP client was on one subnet, and a DHCP server was on
another subnet, since the router would not pass the broadcast, the client would
never be able to lease an IP address. This is where DHCP relay agents come in;
they relay these broadcast messages on behalf of the client and act as a proxy
between the DHCP client and the DHCP server. Otherwise, an administrator
would have to install a DHCP server on every subnet that had DHCP clients.



DHCP Server Confiquration Basics

Before a DHCP server can begin to lease IP addressing information out to DHCP
clients, it must be configured with certain information. For example, it needs to
know the range of IP addresses that it can hand out. This and other information
makes up what is known as a scope. The scope is a range of IP addresses and
related TCP/IP configuration information that the server can lease out to DHCP
clients on a specific subnet. Along with the IP address ranges, including any
reservations and exclusions, the scope also includes information such as subnet
masks and lease durations.

A DHCP reservation is an IP address that the server can be configured to set
aside for the exclusive use of one DHCP client. For instance, say there is a
printer on your network with a network card that you always want to have a
certain IP address. You can configure the DHCP server so that whenever that
DHCP client requests an IP address, the server will consistently assign it a
specific IP address you choose. An exclusion on the other hand, is a particular
address or range of addresses in the scope that you forbid the DHCP server from
leasing out. You might do this if you have a device on the network that doesn'’t
support DHCP. You can configure the device with a static IP and then configure
the server not to hand out that particular IP address to anyone.

As mentioned before, besides the IP address itself, the DHCP server will also
offer the DHCP client configuration information regarding the subnet mask, the
default gateway, local DNS and WINS servers, as well as any other pertinent
information the administrator deems necessary. In addition, the DHCP server
will also inform the client as to how long the IP address is good for. This is called
the lease duration, and by default it is set for 8 days [1]. Suggestions for
changing the length of the lease will be discussed later on.

An administrator can also aggregate multiple scopes on a DHCP server into
something called a superscope. A superscope allows the DHCP server to lease
out addresses from multiple scopes to clients on a single physical network. For
example, the administrator might need to support DHCP clients that reside on the
same physical LAN, but exist in different logical IP networks. Though relay
agents will need to be used, the superscope can be used to aid in the
administration of the DHCP server.

DHCP Client-Server Interactions

Next we review the client-server interactions that take place during the DHCP IP
address lease process, which starts with the client as shown in Figure 1. When a
DHCP client first boots up and connects to the network, it broadcasts a UDP
DHCPDiscover message requesting IP address information from a DHCP server.
If there are DHCP servers available, each of them will respond to the
DHCPDiscover message with a DHCPOffer message that includes an IP address



for the client. The IP address is a currently un-leased address from the server’s
range of available IP addresses. The client will accept the first offer it receives
by broadcasting a DHCPRequest message. This broadcast message serves a
couple of purposes. First, it includes the IP address that it was offered from the
DHCP server's DHCPOffer message it accepted, and it lets the other DHCP
servers on the network know they can return their offered IP address back in to
their respective pools. The transaction is complete when the DHCP server
responds with a DHCPAck broadcast to the client acknowledging the request and
offering it the remaining IP configuration options.

1: DHCPDiscover §

2. DHCPOfer
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Figure 1: DHCP Client-Server message interactions

Now that the DHCP client has obtained IP addressing information, it does not get
to use that configuration information indefinitely. As we mentioned before, the IP
address is leased out to the DHCP client for a predefined amount of time called a
lease. The DHCP client will first attempt to renew the lease when 50 percent of
the original lease time has passed [2]. At this time, the DHCP client will send a
DHCPRequest message to the DHCP server that originally configured the client.
If the DHCP server and lease are still available, the server will respond with a
DHCPAck message renewing the lease with the client. If the DHCP server is
available, but the lease is no longer available, the DHCP server will respond with
a DHCPNack message. At this point, the DHCP client starts the process to
obtain a brand new lease.

If there is no response from the server, the client will wait until 87.5 percent of the
lease time has passed [2]. At this point, the client will broadcast a DHCPRequest
message to attempt to renew the lease with any DHCP server. If no DHCP
server is available by the time the lease expires, the client disassociates itself
from the lease and begins the process to obtain a new lease.

Automatic Private IP Addressing

One last feature we should mention that is part of recent Microsoft Windows
operating system DHCP clients is Automatic Private IP Addressing, or APIPA.
This feature allows DHCP clients to obtain IP configuration information in the
event a DHCP server is unavailable. APIPA is meant to ensure computers are



able to communicate if no DHCP server is available. Note that this is meant only
for very small installations. Since the automated configuration does not support
a default gateway, it only supports systems on a single subnet.

The auto-configuration begins like this. The DHCP client starts up and is unable
to contact a DHCP server. At this point, the DHCP client will randomly choose
an address from the Microsoft reserved class B network 169.254.0.0 with a
subnet mask of 255.255.0.0 [2]. The DHCP client will then test the address using
the ARP protocol. If a conflict is found, the DHCP client will select a different
address. If no conflict is detected, the client will configure itself to use that
address until a DHCP server is available. Recognizing an APIPA address is a
great troubleshooting tool since having systems on the network configuring
themselves with APIPA assigned addresses is a clear message that something is
wrong with the DHCP server.

DHCP Server hardware recommendations

Before we get in to the attacks and best practices of configuring a DHCP server
infrastructure, we shall discuss the basic hardware recommendations that
Microsoft suggests for a DHCP Server. Although the DHCP Server service is
critical for most networks to function, the actual hardware requirements are not
very great. Microsoft's Windows Server 2003 DHCP development team set up a
DHCP server running Windows Server 2003 in a lab environment in order to
stress-test the service [3]. The system had the following hardware specifications
as seenin Table 1:

Table 1: DHCP testbed server configuration

Processor: Two x86 Family 6 Model 7 Stepping 3 Intel ~498
MHz

Physical Memory: 256 MB

Network Adapters: (3) Ethernet 802.3 100 Mb/sec

Subnets Serviced: Six, four of which are separated from the test
server by routers running the DHCP Relay Agent
Service

Operating System: Windows Server 2003, Enterprise Edition

Number of Scopes: 5,155

DHCP database size at maximum load: 2GB

Additional factors: Several thousand exclusion ranges, option values,
and reservations are configured in the scopes of
the server

The DHCP server was subjected to both valid and invalid DHCP client lease and
renewal requests for 1,152 hours (48 days).

The exact results of the lab test are out of the scope of this paper, but the test
demonstrated that the server was able to successfully accommodate the load
without any errors or failures. The hardware used for the lab test, while ancient



by today’s standards, proves that “big iron” is not necessary. That is not to say
you should put any old machine into production as your DHCP server. DHCP is
a disk-intensive service with frequent and intense activity on the server hard
disks. Microsoft recommends purchasing hardware with a RAID solution [1], but
in my experience, this usually isn’t necessary.

To make evaluating the performance of your DHCP server easier, Microsoft
includes a number of performance counters that can be used to monitor various
areas of server activity [4]. Once the DHCP service is installed, you can use
these metrics and counters to assess the function and configuration of your
server and make hardware decisions.

Also, note that the DHCP server itself is required to have a statically assigned IP
address. When it comes to the IP address configuration for servers and critical
workstations, there are a couple schools of thought. One suggestion is to make
every device on your network, besides your DHCP server of course, a DHCP
client. This includes not only client PCs, but also servers and devices such as
network printers. You can use DHCP reservations to ensure that these DHCP
clients are assigned that same |IP address each time they start up. While this
option requires less work in configuring those particular clients, it is better
practice instead to statically configure those critical devices such as servers and
vital workstations. Doing this eliminates the possibility of having rogue or miss-
configured DHCP servers assign incorrect IP address information, resulting in a
Denial of Service (DoS) situation. Rogue DHCP servers will be discussed later
on.

Common Types of Attacks

Before we delve into the techniques for securing a DHCP server, we will discuss
a few typical types of attacks that can compromise a DHCP infrastructure.
Recommendations on how to prevent such attacks will be offered. In addition,
the next section on best practices will offer more suggestions on how to best
protect your DHCP service.

Unauthorized DHCP Servers

There are a number of different ways that an unauthorized DHCP server can
appear on your network. Every deployment of Windows 2000 Server and
Windows Server 2003 can function as a DHCP server. In addition, other devices
such as broadband routers can also run DHCP server services. Having an
unauthorized DHCP server on your network can create much havoc. There is
nothing to stop these servers from handing out bogus or incorrect IP addressing
information to clients on your network. This creates a DoS situation since these
clients will not be able to interact with other systems on the same network.

Windows 2000 Server’s Active Directory introduced the concept of DHCP server
authorization. The idea is that before a DHCP server can begin servicing clients



on the network, it needs to be authorized in the Active Directory first. Further,
this authorization can only be done by a member of the Enterprise Admins group
[5]. In effect, what this does is prevent rogue Windows 2000 Server or Windows
Server 2003 DHCP servers from handing out IP addressing information. When a
computer running Windows 2000 Server or Windows Server 2003 that has the
DHCP server service installed starts up, the Active Directory is queried. The IP
address of the DHCP server is compared to a list of authorized DHCP servers. If
the IP address is on the list, the DHCP server considers itself authorized and will
begin servicing clients. If a match is not found, the DHCP server assumes that it
is unauthorized and will not respond to DHCP requests. It is important to note
that only domain controllers or member servers can be DHCP servers when an
Active Directory is present. If you wish to use a stand alone DHCP server, it
cannot be on a subnet with any other authorized DHCP servers. If a stand-alone
DHCP server detects an authorized server on the same subnet, it will cease
leasing IP address information to requesting clients. This detection process
occurs every 60 minutes for authorized servers and every 10 minutes for
unauthorized servers [6].

Unfortunately, this mechanism only works for Windows 2000 Server or Windows
Server 2003 DHCP servers. DHCP servers running other operating systems,
including Windows NT4, will continue to hand out IP addressing information
regardless of whether their IP address is authorized to. The only way to prevent
these rogue DHCP servers from appearing on your network is to ensure the
proper physical security of your network infrastructure.

One way to assist administrators in surveying their networks for unauthorized
DHCP servers is the DHCP Server Locator Utility (dhcploc.exe) command line
tool that is included in the Windows XP Support tools. This tool displays the
active DHCP servers on the subnet and can send out an alert if any unauthorized
DHCP servers are detected [7].

Unauthorized DHCP clients

Unauthorized clients also pose a threat to the DHCP infrastructure. For instance,
its possible that a hacker could use a compromised system to create a DoS
situation by submitting multiple DHCP requests to the DHCP server using
spoofed MAC addresses. Depending on the size of the scope, it is possible that
this client could lease all of the server’s available IP addresses so none were
available for legitimate clients. Note that due to the prevalence of unsecured
wireless networks, a hacker could potentially achieve that same result by using
his own equipment and conducting the attack from a remote location. Even
those systems that have DHCP reservations are not immune to this type of
threat. It is possible to configure the rogue client to drain the pool not only of
unreserved addresses, but those addresses set up with reservations as well. For
instance, the rogue client could sniff out the DHCPDiscover broadcasts from
clients with reservations and create a list of those MAC addresses. The rogue
client could then attempt to disrupt communication or hijack the lease. The best
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defense against this type of attack is to ensure that the hosts on your network are
free from infection and that your network is secure from unauthorized clients.

Compromised server giving out bad info

Compromised servers can prove to be an even bigger threat than they might
seem. A compromised DHCP server can create a DoS attack by leasing out
incorrect IP addressing information to clients, such as invalid IP addresses,
incorrect subnet masks, and so on. Doing so would prevent these clients from
being able communicate with other systems on the network. But as Tulloch
describes, the consequences of a compromised DHCP server can be even more
damaging. For instance, the DHCP server may be configured to provide clients
the correct IP address and subnet mask information, but also provide them with
incorrect DNS server settings that point them to rogue DNS servers as shown in
Figure 2. These DNS servers, under the control of the hacker, could then redirect
clients to websites also under the hacker’s control that contain malicious code to
infect the client [8]. Tulloch also describes a situation where instead of providing
incorrect DNS information; the compromised DHCP server provides a rogue
gateway address as shown in Figure 3. This gateway, under the hacker’s control,
will read and forward all the traffic it receives to the legitimate gateway [8]. The
user would never know that his outbound traffic is being exposed. |t is critical
that DHCP server administrators take the proper steps to ensure their servers
remain secure.

Hacker's DNS server
1P: 220.160.68.80

Compromised DHCP server Internal DNS server Cache entry for www.ebay.com set to 220.160.68.81
IP: 192.168.1.4 IP: 192.168.1.5
Scope options configured to lease ‘

incorrect DNS server address
Q Gateway

Workstation with a static |P address IP: 192.168.1.1

IP: 192.168.1.21
SNM: 255.255.255.0

% DNS: 192.168.1.5
% Gateway: 192.168.1.1

Workstation with a DHCP assigned address
IP: 192.168.1.20
SNM: 255.255.255.0
DNS: 220.160.68.80 eBay web server
Gateway: 192.168.1.1 66.135.192.124
Campbell, California Fake eBay web server
220.160.68.81
Fujian, China
Configured to exploit known

vulnerabilities in Internet Explorer

Figure 2: Rogue DNS attack
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Hacker's laptop

IP: 192.168.1.50
Forwards all traffic fo 192.168.1.1

Compromised DHCP server Internal DNS server (g
IP: 182.168.1.4 IP: 192.168.1.5
Scope options configured to lease
incorrect default gateway address Unsecured Access Point
Workstation with a static IP address
b IP: 192.168.1.21 Gateway
SNM: 255.255.255.0 .
DNG: 1951661 & IP: 192.168.1.1
Q Gateway: 192.168.1.1

Workstation with a DHCP assigned address
IP: 192.168.1.20
SNM: 255.255.255.0
DNS: 192.168.1.5
Gateway: 192.168.1.50

Figure 3: Rogue gateway attack

DHCP Server overwrites a valid DNS resource record

We will be discussing DNS in depth later in this paper, but because of the
integration of DHCP and DNS, we will mention this type of attack here. Most
Active Directory installations have both forward lookup DNS zones and reverse
lookup DNS zones. By default, Windows 2000, 2003, and Windows XP DHCP
clients register their Host (A) resource record in the forward lookup zone, while
the DHCP server registers the Pointer (PTR) resource record on the client’s
behalf. More important is the fact that the DHCP server owns the PTR record.
DNS servers configured to allow only secure dynamic updates have their
discretionary access control list configured so that only the owner of a resource
record is authorized to modify it. If an attacker were able to alter the DHCP
server’s configuration, they could configure the server to register and own both
resource records, thereby preventing the client from updating its IP information in
the DNS database.

Best Practices

In this section we will discuss the best practices for the installation and
configuration of a DHCP infrastructure. Some of these recommendations will
apply to any DHCP server installation while others may only apply to specific
types of installations. It is up to the administrator to determine which methods
apply to their specific network.

Physically secure your DHCP server

While much of the discussion surrounding how to secure a DHCP server
infrastructure will have to do with proper installation and configuration, no
security guide would be complete without at least mentioning the aspect of
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physical security. Without physical security, you have no security. If an attacker
can gain physical access to your DHCP server computer, all the configuration
hardening steps that the administrator may have taken become moot. Not only
can the attacker attempt to gain local access to the console, they may even be
able to steal the machine! The DHCP server or servers should be physically
isolated so that only authorized personal can access them. Note that this
includes not only outside intruders, but employees as well. For instance,
housekeeping personnel can unknowingly create a DoS attack by unplugging the
server in order to use the outlet for a vacuum or other device. In the very least,
the critical servers on the network should be secured behind a locked door, and
access to the room should be highly controlled. Large installations may warrant
anything from biometrically controlled access to security guards and security
cameras.

Restrict who has administrative access to the DHCP service

Only members of the Administrators group and the DHCP Administrators group
are able to administer DHCP servers [9]. This applies whether they are using the
DHCP console or the Netsh command line utility. Administrators should ensure
only the proper user accounts are members of these groups. Regular auditing of
group memberships should be part of every administrator’s task list.

Keep the DHCP server computer up-to-date with patches

You are going to want to run your DHCP server on an operating system that is
Active-Directory-aware such as Windows 2000 Server or Windows Server 2003.
Since the DHCP service runs on top of the server operating system, you need to
make sure that the server is kept up to date with all of the Microsoft patches and
service packs. Any vulnerability that can be exploited within the operating
system, whether it is related to DHCP or not, will affect the DHCP Server service.
Fortunately, tools such as Windows Update and the new Windows Server
Update Services (WSUS) can help administrators ensure their server computers
are up-to-date.

Backup your DHCP server’s configuration

The bane of existence for any administrator is backups. The need to consistently
create backups of all your data in the hope you never have to use them is a very
time-consuming process. Not only does an administrator need to create the
backups, they need to verify the backups completed successfully, conduct test
restores to guarantee the procedure for restoring data works, and finally ensure
the backups are kept in a safe place. Most administrators have their hands full
keeping the network up and running, let alone enough time and resources to
ensure every piece of data can be recovered in a moment’s notice.
Nevertheless, administrators of DHCP servers should backup the DHCP server’s
configuration often.

The DHCP server database in the Windows Server 2003 family uses the
Exchange Server JET storage engine [10]. Upon installation of the DHCP
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service, a number of files are created in the %systemroot%\System32\dhcp
directory as shown in Table 2.

Table 2: DHCP server database files

dhcp.mdb The DHCP server database file

dhcp.tmp A temporary file used as a swap file during
database maintenance operations

J50.log and J50####.log | Transaction logs used to recover data if necessary

J50.chk A checkpoint file

There are a number of different ways to backup the DHCP database. The
administrator is free to choose whichever method works best in their
environment. By default, the DHCP server conducts synchronous backups
automatically every 60 minutes [11]. During a synchronous backup, the entire
DHCP database is saved. This includes:

All of the scopes (including superscopes and multicast scopes)
Reservations

Leases

All options, such as server options, scope options, reservations
options, and class options.

e All related registry keys.

These backups are stored in the %systemroot%\System32\dhcp\backup folder.

You can change the path of the backups by selecting a different folder in the
DHCP server properties as shown in Figure 4.

labserver.labnet.com [192.168.1.10] Prop cd |
General | DNS  Advanced I
Specify the number of times the DHCP zerver should attempt conflict
detection for an IP address before the server leases the address to a client.
LCorflict detection attempts: IE _Ij
Audit log file path: IE:\WINDDWS WSyztem32hdhcp Browse. .. |
Database path; IC:\WINDDWS YWSpstem32hdhep Browse... |
Backup path: IC:\WINDDWS YSypstem32hdhepiba Browsze... |
Change server connections bindings: Bindings... |
DMS dynamic updates registration credentials: Credentials... |
ak. I Cancel | Apply |

Figure 4: DHCP Server backup path
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You can also perform manual backups, known as asynchronous backups.
Manual backups, shown in Figure 5, are performed within the DHCP console and
backup the same information as the automated backups [11]. Once the manual
backup is completed, you should move the backup files to another drive or
external backup media.

File  Action View Help

- |mB 28

ofEay kiR
El: ! Display Statistics. .. ents of DHCP | Status |
CE ! Mew Scope...

Mew Superscope. ..
Mew Mulkicast Scope...

bserver.labnet,com [192,168.1.... Running

Restare...

Reconcile all Scopes...
Unauthorize

Define User Classes. ..
Define Yendor Classes...
Set Predefined Options. ..

All Tasks 3

Delete
Refresh

4 I Propetties
Eackup the o Help Erver | |

Figure 5: Manual backup of DHCP data

Finally, administrators who prefer using the command line and writing scripts can
use the Netsh command-line utility. Using the dump command, the administrator
can dump the configuration of the DHCP server to the command prompt window,
or more usefully, direct it to a text file. To use this command, go to a command
line and type:

netsh dhcp server dump > dhcp_server _backup.txt

This command creates an ASCI| file called dhcp_server _backup.ixt with the
configuration information of the DHCP server. If the DHCP server fails, you can
copy this file to a new DHCP server and use the netsh command to restore the
configuration.

netsh exec dhcp_server_backup.txt

Note that this method will not backup or restore lease information, but it will allow
you to save and recover the most important information such as scopes, options,
and etc. In addition, none of the methods described above backup the DNS
dynamic update credentials the DHCP service uses to register DHCP client
systems in DNS [11]. These accounts will be discussed later on.
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DHCP Server redundancy and fault tolerance

Unlike the databases of Active Directory, the DHCP database is not distributed.
If you want to create redundancy in your DHCP server infrastructure, you have
only a few choices. One solution is to deploy a DHCP server cluster [14]. While
this may be the most fault-tolerant solution, it is also the most complex. Only the
largest networks may want to consider this solution. Another option is to set up
two separate DHCP servers on the same subnet, though caution must be
exercised here. It might seem easy enough to set up two separate machines
and configure them each the same way. But if we configure each DHCP server
with the same scope, there’s nothing stopping the first DHCP server from
handing out an IP address from its scope to a client and the other DHCP server
handing out the exact same IP address to a different client. In order to make this
work, we can use the “80/20 design rule” (Figure 6) suggested in the Microsoft
DHCP documentation. In order to support a single network and scope using two
DHCP servers, you configure one DHCP server with 80 percent of the addresses
and the other server with the remaining 20 percent. This way, if one of the
servers goes down, the other server can continue to lease new addresses and
renew existing clients.

CRRCH-

DHCP SERVER #2
192.168.1.2
DHCP SERVER #2 has 20% of the addresses as follows:
Scope Range: 192.168.1.10 — 192.168.1.254
Excluded Addresses: 192.168.1.10 - 192.168.1.205

DHCP SERVER #1
192.168.1.1
DHCP SERVER #1 has 80% of the addresses as follows
Scope Range: 192.168.1.10 — 192.168.1.254
Excluded addresses: 192.168.1.206 — 192.168.1.254

Figure 6: “80/20” DHCP design configuration

Review the Audit Logs

By default, the DHCP service enables audit logging of DHCP events. You can
disable audit logging via the DHCP server’s properties tab, but it is a good idea to
leave logging turned on. These logs provide the administrator with information
regarding which clients are requesting addresses from the DHCP server as well
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as information regarding BAD_ADDRESS entries that have occurred due to an
address conflict. Such conflicts can occur if a rogue DHCP server is assigning
an IP address that is already in use or if a rogue client has a static IP configured
that is part of the DHCP server’s address range. Regardless of the reason, the
BAD_ADDRESS log entry will let the administrator know that there is a problem
somewhere within the DHCP infrastructure. Audit logs may also provide
warnings that unauthorized clients are present on the network. If an unusually
high number of IP address lease requests are being directed toward a DHCP
server, it may be evidence that the DHCP server is under attack and in danger of
having its address pool depleted.

By default, these logs are stored in the %systemroot%\System32\dhcp folder.
Several log files are created, one for each day of the week [12]. There are a
number of disk checks in place to ensure that the audit logs do not consume too
much disk space and that the log files do not grow too rapidly.

Monitor the performance of the DHCP server

Earlier we discussed that even though the DHCP service does not require “big
iron” to run, administrators will still want to be aware of the hardware
requirements of the DHCP server service. Fortunately, Microsoft includes a
number of performance counters that administrators can use to benchmark the
performance of their system. There are over a dozen different metrics such as
“Requests/sec”, “Discovers/sec”, and “Active Queue Length” [4]. A complete
discussion of all the available performance counters is beyond the scope of the
paper, but administrators should be aware they exist to help in measuring the
performance of the DHCP server and troubleshooting the service when problems
arise.

Make use of the DnsUpdateProxy group

Although DNS will be discussed later in this paper, the integration of DHCP and
DNS warrants discussion of this feature here. We have already mentioned that
the DHCP server can register records on behalf of its clients in the dynamic DNS
database. It is important to note that in DNS zones that use secure dynamic
updates as shown in Figure 7, this can cause resource records to become
outdated, or stale.
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labnet.com Properties 2l

MNarme Servers | WIS Zone Transfers

General | Start of Authority (SOA)
Status: Running
Twpe: Active Directory-Integrated Change... |
Replication: All domain contrallers in the Active Direckary Change... |

damain

Data is stored in Active Directory,

Dwnamic updates:

& Allowing nonsecure dynamic updates is a significant security
vulnerability because updates can be accepted From untrusted
SOUFCES.

To set aging/scavenging properties, click Aging. Aging... |

oK | Cancel | Apply |

Figure 7: DNS configured to accept only secure updates

Consider the following scenario. Suppose that you have an NT4 client on the
network. Since NT4 is not capable of updating its own resource records, the
DHCP server can register the appropriate records on the client’s behalf. In doing
so, the DHCP server becomes the owner of the records and therefore the only
computer that can update the DNS records for that name. Now, if that client is
upgraded to Windows 2000 or Windows XP, the client will not be able to take
ownership of the record. For this reason, Microsoft has included a security group
called the DnsUpdateProxy group. Adding the DHCP server computer account
to the group prevents it from taking ownership of the resource records it registers
on behalf of the clients. In addition, the records are not secure, which means
that additional configuration steps need to be followed when using Active
Directory-integrated DNS zones that allow only secure updates. Microsoft
Windows 2000 Server with Service Pack 1 or later and Windows Server 2003
allow you to configure the DHCP server service to use another user account
when registering DNS records [13]. Therefore, instead of being registered under
the DHCP server’'s computer account, this service account is used. On a
Windows Server 2003 computer, you can configure the alternate credentials on
the Advanced tab of the DHCP server properties page as shown in Figure 8.
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labserver.labnet.com [192.168.1.10] P

e

2/ x|

General | DNS ﬂdvancedl
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FEbpr
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Figure 8: Configuring alternate DNS dynamic update credentials

This is especially important when running DHCP on a domain controller
computer. When DHCP is run on a domain controller, the DHCP service inherits
the security permissions of the domain controller. Without specifying alternate
credentials, the DHCP service will inherit the authority to modify or delete any
DNS record in the zone [5].

Adjust lease length based on the needs of the network

For most implementations, the default lease period of 8 days will work fine. In
other cases, you may want to increase or decrease the length of the leases to
either reduce network traffic or make better use of your address space. For
instance, in a large network where the majority of the clients are workstations
that never move, you may want to increase the lease duration to 2 or 3 weeks.
This can reduce the amount of network broadcast traffic. On the other hand, if a
particular subnet of your network had remote access or wireless clients, you
might choose to reduce the lease period to only a few days to make better use of
the available scope addresses.

Ensure the proper placement and number of DHCP servers

As we mentioned before, the DHCP server service does not require an enormous
amount of computing horsepower to run. And while most networks can be
supported by a single DHCP server, administrators will still need to conduct
proper planning when designing their DHCP server infrastructure. Proper use of
DHCP relay agents will ensure DHCP clients on other subnets can access IP
address information. In addition, the need for fault tolerance may dictate the
need for two DHCP servers. Finally, bandwidth issues may require the use of
multiple DHCP servers. If your network includes slow links, you may want to
install a DHCP server on both sides of the link so clients may be served locally.
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Use IPSec to secure the DHCP server:

In an environment where running the DHCP server service is the only network
service the Windows 2000 Server or Windows Server 2003 computer has, high
security installations may choose to implement IPSec filters on the computer.
These filters listed in Table 3 will restrict traffic accepted by the server to DHCP-
related traffic only [5].

Table 3: IPSec rules to secure a DHCP server

Service | Protocol | Source | Destination Source Destination | Action | Mirror
Port Port Address Address
One Point ANY ANY ANY ME MOM server Allow Yes
Client
Terminal TCP ANY 3389 ANY ME Allow Yes
Services
Domain ANY ANY ANY ME Each DC’s IP Allow Yes
Member address
DHCP UbDP 68 67 ANY ME Allow Yes
Server
All in- ANY ANY ANY ANY ME Block Yes
bound

traffic
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Windows Internet Name Service

Microsoft Windows networks make use of two different name resolution
technologies. In this section we will discuss securing the Windows Internet
Name Service, or WINS. The acronym WINS is in fact a bit of a misnomer. The
Windows Internet Name Service has nothing to do with the Internet. Instead,
WINS was designed to provide a way to resolve the NetBIOS names of
computers on a network to IP addresses. As with DHCP, in order to fully
understand the reasons and logistics of securing a WINS infrastructure, we
should briefly review how WINS works. Again, this is not meant to be a complete
tutorial on WINS, and the reader is expected to have a basic understanding of
WINS.

Although Windows 2000 and 2003 Active Directory networks are built on DNS,
WINS is still required in almost every Microsoft network. Ever since Windows
2000 and Active Directory were in development, administrators have been
promised that the death of NetBIOS is near. In fact, there are Microsoft
documents that state that WINS servers are not needed in a network consisting
entirely of Windows 2000-based computers [15]. Unfortunately, those promises
have been greatly exaggerated. Administrators will need to run WINS servers for
many years to come.

The fact of the matter is that even if you no longer need to support legacy clients
such as Windows 95, Windows 98, or Windows NT, if you run any network
applications that use NetBIOS names, you will need to have a WINS
infrastructure in place. Even Microsoft Exchange Server 2003, which was
released in October of 2003, requires NetBIOS name resolution for full
functionality [16].

WINS Basics

WINS provides a distributed database of NetBIOS names and IP addresses and
was created to solve the problems of broadcast-based name resolution along
with removing the burden of maintaining static LMHOSTS files. Computers on
the network could be configured with any number of NetBIOS names to identify
the resources they provide on the network. For example, a Windows 2000 client
will have a unique NetBIOS name which is exclusive to a single process running
on the computer as well as a group name which might address multiple
processes running on a number of computers.

Before WINS, NetBIOS name resolution was accomplished in a couple different
ways. One method of finding out another system’s IP address from its NetBIOS
name was by a broadcast. While this method worked fine on a small network,
once the network grew the amount of broadcast traffic on the network also grew.
In addition, since the broadcasts would not pass routers, this method would not
work to find systems on other subnets. To remedy this, administrators used files
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called LMHOSTS files. These files would reside on each system and provide
static mappings of NetBIOS names and IP addresses. While this solved the
problem of finding systems beyond routers, it added a major administrative
burden. WINS was developed to solve these issues.

There are two main components to a WINS infrastructure, the WINS servers and
the WINS clients. The WINS server handles name registration and name release
requests from clients and responds to name resolution queries from WINS clients
by returning the IP address of the name being queried. In addition, they also
replicate with other WINS servers. WINS clients will register and release their
NetBIOS names with the WINS server and will make use of the WINS server for
name resolution requests.

When a computer running Microsoft Windows starts up, it will try to register its
NetBIOS names and IP address with the first WINS server with which it has been
configured. It will send one registration request for each NetBIOS-based network
service running on the computer [17]. A detailed analysis of the types of
NetBIOS names is beyond the scope of this paper, but let’s discuss a few
examples.

Every computer on the network will register the computername<00> NetBIOS
name [18]. This is the Workstation service and is an example of a unique name.
A computer that has Microsoft file and printer sharing enabled will register the
computername<20> NetBIOS name [18]. Domain controllers will register the
domain name<1C> name [18]. This is an example of a group name.

You can see a list of the NetBIOS names of any computer by typing nbtstat —n
at the command prompt. Figure 9 shows the output of running the command on
domain controller.

o | C:HWINDOWS' system 32 cmd.exe

C:sDocuments and Settings“Administrator>*nbtstat -n

Local Area Connection:
Mode IpAddress: [192.168.1.181 Scope Id:- [1

NetBIOS Local Mame Table
Status

LABSERUER UNIQUE

LABNET < GROUP

LABMET < GROUP Registered
LABSERVER UNIQUE Registered
LABHET < UNIGQUE Registered
LABNET GROUP Registered
LABNET <1 UNIQUE Registered
..__MSBROWSE__ .<{@1> GROUP Registered

C:xDocuments and Settings“Administrator>_

Figure 9: NetBIOS names of a sample domain controller
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This registration process allows the client to confirm that its name on the network
is unique. If the name is already used on the network by an active client, the
WINS server will respond with a “fail” message and the client will consider the
name unregistered. Similar to DHCP, the name registrations have a finite
lifetime. By default, it is 144 hours (6 days) [18]. In addition, clients will send
name refresh requests. When a workstation shuts down normally, it will send a
name release request to the WINS server so that another system can register the
same name if necessary.

NetBIOS Name Resolution

By default, when Microsoft Windows 2000, XP, or Windows Server 2003 clients
start up in an Active Directory network, they are configured to use the hybrid
mode (h-mode) resolution processes. You can check to see what mode of name
resolution a computer is set to use by typing ipconfig /all at a command prompt
as shown in Figure 10.

e Command Prompt

Microzoft Windows XP [Uersion 5.1.26H81
(C> Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“byoshinoXipconfig ~all
Windows IP Configuration

Host MName : bhyoshino

Primary Dnz Suffix : Lunt.com

NHode Type

IF Routing Enabhled

WINS Proxy Enabled H

DNS Suffix Search List. . . . . . : Lunt.com
lunt.com

Ethernet adapter Wireless Hetwork Connection:

Media State : Media disconnected
Description : Intel¢R}» PROAlireless 22HBBG Networkik

Figure 10: IP configuration settings

When WINS clients need to resolve the NetBIOS name of another computer on
the network, they use the following process [19].

1. The client checks to see if the name it wants to query is its own local
NetBIOS name.

2. The client checks its local NetBIOS name cache.

3. The client forwards the NetBIOS query to its configured primary WINS
server. If the primary WINS server fails to respond, the client will
attempt to contact any other WINS servers it is configured with in the
order they are listed.

4. The client broadcasts the NetBIOS query to the local subnet.

5. If it is configured to use one, the client checks the LMHOSTS file for a
match to the query.

6. The client tries its HOSTS file and then a DNS server, if it is configured
with one.
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WINS Server Replication

Since WINS is a distributed database, in order to achieve database consistency,
WINS servers need to replicate with each other on a regular basis. If a company
has multiple physical locations, they may choose to install a WINS server at each
office. If the clients at each office are configured to register with their local WINS
server, administrators will need to create a replication topology to ensure every
client is able to resolve the NetBIOS name of every other client on the network.
These replication partnerships take the form of either push or pull replications. In
a push replication, a WINS server will notify its replication partner based on the
frequency of updates made on the WINS server itself [20]. Pull replications are
instead based on an amount of time called a replication interval [20].

Administrators can adjust both of these values in the replication properties dialog
box as shown in Figures 11 and 12.

Replication Partners Properties 2=l

General Push Replication PullHepIicationlAdvanced

Start push replication

[~ When address changes

Mumber of changes in version |0 before replication: IU _I;

[V Use persistent connections for push replication partners

QK. I Cancel | Apply |

Figure 11: WINS Server Push replication settings
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Replication Partners Properties 2l

General | Puzh Replication  Pull Replication |.&dvanced|
Hours: Minutes:  Seconds:
Start time: |E _|::' IU _|:‘ ID _I:

Dayz: Hours: hinutes:

Beplication interval: IlJ ﬂ IU :ll ISD :II

Mumber of retries: I3 _%

[V Start pull replication at service startup

v Use persistent connections for pull replication partners

ak I Cancel | Apply |

Figure 12: WINS Server Pull replication settings

There are a number of aspects that should be taken into account when planning
WINS server replication. One of the most important of these is fault tolerance.
Even very small networks should have at least two WINS servers installed.
Windows 2000 and XP clients can be configured with multiple WINS servers to
use for name registration and name resolutions. Of course, in order to be of any
use, these two servers need to replicate with each other to ensure each of them
has a complete database.

Additionally, administrators need to decide on an acceptable convergence time.
The convergence time is the time required to replicate a new WINS database
entry from the WINS server that owns it to every other WINS server on the
network [20]. In small networks, this time may be minimal, but in global
networks, this time may be measured in hours. Along with the replication
interval options we previously discussed, administrators can reduce the
convergence time by designing an efficient replication topology. In most cases, a
hub-and-spoke model can be used as shown in Figure 13. Itis up to the
administrator to determine what amount of convergence time is acceptable.
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Figure 13: Hub-and-spoke WINS replication
Finally, while WINS was developed to reduce the amount of broadcast traffic on
the network, administrators need to take the available bandwidth into
consideration when planning replication topologies.

Automatic Partner Configuration

Windows 2000 Server and Windows Server 2003 WINS servers offer
administrators an automated partner configuration service. If configured in this
manner, WINS severs on the network discover each other and create replication
partnerships automatically. These partnerships are of the push/pull type [20],
though later we will discuss that configuring replication relationships manually is
often the better alternative.

WINS Server hardware recommendations

The Windows Server 2003 WINS development team demonstrated that a
computer with a single Intel Pentium [l 350 MHz processor, 128 MB of RAM, and
a standard IDE hard drive was able to handle an average of 300 name
registrations per second and an average of 350 name queries per second [17].
Additionally, Microsoft suggests that a conservative estimate is one WINS server
and one backup for every 10,000 computers on the network [17]. While the lab
test hardware specs are ancient by today’s standards, administrators need to
take care in planning their WINS server hardware deployments to ensure that
their WINS infrastructure remains stable and operational.
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Like DHCP, the WINS service requires frequent and intensive disk activity.
Microsoft suggests using a server with a RAID solution to improve disk-access
times [21], but in most installations, this probably won’t be necessary. Like the
DHCP service, WINS servers have built-in counters that you can load into
performance monitor to evaluate your hardware. In addition, you may choose to
adjust your Burst Handling configuration depending on your network needs.
Burst Handling will be discussed later on.

Finally, since your WINS server or servers are a critical piece of the network
infrastructure, every WINS server should be configured with a static IP address.

Ways a WINS server can be attacked

In order to secure a WINS infrastructure, we need to understand how WINS can
be attacked. In this section we will review some of the common attack vectors
used to compromise WINS. Later, we will discuss some of the best practices
administrators can use to secure WINS.

Unauthorized modification of WINS server configuration

As with any other critical service, if an attacker is able to gain administrative
control of the WINS server, there is no end to the amount of damage they can
do. They can modify replication topologies, add and/or remove records from the
database, or even decommission the WINS server completely.

DoS attacks on WINS servers

A simple way to attack a WINS server is to perform a DoS attack against the
server. An attacker can either compromise an existing machine on the network,
or attack the server remotely via a wireless network. By sending numerous
name registration or name resolution requests the attacker can attempt to
overload the queue and prevent the server from responding to legitimate
requests.

Attacking Replication between WINS servers

WINS is a distributed database. Depending on the size of your network, you may
have a number of WINS servers servicing clients on different parts of your
network. For instance, your company might have multiple locations; one in
Chicago and another in the suburbs. In this case, you might install one WINS
server at the Chicago office and other WINS server in the suburban office and
configure the two as replication partners. By default, clients will register with the
first WINS server they are configured with in their TCP/IP properties. If an
attacker can succeed in preventing replication, clients in the Chicago office will
not be able to communicate with the clients in the suburban office since the
Chicago office WINS server will not contain the NetBIOS records for the clients in
the suburban office. One method an attacker can use to prevent replication
between WINS servers would be to perform a DoS attack against one of the
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servers. Yet another method would be to gain control of a WINS server and
modify the replication configuration of a particular WINS server.

False NetBIOS record registration

When a client attempts to register its host and group records with a WINS server,
the WINS server will check to see if any current records exist with the same
name. If a record exists, the WINS server will attempt to contact the current
owner of the record. If the owner does not respond, the WINS server will replace
the old record with the new one [5]. An attacker can attempt to hijack a record by
performing a DoS attack on the original client so that it is unable to respond to
the WINS server’s request to defend it’s ownership of the record.

Regqistration of Incorrect records

Although host and group records are different from each other, an attacker can
attempt to create a situation where they register a host record with the same
name as a group name. For instance, if a hacker succeeds in registering a host
name of SALES in a WINS database that also had a group record for a domain
called SALES, they can prevent domain authentication requests since clients will
be unable to locate the proper domain records to find an authentication server
[5].

Best Practices

Fortunately, there are a number of steps administrators can take to harden their
WINS infrastructure against attack. As with the section on securing DHCP, not
all of these recommendations will apply to all installations. It is up to the
administrator to determine the particular needs of their organization and proceed
accordingly.

Use the default settings

The “out of the box” settings for the WINS server should be used in most WINS
server installations. The preconfigured settings provide optimal security and
should only be altered when absolutely necessary [21].

Physically secure the WINS server

Regardless of what steps an administrator might take to secure a WINS
infrastructure, unless they have taken steps to ensure the physical security of the
server, the configuration aspects of hardening a WINS server are worthless.

Audit membership of Administrative Groups

Members of the local Administrators group and the Server Administrators group
on a WINS server computer have full control of the WINS server configuration
console [5]. Membership of these groups should be reviewed on a regular basis
to ensure that no unauthorized personal have rights to administer the WINS
servers.
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Validate WINS server replication topology

Administrators should perform regular checks to ensure that networks with
multiple WINS servers have the correct replication settings. This includes not
only replication partner settings, but bandwidth considerations as well.

Use static entries for critical NetBIOS applications

To prevent an attacker from attempting to hijack a record with a false update, an

administrator might choose to use a static record for a critical NetBIOS name.
Administrators can ensure these records are not overwritten on a Windows
Server 2003 WINS server by clearing the checkbox “Overwrite unique static
mappings at this server (migrate on) as shown in Figure 14.

Figure 14: Protecting static entries from being overwritten

Replication Partners Properties 2 x|

General | Puzh Replication | Pull Heplicationl Advanced

[~ Owenarite urique static mappings at this server (migrate on)

ak I Cancel Apply

Eliminate NetBIOS Applications

While this suggestion is included in the Windows Server 2003 resource kit [5]
NetBIOS applications will be around for a while. Even the latest version of
Microsoft Exchange Server still requires NetBIOS name resolution for full
functionality.

Use detailed logging to troubleshoot problems

Although detailed logging can impose a performance burden on a WINS server, it

can be useful in troubleshooting WINS server problems. For instance, you can
review the event logs generated by the WINS server to look for Burst Handling
events.

Bursts occur when a large number of clients try to register their NetBIOS names

simultaneously [22]. The Burst Handling feature (Figure 15) uses a threshold
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value, which by default is 500 [22]. If more that 500 clients attempt to register
their names at the same time, the WINS server goes in to Burst Handling mode
and any additional clients are sent positive responses by the WINS server. This
response includes a varied , but shorter than usual Time-to-Live (TTL). This
helps regulate the load on the WINS server and slows the rate of name refresh
and renewal rates.

LABSERVER [192.168.1.10] Properties 21x]

Generall Intewalsl Database Yerification Adwanced

[ Log detailed events to wWindows evert log

Detailed event logging can degrade spstem performance and is
recommened only for troubleshooting WIS,

v Enable burst handling

Set the number of requests that the server can handle at one time
before clients have to retry registration or renewal.

 Low " High

& Medium  Cuztom I

Databage path:
IXwindir‘Z\system32\wins

Starting version |D [heradecimal]:
|n

¥ Use computer hames that are compatible with LAM M anager

ak I Cancel | Spply |

Figure 15: WINS Server burst handling configuration

While a burst handling event may be a sign of a denial of service attack, it can
also mean that the WINS server is underpowered.

Keep the number of WINS servers to a minimum

A single WINS server can adequately service up to 10,000 clients [17]. The only
reason you would need to add more WINS servers is if you wanted to add fault
tolerance or if your physical network topology dictates their need. Either way,
you should strive to keep the number of WINS servers to a minimum, thereby
reducing administrative overhead and the potential for database corruption. In
the event your network requires multiple WINS servers, Microsoft suggests the
use of a hub-and-spoke configuration which offers the best convergence time
and least chance for database corruption [21].

Manually configure WINS replication partners

If you keep the number of WINS servers to a minimum, it is not that difficult to
manually configure your replication topology. Although small networks may
choose to use the automated partner configuration feature, configuring them
manually allows you to ensure that all replication partners receive a complete
database and that only authorized servers are allowed to participate in
replication.
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Keep the WINS server computer up-to-date with patches

Since the WINS service runs on top of the server operating system, you need to
make sure that the server is kept up to date with all of the Microsoft patches and
service packs. Any vulnerability that can be exploited in the operating system,
whether it is related to WINS or not, can affect the WINS Server service.
Fortunately, tools such as Windows Update and the new Windows Server
Update Services (WSUS) can help administrators ensure their server computers
are up to date.

Secure your WINS server with IPSec

In installations that require very high security, administrators can use IPSec filters
to limit the traffic accepted by a WINS server [5]. Using the rules listed in Table
4, you can ensure that only WINS related traffic reaches the WINS server. Note
that these rules assume that the server functions only as a WINS server and a
domain member.

Table 4: IPSec rules to protect a WINS Server

Service Protocol | Source Destination Source Destination Action | Mirror
Port Port Address Address
One Point ANY ANY ANY ME MOM Server Allow Yes
Client
Terminal TCP ANY 3389 ANY ME Allow Yes
Services
Domain ANY ANY ANY ME Each DC’s IP Allow Yes
Member address
WINS TCP ANY 1512 ANY ME Allow Yes
Resolution
Server
WINS UDP ANY 1512 ANY ME Allow Yes
Resolution
Server
WINS TCP ANY 42 ME WINS Allow Yes
Replication replication
Client partner
WINS UDP ANY 42 ME WINS Allow Yes
Replication replication
Client partner
WINS TCP ANY 42 WINS ME Allow Yes
Replication replication
Server partner
WINS UDP ANY 42 WINS ME Allow Yes
Replication replication
Server partner
All inbound ANY ANY ANY ANY ME Block Yes
traffic

Configure your WINS servers to point to themselves

WINS servers themselves need to register their own unique and group NetBIOS
names. Each WINS server should be configured to point to itself in its TCP/IP
properties to prevent errors.
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Perform regular backups of the WINS database
WINS uses the Jet database format to store its data [23]. The files listed in Table
5 are used by WINS and stored in the %systemroot%\System32\wins directory:

Table 5: WINS Server database files

Wins.mdb This is the WINS service database file which
contains two tables: an IP address-to-Owner ID
mapping table and a Name-to-IP address mapping

table

Winstmp.mdb temp file used as a swap file during index
maintenance operations

J50.chk A checkpoint file used to indicate the location of the

last information successfully written from the
transaction logs to the database

J50.log and j50####.log | files of all transactions done with the WINS
database

Res#.log Reserved log files used when the server runs out of
space

The WINS database can easily be backed up through the WINS console shown
in Figure 16. Administrators should be sure to regularly backup the WINS
database as part of their disaster recovery plan.

~=lojx|

Fle Action Yiew Help
s |Bm XFHB| R

(%5l wins | LagsERvER [192.168.1,10]
8 Server Status | Configuration Foldets for 'LABSERYER' | Description |

5 [ M

~ A At Display Server Statistics iskr ations Namg entries in the WINS Database

Fartners Servers that this WINS server replicates with
CB Ref  Scavenge Database

werify Database Consistency. ..
werify Wersion ID Consistency. ..

Start Push Replication, .,
Start Pull Replication. ..

Wigw L3

Celete
Refresh
Expork List. ..

Propetties

Help
!Back up the WINS database |

Figure 16: Backup up the WINS database
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Domain Name System

Whereas as earlier editions of Microsoft networks were built on WINS, Windows
2000 and later operating systems were built to use DNS, or the Domain Name
System, as their name resolution service. Introduced in 1984, DNS was born in
the early days of the Internet [24]. Today, DNS is a globally distributed
hierarchical database of hostnames and IP addresses. And while administrators
of NT4 domains could run a fully functional network with little knowledge of DNS,
today’s Active Directory administrators are required to have an intimate
understanding of DNS. Not only is it is the backbone of Active Directory; DNS is
a crucial service required for the function of the Internet.

Have you checked DNS?

DNS plays such an important role in Active Directory networks, that the question
posed above is usually one of the first troubleshooting steps offered when asking
for help with an Active Directory networking problem. Clients make use of DNS
servers for everything from resolving World Wide Web addresses to finding a
domain controller with which to authenticate. If your Windows XP workstation
can’t log on to the domain, it's probably a DNS issue. If you want to promote a
new Windows Server 2003 computer to a domain controller but run into an error,
it's probably a DNS issue. If your customers can access your web site by using
the IP address, but not by URL, you can take a guess where the problem lies:
DNS!

DNS is such a complex topic that entire books have been written about it [30],
[31]. In the next section, we will briefly review of some of the basic concepts
crucial to understanding the role DNS plays in an Active Directory network. This
is certainly not meant to be a complete discussion of how DNS works and the
reader is expected to have a strong understanding of the basic concepts of DNS.
Nevertheless, this review should help reinforce the reasons why DNS needs to
be secured and the steps to do so.

DNS Basics

If a DNS server is not available when you try to create the first domain controller
for the first domain in the first tree of your first forest, the domain controller
promotion process will not proceed until you either install a DNS server or ask it
to build one for you. This example alone should drive home the fact that DNS is
required for nearly every operation of Active Directory.

There are basically two components to DNS, the DNS client service and the DNS
server service. DNS clients make use of DNS servers to resolve host name
queries as well as register their own host name records. Every computer on an
Active Directory network will need to be configured with at least one DNS server.
These DNS servers, along with being DNS clients themselves, allow clients to

33



locate other clients on the network. For instance, when a Windows XP
workstation boots up and attempts to find an Active Directory domain controller
with which to authenticate, it contacts its preferred DNS server. The DNS server
will then check its database and return the information to the client.

Similarly, after logging on if the user wants to perform the electronic equivalent of
reading the sports section at work, they can point their web browser to, for
example, www.espn.com. The DNS client on their machine will again query it's
preferred DNS server for the IP address of that web site. This query will most
likely trigger an entire series of queries resulting in the client computer finally
getting an answer to its question.

In an Active Directory network, the computers that can serve as DNS servers will
be either Windows 2000 Server or Windows Server 2003 computers. That’s not
to say your DNS infrastructure must be based off of Microsoft’s implementation of
DNS. For instance, a fully functional Active Directory can be built using current
versions of BIND running on a Linux machine or Lucent’s QIP software. In fact,
large enterprises may be forced to build their Active Directory installations atop
non-Microsoft DNS servers. This is often because the business groups that
manage the directory services are different than the groups that run the network
infrastructure services. The infrastructure group may have a well-established
and stable DNS infrastructure running BIND, and there is little chance that these
UNIX gurus would be willing to scrap it all and install Microsoft servers. Although
you won’t be able to make use of a number of security features offered when
running DNS on Windows Server boxes, you’ll have very little trouble getting
Active Directory up and running. The important point is that whatever non-
Microsoft DNS server you choose to install, it needs to support three key
capabilities:

e Support for dynamic updates
e Support of SRV records
e Support for names with underscores

Of course, the DNS Server service on Windows 2000 Server and Windows
Server 2003 computers support all of these features.

DNS is a hierarchical database

We mentioned before that DNS is a globally distributed hierarchical database.
Active Directory administrators will not only have to concern themselves with
securing their own portion of the namespace but will also need to ensure the
security of communications between their internal namespace and the rest of the
hierarchy. For instance, when clients on the internal network need to resolve
host addresses on the Internet, a number of DNS-related communications will
need to take place. This includes queries not only between the local client and
its preferred DNS server, but also between the preferred DNS server and the
other authoritative DNS servers out on the Internet.
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DNS replication

In order to provide fault tolerance and load balancing, you will want to set up
multiple DNS servers to support your Active Directory. There are a number of
different replication types. Primary and Secondary zones support a master/slave
relationship. For instance, you can only add, modify, and delete records in a
primary zone. Secondary zones are read-only zones. They are copies of
primary zones and get their data by transferring zone data from primary zones.
You can also integrate the zone with Active Directory. These zones are
appropriately called Active Directory-integrated zones, and offer a number of
advantages such as increased security and multimaster replication.

Caching
Caching is another major responsibility of DNS servers. When a DNS server

receives an answer to a query, it will cache the record for a predetermined
amount of time. If a second query comes in for the same record, and the record
is still considered valid, the server will not have to use valuable bandwidth to
process the query again. Instead, it can return the answer out of its cache. The
caching aspect of DNS servers is so important that some network administrators
install DNS servers strictly as caching-only DNS servers. In other words, these
DNS servers are authoritative for no zones of their own. Instead, they exist
solely to reduce the time and bandwidth needed to resolve queries.

A final note

DNS is framework upon which Active Directory is built. Although administrators
can implement a number of the security practices discussed in the upcoming
sections with a limited understanding of how DNS works, in order to truly benefit,
the reader should have a strong understating of how DNS works and the name
resolution process. Administrators with a strong understanding of DNS will be
better able to make the proper decisions regarding how to secure their DNS
infrastructure.

DNS Server Hardware Recommendations

The hardware recommendations for DNS servers are much more complex than
that of DHCP or WINS servers. There are a number of factors that need to be
considered when deciding not only the hardware requirements for a particular
server, but also how many of each type of server the environment will need. For
instance, administrators will need to decide how many zones the DNS server will
host, how large each zone will be, and how many queries the DNS server is
expected to receive. Regardless of your particular environment, planning should
begin with a review of Microsoft’s recommendations.

When Microsoft developed DNS for Windows Server 2003, the DNS
development team tested the DNS server service on readily available hardware

35



to compile statistics that could be used as a benchmark for estimating DNS
server performance [25]. The test configuration was configured as follows:

Processor: One (1) Intel Pentium Il 733 MHz processor
RAM: 256 MB
Hard drive: 4GB

The server, running Windows Server 2003 had only the DNS server service
installed. During the more-than-four-day test, the server was subject to both
name resolution queries and dynamic updates requests simultaneously. The
results of the test can be seen in Table 6.

Table 6: DNS Server development team test results

Queries/sec Dynamic Updates/sec Processor Utilization

9500 1300 75%

The zone types used were dynamic standard primary zones. Note that if Active
Directory-integrated zones were used, the rate at which the server could process
updates would be decreased due to the need to read and write to the Active
Directory database [25]. Additionally, if only secure dynamic updates were
allowed, the update rate would also decrease [25].

This test was not meant to specify the exact performance specifications of a DNS
server running Windows Server 2003 but instead to provide a point of reference
so that administrators could begin to plan server capacity. Windows Server 2003
includes over 60 performance counters in System Monitor that can be used to
measure and gauge multiple aspects of server function [25].

As mentioned earlier, before administrators can begin to plan the hardware for
their DNS server infrastructure, they will need to perform a review of their needs
first. Most environments will have multiple DNS servers. Some will host multiple
zones while others might serve as caching-only DNS servers. Administrators will
also need to decide if they will implement Active Directory-integrated DNS zones,
since this will dictate that the DNS service be installed on a domain controller.

Often, adding RAM to a DNS server results in the most noticeable performance
benefits [26].This is because the DNS Server service fully loads all the zones it is
configured with in to memory at startup. Fortunately, there are four performance
counters dedicated to surveying memory performance [25].

Common types of Attacks on DNS

Securing DNS begins with first understanding how DNS can be attacked. In this
section we will review some of the attacks common to DNS. Later, we will
discuss some best practices administrators can use to secure DNS.
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Denial of Service attacks

As we mentioned before, a stable and available DNS infrastructure is critical for
Active Directory to function. If DNS servers are not available, then clients will not
only have trouble resolving host names of clients out on the Internet, but they can
also have difficulty in finding hosts and services on the local intranet. For
instance, unless a local DNS server is available to answer queries for the SRV
records of domain controllers, clients will not be able to log on. The DoS attack
can occur in any number of ways, such as a compromised client on the network
attempting to overwhelm the local DNS server with DNS name resolution
requests.

Unauthorized Modification of DNS Records

The inherent support of dynamic updates can lead to the unauthorized
modification of DNS records. Unless the DNS zones are properly secured, it
might be possible for an attacker to register or alter existing records so that
clients attempting to contact certain hosts on the network are unsuccessful or
possibly even redirected to hosts under the control of the attacker. In addition, if
an attacker is able to gain local control of the server, they can attempt to add
static DNS records to the DNS zones.

Cache Pollution

Similar to the above attack, an attacker can attempt to add false information to
the DNS server’s cache in order to redirect the clients to a system under the
hacker’s control. As we discussed earlier, Windows 2000 Server and Windows
Server 2003 DNS servers will check to see if the queried name exists in its local
cache. If the record exists in the cache, the DNS server will return the cached
information instead of using the hierarchy to resolve the name. Therefore, if an
attacker is able to “pollute” the cache with false information, the DNS server will
return these false records instead of contacting the authoritative DNS server for
the zone.

Unauthorized Zone Transfers / Footprinting

The DNS zones that support an Active Directory network contain an enormous
amount of information. While the hosthames and IP addresses of your client
workstations may not seem to be the most confidential information in your
organization, it is the other record types, specifically SRV records, which you
wouldn’t want an attacker to know. These records can provide information such
as which servers in your network function as domain controllers, global catalog
servers, and so on. If an attacker can successfully footprint your network, they
will know exactly which servers to target their attacks on.

Using DHCP to provide false name server information to clients
This was discussed in the DHCP section, but it is worth mentioning here again. If
an attacker is able to compromise the client’s preferred DNS server settings, they
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can successfully redirect the client to a DNS server under the control of the
hacker without any detection by the client.

Best Practices

Ensure the physical security of your DNS servers

The third “Immutable Law of Security” as described by Microsoft’s Security
Response Center is that “If a bad guy has unrestricted physical access to your
computer, it’s not your computer anymore” [27]. We discussed this in the
sections on DHCP and WINS, but it is such an important topic we will touch on it
again here. Whereas your DHCP and WINS servers hold critical and confidential
information about your network, Active Directory’s dependence on the DNS
Server services makes them even more so. Should an attacker succeed in
compromising, stealing, or even destroying your DNS servers, Active Directory
will cease to function. An attacker may take a less obvious route and simply
copy the zone files to a floppy disk or USB drive. As discussed earlier, the zone
files contain all the information an attacker could want to footprint your network.
Finally, in situations where administrators make use of Active Directory-
integrated DNS zones, the DNS Server service resides on domain controllers.
Should one of these servers become physically compromised, you have few
choices for recovery. A common joke is that the tool you run on your domain
controllers after a physical attack is FDISK, alluding to the fact the entire domain
will have to be “nuked” and rebuilt from the ground up.

Use Active Directory-integrated zones with secure dynamic updates

Instead of using primary zones, Microsoft suggests administrators use AD-
integrated DNS zones whenever possible [5]. In addition, these zones should be
configured to allow only secure updates. Along with providing fault tolerance,
AD-integrated zones offer a number of security advantages. Along with
prohibiting non-secure dynamic updates, AD-integrated zones also allow you to
define access control lists to control granular access to both complete zone files
as well as individual records [32].

Secure the DNS Server against cache pollution

Both Windows 2000 and Windows Server 2003 allow the administrator to
implement DNS cache protection on DNS servers. This option, found in the
Advanced tab of the DNS server’s properties page (Figure 17) forces the server
to inspect the responses from other DNS servers. If the DNS server receives a
response to a resource record query from a server that is not authoritative for
that DNS zone, the server will not cache the record. By default, cache pollution
protection is enabled by default on Windows 2000 SP3 and later DNS servers
[28].
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Figure 17: Cache Pollution protection setting

Slave your internal DNS servers

Earlier we discussed the caching aspect of the DNS Server service. We can also
use this concept to increase the security of our DNS infrastructure. Suppose an
attacker sets up a DNS server for some domain. This person configures the
DNS server to exploit some vulnerability in the DNS Server service such as a
buffer overflow or similar threat when responding to queries. Then they send out
a spam e-mail with a link to their website. If the attacker can succeed in getting
just one of your internal clients to click on the link, they will succeed in having
your internal DNS server do a name resolution request to the malicious DNS
server. If you have been lax about your patching policy, the attacker may be able
to gain control of your machine.

In order to prevent this, you can set up an additional DNS server outside of your
internal network; perhaps sitting in the DMZ. This would be a stand alone
machine and not a member of the Active Directory domain. This server is a
hardened DNS server which contains no zone files of its own. Its only
responsibility is to perform name resolution requests that have been sent to it by
your internal DNS servers. You then configure your internal DNS server to
forward all of the name resolution requests to this server. Additionally, you
prohibit the server from performing recursive requests in the event the server is
unresponsive or unavailable.

Even if an attacker is able to compromise the hardened DNS server in the DMZ,
they will not have been able to attack any of your internal DNS servers. Note
that prohibiting the internal DNS servers from performing recursive queries is
critical. When using forwarders, administrators can configure a time-out value so
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that name resolutions can still occur even if the forwarder is down. Without
disabling this feature, an attacker could use it as an exploit. For example, the
attacker might suspect your network is using a forwarder and configure their DNS
server to respond to the initial name resolution request slowly, hoping the initial
query will time out. If the next query comes from a different IP address in your
address block, the attacker might assume that the internal DNS server gave up
on the forwarder and chose to resolve the name itself. The attacker's DNS
server will then respond quickly with the malicious reply.

In order to “slave” a DNS server, we configure it to use a hardened forwarder, or
for better fault tolerance, forwarders, and then prohibit it from performing
recursive queries on its own in the event the forwarder is down or otherwise
unavailable. To prevent the DNS server from performing recursive queries on its
own, we check the box labeled “Do not use recursion for this domain” on the
Forwarders tab of the DNS Server properties dialog box (Figure 18).

Z2EUS Properties n

Debug Logging i Event Logging i onitaring I Security
Advanced | Foat Hints I

Interfaces

Fonwarders are servers that can resolve DNS gueries not answered by this
server. Forward queries for names in the following DMS domains.

DMS domairn:

Al other DMS domains New...

Femave

Toadd a forwarder, select a DMS domain, tppe the fonsarder's 1P address
below, and then click &dd.

Selected domain's forwarder [P address list:

Mumber of seconds before forward queries time out: |5

[T Do not ugse recursion for this domain

aK l Cancel | Apply i

Figure 18: Disabling recursion on a DNS server

Use “Split-Brain” DNS

The concept of Split-Brain DNS can be complicated, but understating it is a
necessity for any DNS administrator. Using Split-Brain DNS allows
administrators to support their internal Active Directory network without risking
any exposure of the zones on the DNS servers to the outside world. Before
discussing how Split-Brain DNS works, lets discuss the alternative; having one
DNS server or set of DNS servers which support the internal network and
respond to external queries as well.
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Let’s assume we have a simple single Active Directory forest which contains a
single domain named yoshino.com. This domain has two domain controllers and
two DNS servers. The DNS servers are member servers of the domain. One of
them, called dns1.yoshino.com, holds the primary zone for the yoshino.com
domain while the other, dns2.yoshino.com, holds a secondary zone. All of the
computers in the yoshino.com domain have their preferred and alternate DNS
servers set to dns1.yoshino.com and dns2.yoshino.com respectively.
Additionally, since dns1.yoshino.com is the authoritative DNS server for the
yoshino.com domain, all computers register their resource records with
dns1.yoshino.com.

Yoshino Corp. also has an Internet presence. They registered the yoshino.com
domain and gave their registrar two of their public IP addresses to use as the two
name server computers for the yoshino.com domain. They also created two
rules on their firewall to forward name resolution requests coming in on those IPs
to their two internal name servers.

When someone on the Internet wants to browse www.yoshino.com or send mail
to someone in the yoshino.com domain, their local DNS server will eventually
resolve the name using either dns1.yoshino.com or dns2.yoshino.com. While
this configuration is fully functional, it poses a number of major security risks,
such as exposing the entire DNS domain to the Internet. In addition, a situation
is created where hosts on the Internet are able to communicate directly with
critical servers on the intranet.

Instead, Yoshino Corp. should implement a split-brain DNS architecture. In this
set up, Yoshino Corp. will install two additional DNS servers outside of their
firewall. These DNS servers can be hardened Windows 2000 Server or
Windows Server 2003 computers which are not members of the Active Directory
domain. These servers are called ns1.yoshino.com and ns2.yoshino.com.
ns1.yoshino.com will hold a primary DNS zone for the yoshino.com domain and
ns2.yoshino.com will hold a secondary zone. The key point to understand here
is that the internal DNS servers know nothing about the external DNS servers
and vise-versa. As far as the internal DNS servers are concerned, they are the
only name servers in existence for the yoshino.com domain. The same goes for
the external DNS servers.

The internal clients will continue to use the internal DNS servers for all their
name resolution needs. As for the outside world, Yoshino Corp. will have the
registrar point to ns1.yoshino.com and ns2.yoshino.com. The zones on the
external DNS servers will know nothing about the Active Directory domain. In
fact, they will only contain a handful of records such as a host records for www,
ftp, and a mail exchange record.

An alternate split-brain DNS architecture also exists. For instance, a number of
domain name registrars and ISPs offer DNS domain name hosting as part of

41



name registration or Internet access packages. For instance, suppose that
Yoshino Corp. decided to acquire Internet access through Covad
Communications, a nationwide provider of DSL and T1 technologies. Covad
offers DNS zone hosting to its customers, and instead of hosting their own
external DNS servers, Yoshino Corp. chose to allow Covad to host their external
zone. All the administrators of Yoshino Corp. would have to do is tell their
registrar that the authoritative name servers for the yoshino.com domain were
the name servers provided by Covad and then add the necessary records to the
zone. This provides a number of benefits. It reduces the amount of computer
hardware and software needed to support the external yoshino.com zone, and it
transfers the responsibility of securing the zone to someone else, a good move
as long as the third-party is trusted.

Allow zone transfers to authorized DNS servers only

Windows 2000 Server and Windows Server 2003 DNS servers allow you to
restrict zone transfers between servers. Administrators should be sure to
configure which servers are allowed to participate in zone transfers by using the
Zone Transfers tab in the properties of the DNS zone (Figure 19).

labnet.com Propetties il 5'

General | Start of Autharity (SO&) |
Mame Servers I WINS Zone Transfers

A zone transfer sends a copy of the zone to requesting servers.

 To any server

' Only ta servers lisked on the MName Servers tab

€ Only ta the Following servers

IP address:
Aidd

Eemove |

Ta specify secondary servers to be natified of zone updates, click

Mokify.
Motify, .. |
OF I Cancel | Apply I

Figure 19: Restricting Zone Transfers

Restrict administrative access to the DNS server

There are a number of groups that have administrative access to the DNS Server
service. Besides the local Administrators group on the DNS server computer, the
DNSAdmins, Enterprise Admins, Domain Admins, and the Enterprise Domain
Controllers groups all have administrative access to the DNS server service [5].
Administrators should conduct regular audits to ensure only the proper accounts
are members of these groups.
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Periodically review the DNS server log

The DNS server offers a number of logging options as shown in Figure 20.
These logs can provide valuable information about the health of the DNS Server
service as well as alert administrators of potential problems. Administrators
should leave the default value of auditing all events.

LABSERYER Properties _ x|
Interfaces Fonwarders | Advanced I Fioot Hints I
[ebug Logging Event Logging | Manitoring I Security

The DMS event log maintains a record of emors, warnings, and other events
encountered by the DMS zerver. You can use this information to analyze
server performance.

Log the following events:
i E:

= Enars only

" Emors and warnings
= Al everts

QK I Cancel | Apply |

Figure 20: DNS Server logging options

In addition, Microsoft suggests that the size of the DNS Service log be a
minimum of 16MB on all domain controllers and that the logs be configured to
“Overwrite Events As Needed” as shown in Figure 21 [5].
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Figure 21: DNS log file handling options
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Configure your firewall to allow DNS traffic between your internal and external
DNS servers only

In order to ensure that your internal DNS servers remain as secure as possible,
your firewall should be configured to ensure the only DNS traffic that passes
through it is between your internal DNS servers and the external forwarders.
This will ensure that external computers on the Internet will be unable to attempt
zone transfers against your internal DNS servers and also prevents internal
clients from using external DNS servers.

Protect Primary and Secondary Zone files with NTFS

If AD-integrated zones are not an option, administrators should ensure that the
DNS zones files of primary and secondary zones are stored on an NTFS volume.
NTFS volumes allow administrators to use granular permissions to control
access to the files. The zones files should be secured so that only the System
group is allowed Full Control [29]. By default, the zone files are stored in the
%systemroot%\System32\dns folder.
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