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Abstract
Lewis University has a computer lab with a limited amount of
space, equipment, and technicians. This makes it impractical to
frequently change the configuration of cables, computers, and
other peripherals in the computer lab to allow students to
experience hands-on learning. Designing and implementing a
computer lab using software virtualization will allow
instructors to teach courses in a variety of security topics
such as ethical hacking, network security monitoring, intrusion
detection, computer forensics, firewalls, cryptography,
honeypots and server hardening without having to change the

physical network topology of the computer lab.
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Introduction

At present, Lewis University offers students limited hands-
on experience during computer courses. There is a limited amount
of lab space, hardware and technical resources needed to create
the necessary lab environments to cover a wide range of computer
topics. Students need more hands-on access to a diverse network
of different operating systems with a variety of network
monitoring, forensic and security tools to learn about
Information Security.

VMware provides software virtualization technology that will
allow students to gain experience in computer technology and
security. VMware Server will be installed on a computer in the
lab and VMware Player will be installed on student workstations.
Virtual machines will be created as needed for each class or
assignment. In addition to virtual machines created in class,
many security appliances with forensic, hacking and intrusion
detection tools are already available and may be downloaded at
no charge from the VMware website.

Another very powerful feature of VMWare Server is called
“snapshot” which allows the virtual machine to revert back to a
virtual machine’s actual state which includes the server’s disk
and memory at the exact moment of the “snapshot”. Only the

VMWare Server software provides the ‘snapshots’ feature. This
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feature can be very useful for settings such as a student-
centered lab, because individual students can leave a project at
the end of a lab period and return to it during the next class.

This paper serves as a blueprint for using VMWare Server in
Lewis University’s Information Security laboratories. It first
describes what virtualization is, how it works, and where and
how it is being deployed. It then documents and provides
examples of the kinds of appliances that have been created to
teach information security and protect existing systems. The
paper then documents the installation and deployment process.
The paper then returns to the security appliances mentioned
earlier in the paper to discuss how they can be used in a lab
setting. It is hoped that this paper will motivate the adoption
of virtualization in Lewis’s computer labs to increase the

number of hands-on opportunities for students.
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Literature Review

Software companies are experiencing rapid growth in
virtualization technologies. The latest version of VMware
virtualization software was released in July 2006. Microsoft is
now offering it’s *“Virtual Server R2” for free, Debian Linux
provides “OpenVZ Virtualization Software” and SUSE Linux now
provides “Xen” virtualization. Third-party software developers
such as Surgient are marketing commercial virtual training lab
management systems that provide students and developers self-
service web access to schedule customized lab environments
dynamically in collaboration with VMWare’s commercial ESX
virtualization software [22]. Software virtualization provides
the ability to create virtual training labs, and learning to
apply this technology at Lewis University will greatly enhance
the schools ability to provide students with a more hands-on
learning environment.

This discussion is about creating a virtual training lab by
implementing virtualization software applications, VMWare Server
and Player. VMWare Server 1s installed on a Windows or Linux
host machine and its functionality includes the ability to

create new virtual machines or open existing virtual machines



VIRTUAL INFO SEC COMPUTER LAB

that communicate with the host’s physical network or as virtual
machines that only communicate within an isolated virtual
training lab network, configures the virtual machine settings,
monitors performance of the host machine and makes snapshots of
a virtual machine’s actual state which may be reverted back to
using the same utility. VMWare Player is installed on a Windows
or Linux workstation. It is designed to run only one virtual
machine which may be a downloaded virtual appliance from the
VMWare website or a virtual machine created using VMWare Server.

References [1] through [21] provide an excellent
introduction to software virtualization technology. VMWare
provides an online database of supported VMWare guest operating
systems, an administrator guide, documentation on APIT
Programming, and virtual security appliances.

An example of a virtual appliance is the VMware appliance
managed by Endian [9] and extensive documentation appears on the
site for it. Endian firewall is not just a firewall appliance
but a threat management appliance that improves firewall
performance by responding to various types of attacks. This
appliance is installed by extracting the appliance files to a
folder and then opening the virtual machine using VMware Player
or Server.

After the files are extracted using VMWare Server, the



following procedure can be followed to deploy the tool.
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With the

VMWare server console open, select File >> Open. Then select the

virtual machine using the browse button to locate the virtual

machine.

See Figure 1.

Open Yirtual Machine x|

To open a virtual machine in the conzole, select from the lizt below and click OK.

To open a virtual machine that is not in the list. click Browse and select a virtual machine
configuration file from a local or network drive.

Wi name | Configuration file |
SUSE Linus Enterprize ... d:\linushsuse linus enterprisetsuse linus enterprise serverisus. ..
Windows Server 2003 5. dvwmzerverhw2k 3zed w2k Izewindows server 2003 standar...
Penguin Sleuth Kit d:hwrn_penguinhpenguin sleuth vitual platfarm sfeebgentoo. ...
QK | Cancel | Browsze... |

Figure 1: Selecting a virtual machine

After you select the virtual machine located in the folder

where the files were extracted, you automatically get the VMWare

console again with information about the “EFW_Community_2"

appliance with a guest operating system of Red Hat Enterprise

Linux 4 and a path to the location of the virtual machine

configuration file.

appliance.

See Figure 2.

Click the green arrow and start the
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% Local host - ¥Mware Server Console

Eile Edit View Host %M Power  Spapshot  wWindows Help

|
mmw p 8|8 |DeaDs

& Home - o Ped K 5h EPW_Community_2

EFW_Community_2

State: Powered off
Guest 05: Red Hat Enterprise Linux 4
Configuration file: D:LinuAEndianFwiEFW _Community _2VEFW_Comnunity _2., v
Yersion: Current wirkual machine For Yiware Server 10,0
Commands Devices
[}- Start khis wirkual maching Memory: 256 ME
H]:tl Edit: virtual machine settings &3 Hard Disk {3C31 0:0
E@ Ethernet Bridged
EBEthernet 2 Bridged
EBEthernet 3 Bridged
88 Processors 1

Figure 2: Starting the Endian appliance

Another security appliance program is Sguil, pronounced
sgweel. It provides network security monitoring and IDS alert
analysis. The Tao security company provides online documentation
about their first Sguil virtual machine which is a self-
contained Sguil deployment, with sensor, server, database, and
client [17].

The VMWare website lists and provides documentation on a
virtual machine called the Penguin Sleuth Kit Virtual Computer
Forensics and Security Platform [18]. This virtual appliance has
many forensic applications installed and is designed for
professionals and students wanting to learn computer forensics.

Another security-related virtual machine appliance is
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available on the VMWare website for hacking and networking
security usage and training [19]. The hacking and networking
security virtual machine includes many hacking and network tools
and some of the tools have been installed but require
configuration. This virtual machine comes with a collection of
tools to help students with studying and refining their ethical
hacking techniques.

The VMWare website includes an open source Ubuntu Linux
distribution designed to provide secure Internet browsing that
uses a Firefox web browser. It prevents most adware, spyware and
malware by leveraging the virtual machine’s isolation
capabilities to prevent downloaded malware from propagating to
the host computer, and the appliance is configured to reset
after each use so no personal information is stored on the
appliance. All the necessary documentation for this appliance is
located online [20].

There are many security related appliances that may be run
as a virtual guest machine using the VMWare Player or Server
software. There are appliances in the security category that may

be downloaded from the VWware website [7].
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Deploying VMWare Server

The VMWare server software may be downloaded from the
VMware web site after registering for a free license [2]. The
vendor provides online documentation for this software [4]. This
software installs on either a Linux or Windows operating
systems. VMWare Server version 1.0 released 7/10/06 with a build
number of 28343, was used for this research and testing. The
open—-source software included 100 Windows hosts and 100 Linux
hosts licenses. Most of this research has been performed on the
Windows version of VMWare Server, and so the paper will focus on
this version of the product.

Installing VMWare Server is a simple process. The process
begins with the dialog shown in Figure 3. Click the next button
to begin the install process on any supported host operating
system. The supported host operating systems are Windows 2000
Server and Advance Server SP3 and SP4, Windows 2003 wversions of
Standard Edition, Enterprise Edition and Web Editions Service
Pack 1. A complete list of Windows Server 32-bit and 64-bit host
operating systems is listed online [4]. A wide range of
processors are supported. Compatible processors include Intel
Pentium, Pentium II, Pentium III, Pentium 4, Pentium M Xeon,
BM64T, AMD Athlon, Athlon MP, Athlon XP, AMD Opteron, AMD Athlon

64, Turion 64. Dual-core processors are also supported [4].
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= ¥YMware Server =]

Welcome to the installation wizard for
I _} wilware Server

l _J g The installation wizard will install WMware Server components

on your computer, To continue, click Mext,

VMware Server

WARMING: This program is protected by copyright law and
international treaties,

= Back I Mext = I Cancel |

Figure 3: Introductory dialog during installation

The minimum hardware requirements for the host should be
based on the anticipated usage of the server. The maximum memory
that may be used concurrently by virtual machines is 4 GB if the
operating system is using Windows without Physical Address
Extensions (PAE) enabled [21]. The amount of memory supported on
Windows hosts with PAE enabled is 64 GB [4]. The recommended
memory for a virtual machine server is 384 MB. You may change
the assigned amount of memory, but be warned that if you assign
a lower amount than needed, the virtual machine will start using
virtual memory swapping, which will slow performance
considerably. Additional disk space is required for each virtual
machine. The additional physical disk space for each virtual
machine should equal the actual amount that would be used if it

were a separate physical server. Any network interface card that



VIRTUAL INFO SEC COMPUTER LAB 13

is supported by the virtual host can be used, and a static IP
address 1s preferred [4].

The next dialog that appears during the setup is the end-
user license agreement, which is shown in Figure 4. Read and

accept licensing agreement and click the next button.

]
License Agreement

Please read the Following license agreement carefully,

VMWARE, INC. 3
SOFTWARE BETA TEST AGREEMENT

Motice to User:

This Software Beta Test Agreement is a CONTEACT between you (either an

individual or a single entity) and Vidware, Inc. (VIIware), which covers ywour use of

the Vhware beta software product that accompanies this Software Beta Test

& greement and related software components, which may inchude associated media,
printed materials, and "online" or electronic documentation. All such software and
thaterials are refetred to herein as the "Beta Software. " If you do not agree to the

terms nf this Snflarare Beta Teat & srrement. then dn nnt install nriase the Beta LI

%' 1 accepk the kerms in the license agreement

™ 1 do not accept the terms in the license agreement

< Back I Mext = I Cancel |

Figure 4: End-user license agreement during installation

It is recommended that the physical disk or logical raid
volume of the computer be partitioned before the software
install. There should be a C partition for the default VMWare
software install and at least two additional primary partitions.
The additional partitions may have drive letters D and E and
should have volume labels that reference the type of virtual
machines that will be created and stored on this disk space.
Select custom install and verify the components that get

installed on the host. The physical disk space needed for a
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Windows host server is 250 MB for VMware Server, VMware
Management Interface, VmPerl API, VmCOM API, Programming APT,
and VMware Server Console installation [5]. Figure 5 shows a
list of the modules which can be included. Click the next button

and the software is ready to be installed.

v YMware Server

Custom Setup

Select the program Features vou want installed.

Click on an icon in the lisk Below to change how a feature is installed,

~Feature Description
| Server Components - S @
=5+ Whware Server nstalls the clint-side runtime
i — A

environment for the Server C
YMware Management Interface API

E| I Client Components
- i=d * | VMware YmiZOM Scripking APT

(= = | WMware WmPerl Scripting AFT This feature requires 2924KE on
-|=3 « | ¥Mware Server C API Technology your hard drive.
| LII:|I|I:|es =
H | IS OO PR R T T
‘ I [ _*I_I

Install ko

C:\Program FilesyYMwarel, B |
Help | Space | < Back I Mexk = I Cancel |

Figure 5: Selecting program features
Figures 6 through 9 illustrate the remainder of the
installation process. As you can see, installing VMWare Server

on a Windows machine is a rather straightforward process.
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o Vhware server
Ready to Install the ¥Mware Server components

The wizard is ready to begin installation.

Click Install to begin the installation.

If wou want to review or change any of your installation settings, click Back., Click Cancel to
exit the wizard.

< Back I Install I Cancel |

Figure 6: Final screen before installation

=11

Installing ¥Mware Server components ED
O

o

The components yaou selected are being installed.

Please wait while the installation wizard installs the WMware Server
components. This may take several minutes.,

Status:

Searching for installed applications

= Back | Hext = | Cancel I

Figure 7: Installation progress
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& ¥ware server x|
Customer Information 8’ [__-J
Please enter your information, O '3'

User Mame:
fbob

Organizakion:

ILIIex

Setial Mumber: (XX -3 N -1k
I?‘I? 1L-AIZPLE-PAQIK-4K125

< Back I Enter > I Skip = |

Figure 8: Providing registration information

jir ¥Mware Server 5'

r— Installation Wizard Completed

I J g The installation wizard has successfully installed the Yrware

Server components you selected, Click Finish to exit the
wizard,

VMware Server

= Back I Einish I Zancel

Figure 9: Finishing installation
After installing the VMware Server software, a virtual
machine may be created as new virtual machine or opened as an
existing virtual one. A virtual machine is a guest of the host
operating system. VMware supports both 32-bit and 64-bit guests.

The guest operating systems supported are listed online and
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include Linux, Windows, FreeBSD, Sun Solaris, and Novell [4].
The virtual machines always have the same hardware drivers as
shown online and they do not require any configuration [4].

The process of creating a new virtual machine starts within
the VMWare Server Console. Figure 10 is a screen shot of the
opened console showing the option to create a “New Virtual

Machine” or “Open Existing Virtual Machine”.

VMware Server Console
Connected to Local host running Yi¥lware Server 1.0.0

The ¥Mware Server Console lets vou connect ta virtual machines that run on YiMmare Server
systems, Each virtual maching is equivalent to a physical server with storage, networking,
memory and devices, The YMware Server Console gives you Full control ower wirtual
machines, including keyboard, video and mouse interackivity,

ale
s
Click. this button to create a news virtual machine, You then can instal
and run a variety of standard operating svstems in the virtual machine,
Mew Wirkual
Machine
|

J:_:I- Click, this button to display a list of wirtual machines available on this
’/’/ server and ko select one to display in this panel, You then can interact

with the guest operating swstem within this display as you would a

Open Existing standard PC,
Yirtual Machine
Click this buttan to connect to a different VMware Server ar GS¥ 3
hiost. Changing hosts will allow you to access wirtual machines on
A another server or on your local computer if it has YMware Server
Switch Hosk installed.

Figure 10: Opening a virtual machine
The next dialog box, which is shown in Figure 11, will
request i1if this is a typical virtual machine configuration or
custom configuration. The typical machine configuration setting

was used for this research and testing.
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ew Yirtual Machine x|

Select the Appropriate Configuration
Hows would you prefer to configure your new wirtwal machine?

—Yirtual machine configuration

' Typical
Create a new virtual machine with the most commeon devices and configuration
optians.

" Custom

Chooze thiz option if you need to create a virtual maching with additional
devices or specific configuration options.

< Back | MHesxt > | Cancel |

Figure 11: Selecting a configuration

The next screen shot is of the dialog box requesting input
on what type of guest operating system and version will be
installed on the virtual machine. The guest Windows and Linux
machines that are supported are listed by VMware online
documentation [13]. Most Windows 32-bit and 64-bit workstations
and servers may be virtual machine guests. However, only certain
service pack levels are supported. VMware Player and Server also
support non-Windows wvirtual machines with operating systems
including 32-bit Novell Netware, 32-bit and 64-bit Linux
systems, 32-bit and 64-bit FreeBSD systems and 32-bit and 64-bit
Sun Solaris systems. The dialog shown in Figure 12 illustrates

selecting the guest operating system.
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ew Yirtual Machine Wizar x|

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

— Guest operating system

& Microsoft Windows
€ Linux

€ Mavell Metware
€ Sun Solaris

= Other

 Yerzion

Windowes 2000 Professional j

¢ Back | Mext > | Cancel |

Figure 12: Selecting the guest operating system
The next dialog, which is shown in Figure 13, requests the
location where the virtual machine will be created. The actual
virtual machine is stored as a set of files [5]. These files are
not encrypted and file access controls should be implemented to
protect file integrity and confidentiality. The Lewis University
governance board should make decisions on the availability of
the repository data to students and facility. The role each unit
of the Information Technology Service Organization will have in
maintaining the file system needs to be documented and adopted
into a policy. If students need access to the files remotely for
on—-line courses then security safeguards in authentication,
authorization, auditing controls and procedures need to be
implemented. University policy should outline the design and

implementation of a hierarchical file structure which will allow
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for the delegation of administration duties by units of the
Information Technology Service Organization at Lewis University.
The file structure should also be designed to allow for role-
based access controls by granting file access permissions to
groups and then adding and removing individuals from the groups
as their job responsibilities change. Students may be added to
groups that have access to network shares for a particular
course. Group memberships should be regularly updated to remove
unauthorized accounts. Applying auditing controls to monitor the
files and folders that users successfully and unsuccessfully
access and reviewing the log files by the system administrators
would be highly recommended.

The vmx file stores configuration information about the
hard disks, networking, printing, available devices etc. The
vmdk files store all the data and system files that are within
your virtual machine. The nvram file performs the same function
as the BIOS on a physical computer. The entire virtual machine
is stored in these files. This allows you to move a virtual
machine from one location to another. Usually the files are
zipped up together and unpacked when needed. Virtual machines
should be located on a separate partition or disk drive in a
hierarchical directory structure which is necessary to keep the

virtual machines organized for file and disk maintenance. This
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is important because you often need to determine where the files
are stored for a particular virtual machine. When creating a
virtual machine you need to specify the guest operating system
and version, virtual machine name and location where the files

will be stored.

Ix

ew Yirtual Machine Wiza

Mame the ¥irtual Machine
Wwhat name would pou lilke to use for this virtual maching?

—¥irtual machine name
IW’indows 2000 Prafeszional

— Location

ID:\\-"MSewer\Windows 2000 Profezsional Browse... |

< Back | Nest > | Cancel |

Figure 13: Identifying and locating the virtual machine

VMware Server has a utility “Manage Virtual networks”
within the programs/vmware/vmware servers group. This utility
allows the user to change the VMWare network configuration from
the default settings. This functionality enables customized
configuration that may allow the software to create multiple
local-host and bridged networks that may be routable like a
physical local area network. VMWare of Palo Alto, California,
has identified and corrected vulnerabilities in their software

that allow guest virtual machines to attack local host machines
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and has recommended applying software patches as needed. One
such vulnerability involved the NAT feature which allowed the
guest machine to execute unwanted code on the host machine [23].
Host operating systems with routing and firewall software may
also be implemented as virtual machines with multiple bridged
and host-only network adapters. Figure 14 provides a screen shot

of the Virtual Network Editor.

Summary |.t’-‘«ut-:rnatic: Bridgingl Host Wirtual Metwark Mapping | Host VirtualAdapters' DHI:F'l MAT |

Here is a zummary of your vitual networks. se the other pages of this editor to change the
zethings of your networks, add and remove adapters and more.

Virtual Metwork | Summary | Subnet | DHCP |
:&VMnetD [Eridged) Bridged to an automatically chogen ad...  255.286.285.2...

;;‘E\-"Mneﬂ [Host-only] A private network. shared with the host 192168.146.0  Enabled
I&VMnetB [MAT] |Jzed to share the host's IP addiess 1921681500  Enabled

Figure 14: The Virtual Network Editor

The subsequent dialog, shown in Figure 15, requests the
type of network connection the virtual machine should use. To
set the VMWare network configuration, you need to understand the
meaning of a number of terms [11]. The bridged network adapter
describes the mechanism through which a virtual machine’s IP
address 1is bridged to the host’s physical network adapter on the
same Ethernet network. The host-only adapter setting may be
categorized as the host-only adapter labeled VMnetl by default.
Host-only adapters do not have access to the physical network of

the host. They show up in the Ethernet configuration settings of
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the virtual machine as a “private network shared with the host”

which means the virtual machine
virtual machines using the same
The VMnetl host-only network is
uses the TCP/IP protocol and an
(DHCP)

configuration protocol

each virtual machine. Finally,

can only communicate with other

default VMnetl wvirtual network.

23

an isolated wvirtual network that

internal dynamic host

service to assign IP addresses to

the host-only adapter VMnet$8

settings allow access to the physical network indirectly using
network address translation, NAT and enable the virtual machine
to share the host’s IP address. This is primarily used when the
virtual machines require access to the Internet or external

network using the host’s IP address.

ew Yirtual Machine

Metwork Type
What type of network, do pou want to add?

 Metwark, contection

' Use bridged networking

Give the guest operating system direct access to an external Ethemnet network:.
The guest must have itz own IP address on the external network.

Uze nehwark, address tranzlation [MAT)
Give the guest operating system access to the host computer's dial-up or
external Ethermet network connection using the host's IP address.

Uze host-anly nebwarking
Connect the guest operating system to a private virtual network on the host
computer.

" Do nat use a netwark connection

< Back | Mest > | Cancel |

Figure 15: Selecting the type of network
The next setting controls the disk capacity the wvirtual

machine will use. Figure 16 shows how to set this parameter.
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When a virtual machine is created, there are options to specify
disk space as either a fixed pre-allocated amount or a dynamic
disk size that grows until a specified size limit. The fixed
pre—allocated disk size may improve performance due to less disk
fragmentation. The virtual dynamic disk space may be selected
which allows the virtual disk space to grow as needed. You can
also check the box to split the virtual disk into 2 GB files. It
is recommended to use the virtual disk with dynamic growth which
is the default setting [10]. It does not take up as much disk
space and performance is acceptable. Choosing to split the disk
into 2 GB files makes the files easier to manage due to the fact
the file sizes are smaller. After the virtual machine is
created, the operating system will be installed as if it were an
installation on a physical computer. The dialog in Figure 16
confirms the allocation of the specified disk space to the new
virtual machine. Various properties of the configuration may be
changed by clicking the “Edit virtual machine settings” link as

shown in figure 17.
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iew Yirtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

|

i Disk capacity

Disk size [GE): I 8.0_.;

¥ &llocate al disk space now.

be enough space on the host's physical disk.

I~ Gplt disk into 2 GE files

This virtual disk can never be larger than the maximum capacity that wou set here.

By allozating the full capacity of the virtual disk, you enhance performance of
wour vitwal machine. Howewver, the disk will take longer to create and there must

[f you do not allocate disk space now, pour vitual disk files will start small, then
become larger as you add applications. files, and data to your wirtual machine.

<Back | Fisn |

Cancel |

Figure 16: Setting disk capacity

u Local host - ¥Mware Server Console

] File Edit Wiew Host %M Power Snapshot  Windows Help

[Fumereed |Daa@B

{Fh Windows 2000 Professional

Windows 2000 Professional

256 MB

Auko detect
Using drive 4:

State: Powered off
Guest 05: ‘Windows 2000 Professional
Configuration file: [:\YMServeriWindows 2000 Professionaliwindaws 2000 Professional v
Yersion: Current virtual maching For WMware Server 1,0.0
Commands Devices
[#  start this virtual machine Memary
T Edt virtual machine settings & Hard Disk. (SC51 0:0)
25 co-rom (10E 1:0)
EFioppy
BB Ethernet

&8 Processors

MNotes

Type here to enter notes for this virkual machine

Bridged
1

Figure 17: Edit virtual machine settings

The Virtual machine is now ready to be installed. The CD-

ROM needs to be connected to the virtual machine to enable it to

install the operating system from a CD or an ISO file. Figure 18

shows the properties that may be changed.

If this is an ISO

install, copy the ISO file to the drive of the host machine and

select “Use ISO Image” and then browse to the location of the
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file. When a virtual machine is not using a CD-ROM drive it

should be disconnected to improve the performance of the virtual

machine.

irtual Machine Settings

Hardware | Optiohs |

Device | Surmnmar |
Memary 256 MB
&= Hard Disk {5CSI0:0)
2y co-rom (10E 1:0) Auta detect
&Floppy Using drive A:
E@Ethernet Bridged
B Processors 1
Add... | Bemove |
Figure 18:

r Device status
[ Connected
¥ Connect at power an

r— Connection
& |se physical drive:
Location: €% Host

" Client @
IAuto detect j

[ Connect excluzively to thiz vitual machine
[ Legacy emulation

" Usge |50 image:
I Browse,.. |

—Yirtual device node
€ |scsin0 HadDisk1 x|

& |IDE 1:0 CO-ROM 1 =l

Identifying the OS source

When the green start arrow is pressed, as shown on figure 17,

the system will start the install from an ISO file. Figure 19

shows a Fedora operating system being installed on a virtual

machine from a standard Fedora ISO file.
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Media Check

Checking "Fedora Core 4 disc 1"...r

17%

Figure 19: Installation of Fedora OS
Installing VMWare Workstation 5.5
VMWare Workstation 5.5 is a commercial product that
installs on both a Linux or Windows operating systems. It
installs on both Windows client and server host systems. This
software runs guest operating systems of both Windows client and
server editions, downloadable appliances and Linux guest
operating systems. This software also creates virtual machines
using the same steps demonstrated using VMWare Server. VMWare
Workstation 5.5 includes the Snapshot Manager which will be
demonstrated after a review of the installation procedure.
VMware offers a 30 day evaluation copy of this software and
provides online documentation at their website [24].
The following is a brief overview of the install process

of VMWare Workstation 5.5 which is very similar to installing
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VMWare Server. Creating virtual machines and opening downloaded
appliances is also accomplished using the same steps used by
VMWare Server. The following Figure 20 provides an overview of

the install steps. Accept the default settings for installing

the software.

& VMware Workstation ‘7 VMware Workstation

Destination Folder

Welcome to the Installation Wizard for
YMware Workstation Click Mext to install ta this Folder,

The installation wizard willinstall YMware Workstation on yaur D e ] e Wil ik )
computer. To cantinue, dlick Mext, CHiProgram FilesiWMwarelWMware Waorkstation| Change. .. |

WARNING: This program is protected by copyright lsw and
international traaties.

InistallShield

ok [wes | coned | <gack [ mekt> | cancel |

i VMware Workstation i'2 VMware Workstation

Configure Shortcuts Configure Product

Creates program shorteuts Configure miscellansous product se

Create shortouts For YMware Workstation in the Following places: Your maching currently has CD-ROM autorun enabled. Autorun can have unexpected
interactions with virtual machines.

| Desktop Do you want ko disable autorun now?

v %es disable autorun
¥ start Menu Pragrams Folder R
Maote: IF vou seleck ¥es, autorun will not be disabled until you reboat this machine.
¥ Quick Launch taolbar

Inistallshigld Installshield

< Back | Mzt = | Cancel | < Back I Mext = I Cancel |

& VMware Workstation

i VMware Workstation

Registration Information
The wizard is ready ta begin install

{optional) You can enter this infors

Click Install to begin the installation,

User Mame:
IF you want ko review or change any of your installation settings, click Back, Click Cancel to I]
exit the wizard,
Company:

Ji
Setial Mumber: (XXX K- )

Installshield

[mstallshield
< Back Install I Cancel

< Back | Enter = I Skip =
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# VMware Workstation [%

Installation Wizard Completed

The installation wizard has successfully installed YMware
Warkstation, Click Finish bo exit the wizard,

< Biack I Finish I Cancel |

Figure 20: Installing VMWare Workstation 5.5
SNAPSHOT AND SNAPSHOT MANAGER
Figure 21 and 22 demonstrate the configuration of the
snapshot feature using VMWare Server. The snapshot feature may
be implemented with the automatic settings shown or manually
using the Virtual Machine Console. A manual snapshot may be
created of a virtual machine. The snapshot feature is located on

the Virtual Machine Console as shown in Figure 22.
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I

irtual Machine Setkings

Hardware  Options |

Settings | Surmmary | ~ General
Enerd indowys rofessional Dizable snapshots
[=E | Windows 2000 Prof | [" Disahl hiok
b Pawer To dizable the shapzhot feature, this wirtual machine
(@) Snapshats muszt kot curenty have a shapshot.
S Permizzions Private
[85] Statup/Shutdown  Power off at shutdawn - Current snapshot
Q Advanced Mo current snapshaot

™ Lock this snapshat
Fresent the curment shapshot from being updated,

—When powering off
& Just pawer off
" Reverl to snapshat
Ak me

QK | Cancel | Help

Figure 21: Setting up the Snapshot feature

e ¥irtual Machine Console

Host WM Power  Snapshot  wWindows  Help

| & snapshat Revert ”ED @

Windows NT- SP3

,@\ A snapshot already exists. Do you wart to replace it?

I~ Mewver show this hint again

Figure 22: Snapshot feature on the Virtual Machine Console
Snapshots are an interesting and valuable concept. Virtual
machines may be reverted back to a virtual machine’s actual
state which includes the virtual machine’s disk and memory at

the exact time when the snapshot was created. A screen shot of a
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reverted snapshot is shown by figure 23.

BSnapshUt aRevert ”Em @

=1 ]
Windows NT- 5P3

'f@: Are you sure that you want to revert to the snapshot?

[~ Mever show this hint again

Figure 23: Reverting to a snapshot

The commercial version of VMWare Workstation 5.5 includes
a “snapshot manager” feature that tracks the snapshots and shows
what snapshot is in use and has the capability of navigating
back several versions of a virtual machine. Workstation 5.5,
would be able to snapshot a virtual machine at each lesson and
clone a virtual machine for future use [24].

Figure 24 illustrates how the snapshot manager allows easy
navigation between snapshots and creating clones that may be

later opened using VMWare Workstation 5.5.
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indows Server 2003 Standard Edition - YMware Warkstation (=)

1 Windows Server 2003 Standard Edition - VMware Workstation

Fie Edt View YM  Team ‘Windows Help
nre  BER DBEBE| 06

(GyWindows Server 2003 Standar.

File Edit View W¥M Team Windows Help

D GR OB BB

Windows Server 2003 Standard Edition - Take Snapshot

Snapshot 2

Windows Server 2003 Standard Edition - Take Snapshot

Description: Changes Made to System and this snapshet 2
Iz niow avalable

Snapshot 1

Description: The orginal state of the virtual Windows 2003
standard Ed, SP1 Server runring on Yiware
Workstation 5.5

7]

distart| | B @ |

<

distet| | G B | v
&

]
Bod@

Windows Server 2003 Standard Edition - Snapshot Manager Windows Server 2003 Standard Edition - Snapshot Manager

@ G-g—-g-@
Windows WMware  Snapshot 1 Snapshaok 2 bne Virtual Machine Wizard
Server 20... Server Un...

Welcome to the Clone
Virtual Machine Wizard

You cannot make a clone of a vitual machine or
shapshat that is powered-on or suspended.

Snapshot details

Hame: Take Snapshat...
Description: Mo Screenshot

Taka Snapshat. ..

Delete

Delete
core [t J[hep ] e It ]
Back || New> — ——
"“¥ou Are Here" selected A 1

Windows Server 2003 Standard Edition - Snapshot Manager

@—-e8-8-G—-@ e Ol C g ©

Windows YMware Snapshot 2 You Are wWindows YMware  Snapshot 1 Snapshot 2

Server 20,., Server Un.. Here Serwer 20... Server Un...

VMware Workstation

By restoring this snapshot. the current state will be lost
[rar you wantk to restare "Snapshat 17

[ Mever show this hint again

Snapshot details

Name: Take Snapshat...
Mo Screenshot

Drescription:
oo ooere

L S M

Description: | The orginal state of the virtual
Windows 2003 Standard Ed,
SP1 Server running on YMweare

Workstation 5.5

1 znanchnt < calertad
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ndows Server 2003 Stan

B G~ 66

Windows ~ WMwars  Snapshot 1 Snapshot 2

Server 20... Server Un...

Clone Virtual Machine Wizard

Welcome to the Clone
Virtual Machine Wizard

This wizard will help you create a copy of this
wirtual machine

|F pou intend for other users to create clones fram
this wirtual machine, you should enable template:
mode undsr VM > Settings > Options > Advanced

Windows Server 2003 Standard Edition

apshot Manager

dows Server 2003 Standard E

on - Snapshot Manager

windows VMware
Server 20.., Server Un...

Snapshot 1 Snapshot 2

Clone Virtual Machine Wizard

Clone Source
“wWhich state do vou want to create a clone from?

Clone source

(%) From current state
Creating a linked clone fram the current state will create a new snapshot.

() Fram shapshot; | Whware Server Undopoint .

Description:  Whware Server e« p build-22009

[ < Back ][ Mext > ] [ Canicel J

&1 Windows Server 2003 Standard Edition - Snapshot Manager

F~ 8~ G—~E

windows Yhlware Snapshot 1 Snapshak 2

Server 20... Server Un...

Clone Virtual Machine Wizard

Clone Type
Howe do you want ta clane this wirtual machine?

Clone method

() Create a linked clone
A, linked clone iz a reference to the ariginal wirtual machine and requires less
disk space to store. However, it cannot run without access to the original
wirtual machine. L

(=) Create a full clone
A, full clone is a complete copy of the original wirtual machine at it current state.
T hiz wirtual machine is fully independent, but requires mare disk space to stare

[ < Back ][ Ment » ] [ Cancel ]

G088

Windows YMware  Snapshok 1 Snapshok 2

Clone Virtual Machine Wizard

Server 20... Server Un...

Hame of the New Yirtual Machine
What name would vou like to use for this virtual machine?

Wirtual machine name

|C|one of Windows Server 2003 Standard Edition |

Location
| E:sWhywARE server\Clonesiw 2k 3-Clone

|[ Browse... ]

[ < Back

_”_ Finizh ] [

Cancel ]
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Clone Virtual Machine Wizard

Cloning ¥irtual Machine

v Prepaiing clone operation
v Creating full clone

v Done

Done

Clone of Windows Server 2003 Standard Edition - VMware Workstation

File Edit Wiew W¥M Team ‘Windows Help

@ BGR 08 a|(m
o (51 Clone of Windows Server 200... -

Clone of Windows Server 2003 Standard Edition

State: Powered off
Guest 05: Windows Server 2003 Standard Edition
Configuration file: E:\YMwAREserveriClonestwak3-Clone\Windows Server 2003 Standard Edition,vrx
Yersion: Current virtual machine for YMware Workstation 5.5.2
Commands Devices
[ start this virtual machine Memary 232 MB
[ Edit virtusl machine settings &3 Hard Disk (SCSI 0:0)
@ Clone this wirtual machine %CD'ROM (IDE 10y Using drive E:
ﬁF\upr Using drive A:
EBEthernst Host-only
B virtual Processars 1

Figure 24: Illustrating the use of the Snapshot Manager
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Installation of VMWare Player
VMWare Player 1.0.2 released on 8/10/2006 with Build 29634
was installed for this research and testing. VMWare provides
online documentation for the product [13]. The software was
installed on a Windows XP professional SP2 computer with 768 MB

of RAM. The following are screen shots of the install.

|.¥ Vhware Player . IEJ

welcome to the Installation Wizard for
Y¥hware Player

The installation wizard will install ¥Mware Plaver on yvour
computer, To continue, click MNext,

WARMING: This program is protected by copyright law and
international treaties,

= Back I Mext = I Cancel |

Figure 25: Start of VMWare Player installation
This application may be installed on both Windows

workstations and servers. Supported workstations are 32-bit and
64-bit system Windows 2000 professional SP3 and SP4, Windows XP
Home Edition SP1 and SP2, Windows XP Professional SP1 and SP2.
Internet Explorer version 4.0 or higher must also be installed.
The vendor recommends a minimum amount of 128 MB of memory and a
recommended amount of 256 MB [13]. Performance was very slow

when the test computer for this research was equipped with 512
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MB of RAM. Click next as shown on Figure 25 to continue the

install.

Destination Folder

Click Mexkt to install ko this Folder, or click Change to install to a different Folds

@ Install Wiwate Player to:
C:\Program Files\YMwarelWMware Player!, Change... |

[nstallshield

% Back l Mext = I Cancel |

Figure 25: Locating the VMWare Player

The hard disk must have a minimum of 1 GB of free space for
each guest operating system. The VMWare Player software requires
approximately 150 MB of disk space. Accept the default software
install location. Virtual machines should be created and stored
on a separate disk partition. The virtual machine files should
be located in folders referencing the name of the actual virtual
machine to make it easier to maintain the file system and repair
a virtual machine if necessary. Click the next button as shown

in Figures 25 and 26 to continue the install.
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2 Viware Player

Configure Shortcuts

Creates program shortcuts

Create shorkcuts For WMware Player in the following places:
v Deskbop
¥ Start Menu Programs Folder

¥ Quick Launch koclbar

[mstallshield

< Back I Mext = I Cancel |

Figure 26: Configure shortcuts VMWare Player

Click next as shown on figure 27 to continue the install.

' Vidware Player

Configure Product

Configure miscellaneous product settings

‘our machine currently has CO-ROM autorun enabled. Autorun can have unexpected
interactions with virkual machines.

Do vou want to disable autorun now?
¥ ‘Yes disable autorun

Maote: IF vou select Yes, autorun will not be disabled until you reboot this machine.

¥ Enable the Google searchbar

Inistallshield

% Back I Mext = I Cancel |

Figure 27: Configure Product VMWare Player
IF the CD-ROM properties within the virtual machine are

configured to be connected when powered on, then a host system

37
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with autorun enabled may interact with a virtual machine. It is
recommended to always deselect the check box “connected” or
“connect at power on” to the CD-ROM drive on a virtual machine
when it is not needed to improve performance. The reason is
because the host operating system or application is trying to
read data from a CD-Rom that is not there and this slows down
the virtual machine and host operating system.

Virtual appliances may be downloaded from the VMware website
[7]. Most of the downloadable appliances do not have MD5
checksums to verify file integrity and SSL is not used to
provide secure file transfers by verifying the source using a
public certificate of authority. All appliances should be used
with caution and it is recommended to research the developer
prior to implementation of an appliance on a production network.

Virtual appliances are easy to implement and run on a host
computer with either VMWare player or Server software installed.
The virtual appliances are usually downloaded in an archived
format with a file extension such as zip. Extract the files to a
folder within an organized file structure that makes it easy to
identify the appliance location. Start the VMware Server Console
or VMWare Player and click the file open and browse to the
virtual machine appliance. Figure 28 shows that, when the

virtual appliance first starts, there is a dialog box advising
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that if this wvirtual machine has been copied, then it should
have a new universal unique identifier (UUID). The universal
unique identifier is a standard used by the Open Software
Foundation (OSF) as part of the Distributed Computing

Environment (DCE). Every UUID is a 16 byte (128 bit) number

39

which makes it mathematically improbable that a UUID number will

randomly duplicate. Allowing a duplicate UUID by selecting

“keep” in figure 28, could be used to create a duplicate virtual

machine to masquerade as another computer on the network. This

is a security concern.

||

<P The lacation of thiz virtual machine's configuration file has changed since it was last
- powered on.

IF the virtual machine haz been copied, you should create a new unique identifier [UUID].
IFit has been maved, you should keep itz old identifier.

IF you are not sure, create a new identifier.
What da pou want ko do?

(%) Create

) Keep

) Always Create
() Always Keep

[ 0K ][ Cancel ]

Figure 28: Unique identifier when new appliance starts
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Demonstrations of Platform Capabilities

The objective of the following chapters is to demonstrate
how to start and implement several downloadable, pre-configured,
pre—installed, operating systems that are hardware independent
and provide access to several security tools. The appliances
provide all types of security applications. Some of the
appliances provide intrusion detection systems, email security
systems, penetration testing platforms, firewalls, VPN clients,
computer forensics, hacking and networking tools and powerful
port scanning software. Security appliances provide students the
opportunity to apply the technical knowledge learned in class
by implementing solutions to security wvulnerabilities. The
following appliances have been downloaded and tested; “Penguin
Sleuth”, “Security Platform, Hacking, Networking Security

appliances” and “Endian Firewall”.

Penguin Sleuth Linux

The Penguin Linux appliance is for computer forensics,
incident response and testing. The appliance uses the Gentoo
Linux distribution which involves more knowledge of Linux then
some other distributions. After a few minor configuration
changes that will be covered later in this chapter, the

appliance and security tools were fully functional. This
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appliance could be used to provide students more hands-on
training for the “Intrusion Detection, Response and Recovery”
course taught at Lewis University.

Penguin Sleuth Linux, a forensic tool was installed on a
computer with a host operating system of Windows 2003 Standard
Edition SP1 and the final release of VMWare Server software.
This appliance could also be installed on a student’s
workstation using VMWare Player. After the appliance starts,
logon with the user name root and password “penguin’”; then type
“startx” and the GUI opens.

A right click on the desktop shows the forensics and
security GUI tools which include FWBuilder, Etherape, Ethereal,
Nessus, Air Forensics, PY-lag Forensics browser, autopsy
Forensics Browser, Regviewer. Additional tools accessed at the
command prompt included snort, Rkhunter, John the ripper,
netcat, gtparted - GUI Partitioning Tool, cryptcat and mdbdeep -
MD5 Hashing Program.

The appliance is configured to accept an IP address from
DHCP. In a classroom environment, each appliance needs a unique
name. The hostname needs to be changed by updating the file
/etc/conf.d/hostname. TCP/IP settings may be changed in the
/etc/conf.d/net file, 1f a static IP address needs to be

assigned. In addition, if the hostname is changed, update an
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entry in the /etc/hosts file from “127.0.0.1 Penguin-Sleuth” to
#“127.0.0.1 new hostname” [12].

The Gentoo distribution uses a default editor called “nano”
which is easy to use. The editor default may be set in the
/etc/re.conf file to VI, if it is preferred. The size of the
virtual machine was 3.3 GB. The appliance was also tested using
the latest release of VMWare player installed on a Windows XP
SP2 professional host and the appliance had full functionality.

The following screen shots demonstrate how easy it is to
start the Penguin Sleuth Linux forensic tool with VMware Player
software. Click on the VMWare Player desktop Icon and browse to

the virtual machine files as shown below in figure 29.

Browse for virtual machine configuration file

Look in: |E) Penguin Sleuth Yirtual Platform <ice V| Q TR

[ E @Gentoo.vmx

My Recent
Documents

@

Desktop

My Documents

My Computer

=
File: name: | Gentoo.vm: v |

bl Meetwork Files af type: |VMwale Configuration Filez [* wmz) w |

Figure 29: Select virtual machine with browser window

Click open and then the virtual server starts to load
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within the Virtual Player console as shown below by figure 30.

Oy GRUB werziop H.U5

Hrozn opitae ':u%uut the o

copmatls befors boobliog, or

st whichBentey 1z highl
o UEMe’ to oedit ot

Figure 30: Penguin Sleuth security appliance starting
Logon and then at the prompt, type the “startx” command.

The GUI opens as shown below in figure 31.

43
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&1 Desktop Menu
i} Run Program...

& Terminal

@3 Screen Capture
I File Manager (xffrm)
& Web Browser

R Security 3
I rorensics
453’ Settings
lgig Accessories
i -/ Graphics
JE Multimedia

-

o 4 ol | | & Network
4 ’ : % office
Other

* w v v w w w ¥

nguln Sle::

ﬂ About Xfce

Pe
Linux the w©o

Ultimate Forensic Tool

Figure 31: Penguin Sleuth security appliance started

On the top of the VMPlayer console, click the Ethernet icon

and confirm the network adapter card is configured for the

bridged interface and the appliance has full connectivity to the

network. Press the “Ctrl+G” keys to access the virtual machine

and “Ctrl+Alt” to switch to accessing the virtual machine

console.
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Security Platform, Hacking, Networking Security appliance

This appliance includes the majority of the security tools
used for the “Securing Linux” course offered at Lewis
University. The appliance may be used to allow each student to
research several security tools and provide a hands-on
demonstration on how to use the tool.

The ”Security Platform and Hacking and Networking Security
usage & Training appliance” was started on a computer with
Windows XP professional SP2 and the latest release of VMWare
Player installed. The virtual appliance operating system is
Linux. The distribution is SUSE Linux Professional 9.3 with full
functionality which includes YAST to modify system settings and
add software. The root user password is “password”. VMware tools
did not run successfully when the appliance is started using the
VMWare Player 1.0.2 released on 8/10/2006 with Build 29634. A
critical error occurred “SeduSec authentication” when the
appliance started. The appliance still started after clicking
okay to continue. The appliance needed access to the Internet
to download the VMWare tools. The VMWare tools improve the GUI
performance and are necessary for configuration of the mouse and
display resolution. The latest release of VMWare Player was
uninstalled and an older version of VMWare Player 1.0.1 build

19317 was installed. This resolved all the issues and the
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appliance had full functionality. These are minor issues that
may be resolved with the next release of the appliance. The
appliance is loaded with security tools and is rated highly on
the VMWare website. The following screen shot figure 32, shows

the virtual machine within the VMWare Player console.

fultiple ]
Ping Ripper

NmapFE c 3 wiget

<
oo

METscan

Figure 32: Security platform and hacking and networking security
usage & training appliance started within VMWare Player.
The network configuration was set to bridged. The screen
shot in Figure 33 shows output from the NBTScan application when

it is run form the command prompt and tested for functionality.
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Scans IP addresses specified in file iplist.
linuxZ:™ # nbtscan —r 192.168.1.0-24
Joing NBT name =can for addresses from 192.168.1.0-24

477

[P address MetBIOS Mame Seruver User MAC address
92.168.1.0 Sendto failed: Permission denied

[92.168.1.56 <unknown <unknouwnz

19Z2.168.1.162 FOX <server> <unknown’ 00—-al0—c9-59-f6-d2
linux2:™ # [}

Figure 33: Terminal screen outbound of NBTScan utility

Endian Firewall open source appliance
The Endian Firewall may be used to demonstrate a firewall
that provides stateful packet filtering, application-level

proxies, spam filtering for email traffic, content filtering,

VPN, antivirus and antispam functionality in a “turn key” linux

distribution appliance. This appliance could easily be started
from a student’s workstation using VMware Player and could be
used for hands-on training in several of the security classes

offered at Lewis University.

The Endian Firewall open source appliance was developed by

the Endian Firewall Community [14]. The appliance is easy to
install, use and manage. The Endian Firewall Administrative
guide provides detailed documentation on how to use the
appliance. The root password is “endian” to logon to the
security appliance. When the appliance starts it provides the

web interface URL. The application is configured from a client
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using a web browser.

The appliance automatically creates three network adapters.
When you initially connect to the Endian Firewall Server as
shown in figure 33, remember that the IP address in this case 1is
192.168.74.1/24 by default. The client also has to be on the
same segment to connect to the management web interface. Make
the necessary changes to the client IP protocol settings to
allow the client computer to initially communicate with the

Endian Firewall Server.

J File Edit ew Host WM Power  Spapshot  Windows  Help

m & (|[Dea| @B
il

&} EPW_Community_2

Endian Firewall Community release 2

Console Login: rootrendian

Web Login: adminsendian

Web Interface URL: http:--192.168.74.1

GREEM(LAN) IF: 192.168.74.1

Documentation: http:rsuuww.endian.itrenscommunity-helprdocumentations
efw login: root

Password:

Lazt login: Fri Jul 14 15:55:54 +8200 2006 on ttyl.

Figure 33: Endian Firewall showing configuration
The management web interface was then accessed by typing

http://192.168.74.1 in the client browser and authenticating to

the web interface with the user name and password. The user name
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is “Admin” and the password is *“endian”. Once in the
application, it should be easy to configure the firewall and
make the necessary configuration changes to the three network
interface cards attached to the appliance. Figure 34 shows the

actual administrative web interface.

Qeack - €3 - [%] 2] @ | ) Search - Favorites @4 Media £ | Gl &
Address @https:mgz.ms.?ct.1:10443;cgi-bin;index.cgi | B Lk

| Community ? Help "

System  Network Services Firewall Prozy

Home

Hnn_I_e

Network Configuration ﬂ Swysten status:

Passwrords

Status:
Connected: main (0d 0h 3m 49s)

55H Access
GUI Settings
Backup
Shutdowvn

Credits Enabled (click ko Disabled (click to
Legend: IZ disable) I:I enable) “5 Refresh

efw,localdomain - 07: 10046 up 5 min, 0 users, load average: 0.04, 0.28, 0.16

Status: Connected: main (0d Oh 3rn 495) Uptinee: 07 :10:46 up 5 min, 0 uzers, load average: 0,04, 0,28, 0,16

Endian Firevsall release 2 (c) 2004-2006 Endian

Figure 34: The Management Web interface
The Endian Firewall appliance was tested with both VMWare

Server and Player.
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Host requirements for optimum performance

VMware server was installed on a computer with Windows 2003
Server Standard Edition operating system with SP1 installed. The
host operating system used for this testing has 768 MB of RAM
and an Intel 1.80GHZ processor. The VMWare Server software had
full functionality as long as a maximum of only two virtual
servers ran at the same time. Figure 35 shows the VMWare Server
Console with three virtual machines running simultaneously and
the error message encountered when Fedora, the 4" virtual
machine, attempted to start. This caused the software to stop
responding and the Windows 2003 Server host machine needed to be
rebooted. This problem could be resolved by adding additional
memory to the host or reducing the amount of memory on each
virtual machine. The Fedora machine has the recommended 256 MB
of RAM as shown in figure 36. The allocated memory on each
virtual machine may be lowered to allow all four virtual
machines to run. This would cause memory swapping and poor
performance on the virtual machines [21]. This issue may be
remedied by adding more memory to the host server. A recommended
amount of host memory for maximum performance running four to
five virtual servers should be 2 GB of Memory and 4 GB of memory

should provide enough memory for host server running between
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eight to ten virtual machines. The software performance would
also improve using a server class computer with a dual

processor.

y Local host - ¥Mware Server Console

File Edit ‘Wew Host %M Power Snapshob  Windows Help

mn b el |[Dea@s

=
fedora
State: Powered off
Guest 0S: Other Linux
Configuration file: D:\LinuxifedoraiFedoral iotherlinu. v
Yersion: Legacy wirtual machine for WMware Server 1.0.0
Commands Devices
[P start this virtual machine Mernary 256 ME
ﬁ Edit virtual machine settings & Hard Disk {3C31 0:0)
%CD-ROM (IDE 1:0) Using image D:\repositoryiFedoralFC4-i386-discd.iso
&Floppy Using drive A:
EB Ethernet Bridged

edora - ¥irtual Machine x|

Mot enough physical memany iz available to power on thiz virtual machine.

To fix thiz problem, power off ather vittual machines or adjust the additional memary
zettings to allow mare wirtual maching memary to be swapped.

| wony were able b power on thiz virtwal machine on thiz host computer in the past, ty
rebiooting the host computer. Rebooting may allow vou to use zlightly mare host memary to

rur virtual machines.
Ok, |

Figure 35: Console showing virtual memory error
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irEual Machine Setkings [E

Hardware | Options |

Device | summar [ [~ Memary
Memary 208 ME Specilfy the amount of memory allocated to this wirtual
3 Hard Disk (5C51 0:0) machine. The memory size must be a multiple of 4 MEB.
%CD'ROM (IDE 1:0) Using image D:ire... temay for this wittual machine:
Floppy Using drive & 1 955 =
I :. hB
EBEthernet Bridged .). =
PAN Y ' 1280
A Guest OS5 recormmended minimum: 32MB
£ Recommended memory: Z5EMB
& W aximum recammendead menmarn: 540MEB
[t emory swapping may occur beyond thiz size]
Add. Eemove
0K | Cancel | Help

Figure 36: Recommended memory of virtual machine
VMware Player software was easy to install and was proven

to be a very stable host system to run all the security
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appliances and custom-made virtual machines that were researched

and tested. VMware player, as the name refers, is for only
playing virtual machines and not creating virtual machines.
Also, it does not have the advanced features such as “Virtual
Network Editor” and “snapshot” available with VMWare Server.
There 1is third-party software available that may be used to
create a virtual machine and then run VMWare Player to install
an operating system [16]. The name of the software is EasyVMX
and it creates the actual virtual machine with a specified

configuration. The file is then downloaded and extracted to a
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folder on the local host
starts, it looks for the
run the operating system

during this research and

computer. When the virtual machine
specified ISO file or CD-Rom drive to
install. The EasyVMX web site was used

testing to successfully create a

Windows 2000 professional virtual machine.
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Conclusion and Recommendations

This research has presented a proposal to install VMWare
virtualization software in the computer lab used for the Master
of Science in Information Security program. Virtualization
software is the most effective technology to provide computer
based training to students. The advantage of using the
virtualization software in the computer training lab is that it
provides flexibility to consistently create fully functional and
well-documented computer lab environments that may be setup for
scheduled computer lab lessons and hands-on learning for
students.

Probably the most obvious advantage of using virtualization
software is that a virtual lab can be dynamically created to
provide a customized networking environment with minimal lab
setup time and it does not require the same infrastructure and
associated costs of ownership of a physical network. The present
Information Security lab lacks the infrastructure and technical
resources to provide the type of environment needed to provide
the hands-on training that students require.

Another advantage of implementing VMWare Server and Player
software in the Information Security computer lab is that
vendors are rapidly developing more innovative virtualization

software packages that will provide the consumer with more



VIRTUAL INFO SEC COMPUTER LAB 55

efficient ways to apply the technology.

The VMWare Server software final release provides 100
licenses for both a Windows and Linux host operating system. The
major difference between the VMware Player and Server is that
Server allows for the configuration of new virtual machines and
is designed for hosting multiple virtual machines. VMWare Server
also provides a utility for configuring the network interfaces
of the host machine and creating virtual networks that would be
of great benefit in a computer lab used for teaching Information
Security. The feature that would be most beneficial to a
computer lab found only on the VMWare Server software is the
“Snapshot” feature [4]. VMware offers extensive online
documentation that provides the necessary information to
research the virtualization software for this project. Both
VMWare Player and Server have the capability to host
downloadable security appliances to provide the students and
instructors with pre-configured operating systems which could
provide hands-on learning on various security topics including
but not limited to security and forensic tools, intrusion
detection systems and firewalls.

The advantages of using VMWare Server and Player may be
summarized in a hypothetical computer lab scenario. An

instructor has given the students an evening computer lab
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assignment to give a presentation on a security topic using one
of the many security appliances listed on the VMware website.
Fach student will start the security appliance using the VMWare
Player software installed on their workstation and demonstrate
how it works in class. The instructor also plans to teach a
morning class about server vulnerabilities associated with a
Windows NT4 Server SP6 operating system. The NT4 Server was
modified yesterday by members of the ethical hackers class and
the virtual machine will not boot up. The instructor advises the
lab assistant to revert the NT4 Server back to the wvirtual
machine’s pristine standard configuration by using the
“snapshot” feature and the NT4 Server is ready for the early
morning class. The instructor’s afternoon class in intrusion
detection involves creating a networked environment consisting
of a firewall appliance, web servers, and application servers.
The intrusion detection computer lab setup is well-documented
and has repeatedly been tested for full functionality in
demonstrating security tools covered in each lesson. The lab
assistant looks at the documentation for today’s lab and starts
the required virtual machines. The students have VMWare Player
software installed on their workstations which make the security
appliances fully functional and ready to use in the computer

lab. At the beginning of the intrusion detection class, a
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student informs the instructor that his security appliance to
complete the hands-on computer lab assignment is not working.
The instructor gives the student directions on how to download
the appliance from a repository of available virtual machines
located on the file server in the classroom.

Virtualization software will enable the Master of Science
in Information Security program to offer more hands-on training
opportunities to students without having to compromise
undergraduate courses or build new lab space. Software
virtualization can be implemented at little expense and with
little administration effort. This thesis has demonstrated some
of the opportunities that adopting a virtualization architecture

would create.
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