PARENTAL CONTROL WITH VISTA

Prepared by Betti McTurk, MSIS



Parental Controls

 The new parental controls in Windows Vista
allow parents to monitor their children’s
activities online as well as set time limits for
their use. In order to set-up the Parental
Controls, the user must be the administrator.

Let’s look at all we can do with the new
Parental Controls.



Open an Account

* |f you have not created an account for your
children, do so using the “Create a new user
account” link. After you see your child’s name
in this menu, choose them from the list. You
will see a menu where you can turn on the
Parental Controls, Activity Reporting, and set-
up the various settings.



Parental Control

Choose a user and set up Parental Controls

What can I do with Parental Controls?

Jason

Computer administrator
Password protected
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My Kid
Standard user - Parental Controls On
Password protected

If you want to apply Parental Contrels te someone who isn't in this list,
create a new user account for them teo use.

Why do I need an account for this?

ﬂa Create a new user account



User Controls

G.’\ { )v;“ » Control Panel » Parental Controls » User Controls

Set up how My Kid will use the computer

Parental Controls:

@ On, enforce current settin E
. o: a [ My Kid
O Crand

Jard user
Activity Reporting: , ! assword protected

@ On, collect information about computer usage
) Off View activity reports
Windows Settings Web Restrictions: Medium
Windows Vista Web Filter . s i
o Control allowed websites, downloads, and other use Time Limits: ort
@ Time limits Sange Ratanps o
Control when My Kid uses the computer Program Limits: Off
! Games
Control games by rating, content, or title
=1 Allow and block specific programs
CE  Allow and block any programs on your computer




Windows Vista Web Filter

 This web filter can limit the sites to which the
child has access, as well as limit downloads
and the like. Let’s take a look at its interface.



Web Restrictions

G_Ovﬁ‘ <« Parental Controls » User Controls » Web Restrictions

Which parts of the Internet can My Kid visit?

©@ Block some websites or content
) Allow all websites and content

Allow and block specific websites
Edit the Allow and block list
[7] Only allow websites which are on the allow list

Block web content automatically
Choose a web restriction level:
) High © Medium " None ) Custom

Medium level: block unratable content and web content in the following categories: mature content,
pornography, drugs, hate speech, and weapons. Not all content in these areas can be automatically
blocked

To control access to specific websites, add the website to the Allow and block list.

How does the web filter work?

[7] Block file downloads

Go to the Site Review website to aive feedback on website cateacrization




Options

You can manually administer which sites they are not
allowed to view

Select “Edit the Allow and block list” link. Y

You can specifically only allow them to view certain
websites inside this list.

The Parental Controls also allow you to choose which level
of security they can see.

The medium level is described as any unrated content and
web content in the context of pornography, drugs, hate
speech, and weapons.

It is important to know that these controls may not block all
content, but should be a good guide for your child online.

The parent can also block file downloads, thus eliminating
the possibility that your child might accidentally download
spyware or malware to the computer.



Time Limit

GO < [‘i « Time Restrictions

e

Control when My Kid will use the computer
Click and drag the hours you want to block or allow.

Midnight (AM) | Noon (PM)
121 2 3 4 56 7 8 91011121 2 3 456 7 8 9101112

Sunday
Monday
Tuesday
Wednesday
Thursday
Frnday
Saturday

[[] allowed
[ slocked




To set a time limit for the computer
use

* A parent can simply block sets of hours for the
week.

* |f a parent did not want their child online
while they were still at work they could simply
drag the cursor over the time period and that
time would be blocked.

* Whenever the box appears as blue it is
blocked and Vista will not allow them to log
onto the computer



Controlling Games (oh yeah!)

The robust parental controls can filter out
certain type of games.

They can eliminate anything under a specific
rating, according to content, or disallow
games all together.

This would help many parents to enforce

disciplinary actions, but can easily be changed
in the future.

Let’s take a look at the game control features.



Game Controls

Control which types of games My Kid can play

Can My Kid play games? *

- Yesu
o No

Block {or allow) games by rating and content types
Set garne 1atings
Musenum sllowed rating: ADULTS ONLY, including wncated games
Garme descrgtorns Slccked None
Block {or allow) armvy game on your compater by mame
Block or Allow specdic games

Adways blocked: None
Adways sllowed Nore




More Choices

* By selecting No to the question of “Can My Kid
play games”? effectively stops any games from
running on the system. To get more advanced
settings, open the Set game ratings.



Here is How

G@-!‘« G—ucm > Garme Restrctions

ConIrol which types of games MMy Kid can play

F o garme et S0 ratheng, can: Wiy 53 play &7

Waihecin ratirvgs are ofc for RSy %Gd 2o play T
The Ermtertasmvwment Software Rating Board defones these ratings.

R EIRChw SROTRES et DO Tamtenng
I Block gaenes with no rating

Wtles rated E - Everycoe have cortent that snay De sustabie for persons ages 6 and oficder.
Tatles o thes COtegoOry ey CoOORain rmesnamad veclence, Sorme cornec rmeschesf, amcd cr el
’’’’’ _W-

EVERYONE 10~

Ttfes rates E1lO - - Everyone 10 and older hove content that rmey be sotabile for ages 10
_and older. f«smwmm”wmm'mawwgw
language. and/ or Muesrsenal S99
TEEN

Titles rated T - Teon Baave comBernt that rmey Be sunabie for persons ages 12 and older.
Ttles o thes CategOoOrny May COOEain wiolenmt content, rmeld or stromwg language, and/ o
strong langueage.

AMMATURE

Tithes rated P - Mature have contert that mey be santable for persors ages 17T and cides.
Tathes o this categmory rmay < Bars oY ave sall tierTves, FOOTeE Intense whohence arvdloe
— 2

ADUS TS ONLY

Tthes rated AD - Aduits Ondy have content sumtable ondy for achults. Tales s thes categocy
ey ssclhode graphic depecticons of tax and/or viclamce. ASule Onby pProcSocts aee ot
mtended for persons undes the age of 18

Block thete Types of cormterm=s
Even f & garme Puas s 2cwed 1ating, you can Block 1t for the type of comlent & ©

1 Online — Expenience Garme exprermence sriary <hange Sorivrg orlivue siay
CTarm Charmoe
Liad -




Parents, you are in control!

As you can see, there are plenty of options for
filtering games on your child’s computer.

You simply select the appropriate ratings for your
child or go back to the previous screen and only
allow certain games.

Select the Block or Allow specific games link.

Every game that has been installed on the system
appears in this list. As a default, these games look
to the rating system to determine whether or not
they can be run.

If you wish to manually change this, then you can
do so from this menu



Game Overrides

3 _ =
O & = come Oversaes 2

Control specific games My Kid can and can not play

Allcowed Fatangs:
€10« - EVERYONE 10+, T - TEEN. Ac - ADULTS ONLY, E - EVERYONE, €¢ - EARLY CHILOHOOD, M - MATURE

Derved Descnptors: None

User Rating Abways
Titde/Rating Status Setting Adwvays Allow Block
Clrh Can ploy El - -
ft:e(cl c a - - -
“?n‘ Can play - - -
T:S;‘:M“m Can ploy - = B
h‘mﬂ Can play - - -
Mzhjo.gﬂun Can play - o .
W Can phay - o o
Purble Place -
£ Can play - &
S?ﬂe Can play - ’ -
Spider Soitaire Can play - e ~

™

ok || Cencet |

r

I
|
|




Allow or Block, that is the question!

* A parent can also block or allow certain programs
installed on the system. The menu for this option
gives control to users who select which programs
to allow and which to block.

* These selections be changed and administered at
any time, but only by the administrator of the
computer. The administrator selects the program
checkbox next to each installed software item.



See How it is done

Which programs can My Kid use?
0 My KGd can use all programs
! © My Kid can only use the programs | allow
Check the programs that can be used:
File Descnpticn Product Name — -~}
ChAProgram Files\Adcbe\Acrobat 7.0\ Reader -~ E |
R AcroRa32 exe Adobe Reader 70 < Unknowm >
1 7R AcroRd32Info.exe Adobe Reader 70 <Unknown>
[ 14 AdobeUpdateManager . Adobe Update Manager < Unkncwn>
[ W0 reader_slexe Adobe Acrobat Speedlauncher <Unknown>
CAProgram Files\ Adobe\ Acrobat 70\ Reader\Updater -~
" EY scrcaven.exe Acrosum 702 <Unknown>
C\Program Files\Adobe\Acrcbaet 7.0\ Setup e\ RArBigTOG\ENU -~
[ TP instrsiov exe Inzstalier for the Windows Installer Windows Installer - Unicode
B cctupexe Setup Launcher —  <Unknocwn>
ChAProgram Files\ATI Technologes\ATLACE -~
QDMW Win32 Dxstress Apphcation Dxstress Applcation —
Add 8 program to this fut: | Browse.. | | Checkall | | Uncheckam |
| ok || ceoce |




How about Game Report?

* The Activity Report gives detailed usage
descriptions to the administrator, which
cannot be altered by the user.

* The activity report gives a month’s worth of
web traffic, hours played on games, which
software was used, and much more.

e Let’s take a look at a sample report.



Activity Report

. — = — > T Al SaBRE —=
. S . S R - P . 4 e
@'!“ = Parertal Controls » u;.fcm . MVM -T"Yr;ec-:.m =

Surmmary of Computer Activity for My K:d from 2/3/2007 - 2/710/2007
Activity Reporting is On

Wed Browsing
Top 10 Websites Visited
.
= I stare Messageng 2
~ B Medu }
v L General Sysremn s
Most Recent 10 Websites Blocked
.
2. e &
>
4
S

Wed Oversrides
none

Xl
oy
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Bep

Ermait

There ave mo emadd events for thes wuser. Thes s Naely Decause the emad appiscation Beng
used does NHoOt SuPSan parental CoOMrols, or thes user has not used anm ermald apoihcathon
dureng thes terne pencd

Instant Messaging
There are Mo Stant messedenyg events foe thus user. Thes s Mcely Because The instant

Messageng apphcaticon ey used does NS SLUPSET pacertal CcomRrols, or thes user has not
uted an ratant retteSng Mpelic ation dunng thes tme penod. -




Safe, Safer, Safest

A list of top ten sites visited,

top ten sites blocked,

web overrides,

file downloads,

blocked downloads,

system logins,

applications run,

games played,

email, and ....

instant messaging appear right on the front of the report.

By selecting the folder tree options on the left hand side, a
parent can drill down into the usage statistics to see
specific items



Do not over kill but protect your child

* Overall the Parental controls can assist parents
with administering a computer that opens a
whole world up to an impressionable child.

 The much needed assistance with web
browsing, software usage, and downloads
should assist most guardians with keeping
their Windows Vista install clean, their
children safe, and their peace of mind intact.



